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[bookmark: _Toc159538524]Abstract
The report includes extensive research into various areas of networks including both type 1 and 2 hypervisors, IP addressing, and security. For the requested topology two servers and two machines were created and assigned IPs to create the network. After the implementation and troubleshooting, it was found that the security of the network needed improvement and further testing and steps are required to solve any outstanding issues. 
[bookmark: _Toc159538525]Introduction
Before the implementation of the requested topology, extensive research was conducted into hypervisors and IP addressing to ensure that everything was created in an efficient and effective manner. 
[bookmark: _Toc159538526]What is a hypervisor?
A hypervisor, also known as a virtual machine monitor (VMM) is software that can be used to create, run, and manage virtual machines (VM). The hardware that is used as a hypervisor is known as the host and the VMs that use the resources are called guests [1]. 
[bookmark: _Toc159538527]Different types of hypervisors
	Feature
	Type 1
	Type 2

	Architecture
	Runs direct on hardware
	Runs on top of existing OS

	Performance
	Higher
	Lower

	Scalability
	Better
	Limited

	Security
	Better
	Less secure

	Use cases
	Production environments, higher performance workloads
	Development and testing environments, smaller workloads


[bookmark: _Toc159538522]Table 1: Hypervisor Comparison
[2].
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A type 1 hypervisor runs on ‘bare metal’ meaning the hypervisor runs when the software is handed control by the system firmware. 
[image: A diagram of a type of hardware
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[bookmark: _Toc159538392]Figure 1: Type 1 Hypervisor
As the hypervisor runs direct on the users’ computers hardware, it interacts with the devices CPU, memory, and storage. This type of hypervisor takes the hosts operating system (OS). Due to this direct access, a type 1 hypervisor is highly efficient and has increased security as there is less for an attacker to compromise [4]. They can support more VMs with more complex setups which make them ideal for larger scale virtualisation which require higher levels of scalability and reliability. Type 1 hypervisors can implement their own resource allocation to customise VMs depending on specific needs. However, a type 1 hypervisor requires more configuration for the initial setup. Also, they are less flexible and typically less compatible with various hardware and OSs, while being more expensive and complex. Due to the complexity, they would require system administrative knowledge to manage. A type 1 hypervisor is typically used in data centres, web servers, and enterprise workloads [5] [6]. 
[bookmark: _Toc159538529]Examples of type 1 hypervisors
· VMware ESXi
· Microsoft Hyper-V
· Kernel-based VM (KVM)
· XENServer
· Nutanix AHV
[bookmark: _Toc159538530]VMWARE ESXi
VMware ESXi has a range of features and has its own compatibility guide that lets you check compatibility with a range of criteria including CPU series, features, and system type [7]. ESXi carries a small footprint of 150MB, meaning that even with the enhanced encryption capabilities, it is still smaller than most software options. Some other key security features include the role-based access control, logging and auditing and simplified forensic analysis capabilities. The management of ESXi is also simplified with a modern UI with HTML5 standards, and automation options with the vSphere command line interface (CLI) and REST APIs. Finally, possibly the most important part of ESXi is its reliable performance. ESXi can accommodate up to 128 virtual CPUs, 6 TB of RAM and 120 devices [8]. Additionally, there is a configuration tool available, allowing users to check they are within the product limits for their environments [9]. 
ESXi has a free version called vSphere Hypervisor and multiple paid vSphere editions available with added features. 
[bookmark: _Toc159538531]Microsoft Hyper-V
Hyper-V provides hardware virtualisation meaning that you can create virtual hard drives, switches, and other devices for the VMs. Hyper-V allows a user to experiment with various Oss, making it simple to create and remove different OS. The virtualisation enables users to test various OSs on multiple VMs while on the same device. These VMs can also be exported and imported to other Hyper-V systems, this includes Azure. 
Hyper-V is available on 64-bit Windows 10, other than the Home edition. Typically 4GB RAM is suitable for one or two VMs, however, additional resources would be needed for gaming, video editing or design software, which could result in some technical issues. Hyper-V has different memory management models for a server compared to normal Windows. With the server, there is the assumption that there are only VMs on there, whereas with Windows, it is assumed that there will be additional software than just the VMs [10]. 
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A type 2 hypervisor uses a host OS which the hypervisor runs on top of. 
[image: A diagram of a type of hardware

Description automatically generated] [3].
[bookmark: _Toc159538393]Figure 2: Type 2 Hypervisor
Type 2 hypervisors run an application within an OS and so typically are not used in large scale environments, but instead by engineers, security professionals, and some business users. With a type 2, it can be easy for a user with a Windows OS on their physical hardware, to access a Linux OS, while still having some Windows features, and vice versa. A type 2 hypervisor is usually more flexible with higher compatibility over a type 1, while also being more cost effective and simple to manage and thus making them ideal for personal use and smaller scale virtualisation. However, there are some drawbacks. The OS only has a set number of resources provided to it, which can result in a less efficient and overall slower program. There is typically lower performance, stability, and security with a type 2 hypervisor as they have more overhead and layers, making them more vulnerable to potential attacks and errors [4] [5] [6]. 
[bookmark: _Toc159538533]Examples of type 2 hypervisors
· VMware Workstation
· Oracle VirtualBox
· Parallels Desktop
· Citrix Hypervisor
· Docker
· QEMU
[bookmark: _Toc159538534]VMware Workstation
Like most hypervisors, VMware Workstation is free to download, with the option of upgrading to a paid version for extra features. Workstation has over 20 years of development and so is one of the more matured virtualisation options of any hypervisor type. Workstation is a simplistic environment making it an ideal choice for educational and business solutions. Workstation has a range of privacy settings, tools, and configuration options to keep the host system safe while browsing in the sandbox.
VMware Workstation requires 1.3GHz minimum core speed with a CPU from 2011 or newer and 2GB of RAM minimum. Workstation will run on both Windows and Linux 64-bit OS and can also support hundreds of 32 or 64-bit guest OS, again including both Windows and Linux. Workstation no longer supports some of the older Windows OS versions such as Windows 7, however, does support the newer and more common versions, including Windows 11. Workstation does take up around 1.2GB of space for the application itself, with additional space required for individual VMs and so can take over large chunks of storage [11]. 
[bookmark: _Toc159538535]Oracle VirtualBox
VirtualBox is a free open-source option that can be used for enterprise purposes, as well as more simple educational solutions. VirtualBox runs on Windows, Linux, macOS, and Solaris, while also supporting a range of guest OS, including various Windows and Linux versions, Solaris and OpenSolaris, and some BSD versions. It is developed by a dedicated company, however, has a large community supporting the releases to ensure it keeps to a professional standard [12]. Along with VirtualBox being highly compatible, it also allows users to import and export VMs even if they were created in a different software and to and from the cloud. Some additional features include the ability to clone disk images, take snapshots, and organise VMs into groups for easier control. 
The requirements for running VirtualBox are a minimum of 512MB of RAM, but more RAM is recommended even for more basic VMs. Most Intel or AMD processors can run VirtualBox, and the installation file is only around 30MB. However, the VMs and any additional features added will take up far more space [13]. 
[bookmark: _Toc159538536]Hypervisor choice
After researching multiple hypervisors of both types, a type 2 hypervisor was chosen due to them being easier to run and typically simpler to use. The options were then narrowed to either VMware Workstation or Oracle VirtualBox. Both hypervisors were suitable options for smaller scale operations and the requirements were manageable for the device being used to create the VMs. After careful consideration and brief testing of both hypervisors, VMware Workstation was chosen due to it being compatible with a range of OS, and it is highly developed over its lifespan by a well-known company and still has a free version that contains everything needed for the task to be fulfilled. Additionally, a key factor in choosing VMware Workstation was that it is advertised as an educational solution and was recommended for the task by multiple colleagues. 
[bookmark: _Toc159538537]IP Addressing 
[bookmark: _Toc159538538]What is an IP address and why is it important?
An IP address is important as without one, devices cannot connect to the internet or communicate with other devices. An IP address is simply a set of numbers and as each device has a unique IP, billions exist [14]. Any group of hosts that are connected for the purpose of completing a task can be defined as a computer network and communication between these devices are governed by protocols [15]. 
A key set of protocols used is IP Routing. This determines the path a packet travels on over a network to reach a destination. This protocol allows a router to build a forwarding table that collects destinations, along with next hop addresses [16]. Although an IP is the internet’s base and vital in creating network connections, it does not fully handle the forwarding of the packets. This requires a protocol such as User Datagram Protocol (UDP) or Transmission Control Protocol (TCP). UDP can quickly forward packets, however, does not establish a connection before sending which can lead to packet loss. On the other hand, TCP establishes a connection first and so has built in error checking, this is known as a three-way handshake.
[image: TCP handshake diagram] [17] [18]. 
[bookmark: _Toc159538394]Figure 3: Three-Way Handshake
A key related network model is the TCP/IP model which is split into four layers. Layer one is the network access layer that handles the physical and technical infrastructure, meaning things such as the code and ethernet cables. Layer two is the internet layer that manages the forwarding and reassembling of packets. Layer three is the transport layer that provides the reliable connection between two devices, making sure that packets gain the required acknowledgment from both source and destination. Finally layer four is the application layer which relates to the applications that a user interacts with [19].
[image: ] [20].
[bookmark: _Toc159538395]Figure 4: TCP/IP Model
[bookmark: _Toc159538539]IP address structure and subnetting
IPV4 is the more commonly used than IPV6, but due to the limited number of IPV4 addresses, IPV6 will eventually take over. A recognisable difference between the two is that IPV4 is 32-bits and shown in a decimal format, but IPV6 is 128-bits and written in hexadecimal format [21]. 
[bookmark: _Toc159538540]IPV4
As mentioned IPV4 is 32-bits, split into four 8-bit sections. Each section relates to a byte of the IPV4 address [22]. 
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[bookmark: _Toc159538396]Figure 5: IPV4 Structure
These bytes can be split into two parts. The network and host parts. The network part is the uniquely assigned to the network and identifies its class. The host part uniquely identifies the machine that is on the network. 
[image: Graphic] [22]. 
[bookmark: _Toc159538397]Figure 6: IPV4 Parts
Subnetting a network is when a network is split down into two or more separate networks. All hosts on a subnet are given a subnet mask. This shows the prefix size and the number of hosts available. 
	Prefix size
	Network mask
	Usable hosts per subnet

	/1
	128.0.0.0
	2,147,483,646

	/2
	192.0.0.0
	1,073,741,822

	/3
	224.0.0.0
	536,870,910

	/4
	240.0.0.0
	268,435,454

	/5
	248.0.0.0
	134,217,726

	/6
	252.0.0.0
	67,108,862

	/7
	254.0.0.0
	33,554,430

	Class A

	/8
	255.0.0.0
	16,777,214

	/9
	255.128.0.0
	8,388,606

	/10
	255.192.0.0
	4,194,302

	/11
	255.224.0.0
	2,097,150

	/12
	255.240.0.0
	1,048,574

	/13
	255.248.0.0
	524,286

	/14
	255.252.0.0
	262,142

	/15
	255.254.0.0
	131,070

	Class B

	/16
	255.255.0.0
	65,534

	/17
	255.255.128.0
	32,766

	/18
	255.255.192.0
	16,382

	/19
	255.255.224.0
	8,190

	/20
	255.255.240.0
	4,094

	/21
	255.255.248.0
	2,046

	/22
	255.255.252.0
	1,022

	/23
	255.255.254.0
	510

	Class C

	/24
	255.255.255.0
	254

	/25
	255.255.255.128
	126

	/26
	255.255.255.192
	62

	/27
	255.255.255.224
	30

	/28
	255.255.255.240
	14

	/29
	255.255.255.248
	6

	/30
	255.255.255.252
	2

	/31
	255.255.255.254
	0

	/32
	255.255.255.255
	0


[bookmark: _Toc159538523]Table 2: IPV4 Subnets
[24]. 
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IPV6 was created to handle the shortage of IPV4 addresses and is currently used by less than 1% of networks. IPV6 allows for bigger payloads than IPV4, simplifies tasks for the router and is highly compatible with mobile networks [25]. As mentioned IPV6 is 128-bits and is split into 8 groups of 16-bits. Each of the 16-bits contains 4 hexadecimal digits, meaning that each digit equals 4-bits.
[image: Example of an IPv6 address] [26].
[bookmark: _Toc159538398]Figure 7: IPV6 Structure
[image: ] [27].
[bookmark: _Toc159538399]Figure 8: IPV6 Structure (2)
IPV6 subnet masks are usually written in the same way of IPV4, just with a large number like /48 or /64. To subnet an IPV6, the network prefix and subnet mask length must be determined. The network prefix is the fixed number of bits in the address, and the subnet mask indicates the bits that are a part of the network prefix and the bits apart of the interface identifier [28].
[bookmark: _Toc159538542]Creation of network
Before creating the network, ISOs were needed for both a server and standard OS. For this task Windows server 2022 was chosen due to it being the newest version available and so up to date with all the latest security features vital for a server. For the OS, Windows 10 was chosen as the hypervisor supported its use and is a cheaper option than Windows 11.
There were three networks based on the topology to assign IPs to. The IP configuration plan:
Swansea Domain:
Eth0 – 192.1.1.4 – Default Gateway 192.1.1.1
Eth1 – 10.1.0.2 – Default Gateway 10.1.0.1
Swansea PC:
Eth0 – 192.1.1.5 – Default Gateway 192.1.1.1
Eth1 – 10.1.0.3 - Default Gateway – 10.1.0.1
London Domain:
Eth0 – 192.1.1.2 – Default Gateway 192.1.1.1
Eth1 – 10.2.0.2 - Default Gateway 10.2.0.1
London PC:
Eth0 – 192.1.1.3 - Default Gateway 192.1.1.1
Eth1 – 10.2.0.3 - Default Gateway 10.2.0.1
The subnet masks were assigned as 255.255.255.0 to ensure they were all class C addresses and to allow for additional machines to be added into the network. 
[bookmark: _Toc159538543]Swansea Domain (SD)
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc159538400]Figure 9: Initial setup SD
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[bookmark: _Toc159538401]Figure 10: Initial Setup SD
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[bookmark: _Toc159538402]Figure 11: Initial Setup SD
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[bookmark: _Toc159538403]Figure 12: Initial Setup SD
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[bookmark: _Toc159538405]Figure 14: Processors Increased SD
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[bookmark: _Toc159538406]Figure 15: Adding ISO SD
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[bookmark: _Toc159538407]Figure 16: Network Adapters SD
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[bookmark: _Toc159538408]Figure 17: Network Adapter Settings SD
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[bookmark: _Toc159538409]Figure 18: Finished Hardware SD
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[bookmark: _Toc159538410]Figure 19: Windows Setup SD
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[bookmark: _Toc159538411]Figure 20: Windows Setup SD
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[bookmark: _Toc159538412]Figure 21: Windows Setup SD
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[bookmark: _Toc159538413]Figure 22: Windows Setup SD
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[bookmark: _Toc159538414]Figure 23: Windows Setup SD
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[bookmark: _Toc159538415]Figure 24: Server Password SD
Password assigned as stated – Pa55w0rD!
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[bookmark: _Toc159538417]Figure 26: Date and Time SD
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[bookmark: _Toc159538418]Figure 27: Date and Time SD
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[bookmark: _Toc159538420]Figure 29: Network Settings SD
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[bookmark: _Toc159538421]Figure 30: Network Connections SD
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[bookmark: _Toc159538422]Figure 31: Eth0 Settings SD
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[bookmark: _Toc159538424]Figure 33: Network Connections SD
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[bookmark: _Toc159538425]Figure 34: Eth1 Settings SD
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[bookmark: _Toc159538427]Figure 36: Ipconfig Command SD
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[bookmark: _Toc159538428]Figure 37: Initial setup SPC
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[bookmark: _Toc159538429]Figure 38: Initial setup SPC
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[bookmark: _Toc159538430]Figure 39: Initial setup SPC
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[bookmark: _Toc159538431]Figure 40: Initial setup SPC
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc159538432]Figure 41: Hardware SPC
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[bookmark: _Toc159538433]Figure 42: Adding ISO SPC
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[bookmark: _Toc159538434]Figure 43: Adding Network Adapter SPC
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[bookmark: _Toc159538435]Figure 44: Network Adapter Settings SPC
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[bookmark: _Toc159538437]Figure 46: Windows Setup SPC
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[bookmark: _Toc159538438]Figure 47: Windows Setup SPC
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[bookmark: _Toc159538439]Figure 48: Windows Setup SPC
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[bookmark: _Toc159538440]Figure 49: Windows Setup SPC
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[bookmark: _Toc159538441]Figure 50: Windows Setup SPC
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[bookmark: _Toc159538442]Figure 51: Windows Setup SPC
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[bookmark: _Toc159538443]Figure 52: Create User SPC
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[bookmark: _Toc159538444]Figure 53: Set Password SPC
Password assigned – 1234.
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[bookmark: _Toc159538445]Figure 54: Account Setup SPC
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[bookmark: _Toc159538446]Figure 55: Account Setup SPC
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[bookmark: _Toc159538447]Figure 56: Account Setup SPC
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[bookmark: _Toc159538448]Figure 57: Account Setup SPC
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[bookmark: _Toc159538449]Figure 58: Account Setup SPC
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[bookmark: _Toc159538452]Figure 61: Account Setup SPC
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[bookmark: _Toc159538453]Figure 62: Account Setup SPC
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc159538454]Figure 63: Account Setup SPC
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[bookmark: _Toc159538456]Figure 65: Network Settings SPC
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[bookmark: _Toc159538457]Figure 66: Network Connections SPC
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[bookmark: _Toc159538458]Figure 67: Eth0 Settings SPC
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[bookmark: _Toc159538460]Figure 69: Network Connections SPC
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[bookmark: _Toc159538461]Figure 70: Eth1 Settings SPC
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[bookmark: _Toc159538463]Figure 72: Ipconfig Command SPC
[bookmark: _Toc159538545]London Domain (LD)
The set up was the same as the Swansea Domain.
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[bookmark: _Toc159538464]Figure 73: Assigning VM Name LD
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[bookmark: _Toc159538465]Figure 74: Adapter Settings LD
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[bookmark: _Toc159538466]Figure 75: Password Setup LD
Same password as SD – Pa55w0rD!
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[bookmark: _Toc159538468]Figure 77: Network Settings LD
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[bookmark: _Toc159538469]Figure 78: Network Connections LD
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[bookmark: _Toc159538470]Figure 79: Eth0 Settings LD
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[bookmark: _Toc159538472]Figure 81: Network Connections LD
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[bookmark: _Toc159538473]Figure 82: Eth 1 Settings LD
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[bookmark: _Toc159538475]Figure 84: Ipconfig Command LD
[bookmark: _Toc159538546]London PC (LPC)
The setup was the same as the Swansea PC.
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[bookmark: _Toc159538476]Figure 85: Assigning Name LPC
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[bookmark: _Toc159538477]Figure 86: Adapter Settings LPC
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[bookmark: _Toc159538478]Figure 87: Account Creation LPC
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc159538479]Figure 88: Password Setup LPC
Password – 5678
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[bookmark: _Toc159538480]Figure 89: Account Setup LPC
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[bookmark: _Toc159538481]Figure 90: Account Setup LPC
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[bookmark: _Toc159538482]Figure 91: Account Setup LPC
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[bookmark: _Toc159538484]Figure 93: Network Settings LPC
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[bookmark: _Toc159538485]Figure 94: Network Connections LPC
[image: A computer screen with a blue background

Description automatically generated]
[bookmark: _Toc159538486]Figure 95: Eth0 Settings LPC
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[bookmark: _Toc159538488]Figure 97: Network Connections LPC
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[bookmark: _Toc159538489]Figure 98: Eth1 Settings LPC
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[bookmark: _Toc159538491]Figure 100: Ipconfig Command LPC
[bookmark: _Toc159538547]Connection Tests and Troubleshooting
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[bookmark: _Toc159538492]Figure 101: SD to SPC Ping
Server to Client ping failed. 
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[bookmark: _Toc159538493]Figure 102: Route Print Command SD
Used the route print command to find if the attempted ping was added to the routing table. The details were not added. 
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[bookmark: _Toc159538494]Figure 103: Firewall Settings SD
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[bookmark: _Toc159538495]Figure 104: Firewall Settings SD
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[bookmark: _Toc159538496]Figure 105: Firewall Settings SD
Turned off firewalls.
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[bookmark: _Toc159538497]Figure 106: Firewalls SD
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[bookmark: _Toc159538498]Figure 107: Firewalls SPC
Turned off firewalls on SPC as well. 
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[bookmark: _Toc159538499]Figure 108: SD to SPC Pings
Server can successfully ping the Client. 
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[bookmark: _Toc159538500]Figure 109: SPC to SD Pings
Client can successfully ping Server. 
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[bookmark: _Toc159538501]Figure 110: Tracert Command SPC
Tracert command to further test the successful connection.
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[bookmark: _Toc159538502]Figure 111: LD to LPC Ping
Unsuccessful ping from LD to LPC. Used tracert command to confirm issue. 
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[bookmark: _Toc159538503]Figure 112: LD to LPC Ping
Unsuccessful ping attempt.
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[bookmark: _Toc159538504]Figure 113: Firewall Settings LD
Turned off firewalls on Server side.
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[bookmark: _Toc159538505]Figure 114: Firewall Settings LPC
Turned off firewalls on client side.
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[bookmark: _Toc159538506]Figure 115: LPC to LD Pings
Successful pings from client to server.
[image: A computer screen shot of a black screen

Description automatically generated]
[bookmark: _Toc159538507]Figure 116: LD to LPC Pings
Successful pings from server to client.
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[bookmark: _Toc159538508]Figure 117: Ipconfig Command
IP address conflict found. Duplicated in two separate areas. 
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[bookmark: _Toc159538509]Figure 118: Ip Configurations
London PC and Swansea Domain had the same IPs assigned. Based on the plan previously stated, London PC was correct, but Swansea side was incorrectly configured.
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[bookmark: _Toc159538510]Figure 119: Updated IP Configurations
Updated to the correct planned IPs.
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[bookmark: _Toc159538511]Figure 120: Ipconfig Command
Ipconfig command to show all IPs are assigned as planned. 
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[bookmark: _Toc159538512]Figure 121: 192 Range Pings
Attempted pings for the 192 ranges for those in the same area (London to London and Swansea to Swansea). To further test the 192 ranges, the IPs were pinged from all over the network. 
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[bookmark: _Toc159538513]Figure 122: LPC to Swansea Machines
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[bookmark: _Toc159538514]Figure 123: SPC to London Machines
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[bookmark: _Toc159538515]Figure 124: LD to Swansea Machines
[image: A computer screen shot of a black screen

Description automatically generated]
[bookmark: _Toc159538516]Figure 125: SD to London Machines
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[bookmark: _Toc159538517]Figure 126: 10 Range Pings
Ping attempts for 10 addresses to machines in its area (London to London & Swansea to Swansea). All of these were successful. For further testing, pings were attempted from different areas.
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[bookmark: _Toc159538518]Figure 127: 10 Range Pings
Pings from London to Swansea and vice versa were unsuccessful. As these are internal 10 ranges the fact that the pings were unsuccessful can be seen as a success.
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[bookmark: _Toc159538519]Figure 128: IP & Network Connection Updates
No internet connection on any machine. Removed the 192 range from the PCs (left) as they were not in the topology and were added in error. LD and SD were updated to 192.1.1.2 and 192.1.1.3 respectively. Automatically assigning the IPs through Dynamic Host Configuration Protocol (DHCP) fixed the issue on the PCs, however, no connection still on the server, but currently unsuccessful with finding a fix. 
[bookmark: _Toc159538548]Next steps
The current network is set up and successfully pings, however, it suffers from poor security. Some potential next steps to improve the overall network:
· VPN
· Firewalls
· DNS
· Password Policy
· Access Control List (ACL)
· DNS Resolution
· Bandwidth and Packet loss tests
[bookmark: _Toc159538549]Virtual Private Network (VPN)
A VPN masks users IP addresses and encrypts data creating a more secure environment. A VPN can also grant more freedom by allowing users to access content that would typically be region exclusive [29].
[bookmark: _Toc159538550]Firewall Configuration
Firewalls can block unnecessary network traffic by blocking specific addresses, applications, or ports and therefore provide protection from outside attackers [30]. Some examples of ports that would be classed as unnecessary could include port 23 which is for Telnet connections. Ports to remain open would-be port 443 for HTTPS and potentially port 3389 for Remote Desktop Protocol (RDP). 
[bookmark: _Toc159538551]DNS Resolution
DNS resolution ensures resources hosted online can be reliably available. This happens when a user enters a domain name into the web, the DNS resolver or lookup turns this name into an IP address which allows the user to access the resource [31]. DNS resolution is vital to the network, however, encrypting DNS queries through DNS over TLS (DoT) or DNS over HTTPS (DoH) are two standards that would encrypt the plaintext DNS queries and secure the network [32].
[bookmark: _Toc159538552]Bandwidth and Packet Loss
More troubleshooting into both SD and LD is needed to fix the connectivity issues, however, bandwidth tests should be completed to test if the bandwidth is sufficient for the requirements of the tasks. 
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[bookmark: _Toc159538520]Figure 129: Increase Bandwidth
Packet loss tests should be completed to test if there are issues within the network or specific devices [34]. 
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[bookmark: _Toc159538521]Figure 130: Packet Loss
[bookmark: _Toc159538553]Extra Security
Additional security options could include implementing a password policy for users on the network so a minimum character length must be followed. Account lockouts after a certain amount of failed login attempts and Multi-Factor Authentication (MFA) can improve the security of users accounts and the network [36]. 
A final future recommendation would be to implement an Access Control List (ACL) so that users are assigned specific permissions based on their roles and therefore restricting unauthorised access to certain areas and information [37].
[bookmark: _Toc159538554]Conclusion
As required by NOSS, the network topology was created and after mostly successful troubleshooting, the network works as needed. However, after extensive research and testing it can be concluded that further steps are needed to troubleshoot and improve the network.
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Default Gateway .
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20 8
Default Gateway . . - . . . . . . : 192.1.1.1

:\Users\Adninistrator>ipconfig

indows TP Configuration

[Ethernet adapter Ethernet1:

Connection-specific DNS Suffix . :

Link-local TPv6 Address . . . . . : fe89::5110:f492:a458:212C%6
IPva Address. . . . . . . .. ..:10.1.8.2

Subnet Mask . . . . . . . ....: 255.255.255.6

Default Gateway . . . . . . . . . : 10.1.8.1

[Ethernet adapter Ethernete:
Connection-specific DNS Suffix
Link-local TPv6 Address . . . . . : fege::7d34:bgee:74ae:d1aa%7
IPv4 Address. . . . . . . ... .:192.1.1.4
Subnet Mask . . . . . . . ....: 255.255.255.6
Default Gateway . . . . . . . . . :192.1.1.1

:\Users\Administrator>

2

& 0w

2317
19/02/2024




image5.png
osl TCP/IP

Application
Layer

Transport Layer

Data Link Layer
Physical Layer

Network
Access Layer





image122.png
ndon PC - VMware Workstation 17 Player (Non-
£ 0"
wmand Prompt

Link-local IPv6 Address . . . . . : fe8o::e8d2:8bde:de14:35fe%10
Ipva Address. . . . . . . .. ..:10.2.0.3

Subnet Mask . . . . . . . ....: 255.255.255.6

Default Gateway . . . . . . . . . : 10.2.6.1

Ethernet adapter Bluetooth Network Connection:

Media State . . . . . ... ...: Media disconnected
Connection-specific DNS Suffix

:\Users\London>ping 192.1.1.2

Pinging 192.1.1.2 with 32 bytes of data:
192.1.1.2: bytes=32 time-2ms
192.1.1.2: bytes=32 time-1ms
192.1.1.2: bytes=32 time<ims
192.1.1.2: bytes=32 time<ims

ping statistics for 192.1.1.2:

Packets: Sent = 4, Received = 4, Lost = © (6% loss),
ppproximate round trip times in milli-seconds:

Minimum = @ms, Maximum - 2ms, Average = 6ms

:\Users\London>,

indon Domain - Vware Workstation 17 Player (Non-commercil 4
£ 0"

Subnet Mask .
Default Gateway . . . . . . . . .:192.1.1.1

Ethernet adapter Etherneti:

Connection-specific DNS Suffix

Link-local TPv6 Address . . . . . : feg9::94a8:3b94:7b7b:1eco%9
IPva Address. . . . . . . .. ..:10.2.8.2

Subnet Mask . . . . . . . ....: 255.255.255.6

Default Gateway . . . . . . . . . : 10.2.6.1

:\Users\Administrator>ping 192.1.1.3

Pinging 192.1.1.3 with 32 bytes of data:
192.1.1.3: bytes=32 time<ims TTH
192.1.1.3: bytes=32 time<ims TTi
192.1.1.3: bytes=32 time<ims TTi
192.1.1.3: bytes=32 time<ims TTL=128

ping statistics for 192.1.1.3:

Packets: Sent = 4, Received = 4, Lost = © (6% loss),
ppproximate round trip times in milli-seconds:

Minimum = @ms, Maximum - ems, Average = 6ms

:\Users\Administratorso

&
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Default Gateway . . . . . . . . . : 10.1.6.1
[ethernet adapter Bluetooth Network Connection:

Media State . . . . . . .. ... : Media disconnected
Connection-specific DNS Suffix

:\Users\Suansea>ping 192.1.1.4

pinging 192.1.1.4 with 32 bytes of data:
192.1.1.4: bytes=32 time-Ims TTL=128
192.1.1.4: bytes=32 time<ims
192.1.1.4: bytes=32 time<ims
192.1.1.4: bytes=32 time-1ms

ping statistics for 192.1.1.4:

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
ppproximate round trip times in milli-seconds:

Minimum = @ms, Maximum = ims, Average = 6ms

:\Users\suansea>,.

2 Domain - VMware Worltation 17 layer (Non-commercialus
£ 0"

Subnet Mask . . . . . .. ....: 255.255.255.6
Default Gateway . . . . . . . . . : 10.1.8.1

[Ethernet adapter Ethernete:

Connection-specific DNS Suffix

Link-local TPv6 Address . . . . . : fege::7d34:bgee:74ae:d1aa%7
IPv4 Address. . . . . . . ... .:192.1.1.4

Subnet Mask . . . . . . . ....: 255.255.255.6

Default Gateway . . . . . . . . . :192.1.1.1

:\Users\Administrator>ping 192.1.1.5

pinging 192.1.1.5 with 32 bytes of data:
192.1.1.5: bytes=32 time<ims
192.1.1.5: bytes=32 time<ims
192.1.1.5: bytes=32 time<ims
192.1.1.5: bytes=32 time<ims TTL=128

ping statistics for 192.1.1.5:

Packets: Sent = 4, Received = 4, Lost = © (6% loss),
ppproximate round trip times in milli-seconds:

Minimum = @ms, Maximum - ems, Average = 6ms

:\Users\Administrator>
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C:\Users\London>ping 192.1.1.5

Pinging 192.1.1.5 with 32 bytes of data:

Reply from 192.1.1.5: bytes=32 time<ims TTL=128
Reply from 192.1.1.5: bytes=
Reply from 192.1.1.5: byte:
Reply from 192.1.1.5: bytes=

Ping statistics for 192.1.1.5:

Packets: Sent = 4, Received = 4, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = ems, Maximum = ©ms, Average = ems

C:\Users\London>ping 192.1.1.4

Pinging 192.1.1.4 with 32 bytes of data:

Reply from 192.1.1.4: bytes=32 time<ims TTL=128
Reply from 192.1.1.4: bytes=32 time<ims TTL=128
Reply from 192.1.1.4: bytes=32 time<ims TTL=128
Reply from 192.1.1.4: bytes=32 time<ims TTL=128

;ing statistics for 192.1.1.4:

Packets: Sent = 4, Received = 4, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = ems, Maximum = ©ms, Average = ems

C:\Users\London>_
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C:\Users\Swansea>ping 192.1.1.3

Pinging 192.1.1.3 with 32 bytes of data:

Reply from 192.1.1.3: bytes=32 time<lms TTL=128
Reply from 192.1.1.3: bytes=32 time<lms TTL=128
Reply from 192.1.1.3: bytes=32 time=2ms TTL=128
Reply from 192.1.1.3: bytes=32 time=lms TTL=128

Ping statistics for 192.1.1.3:

Packets: Sent = 4, Received = 4, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 2ms, Average = Oms

C:\Users\Swansea>ping 192.1.1.2

Pinging 192.1.1.2 with 32 bytes of data:

Reply from 192.1.1.2: bytes=32 time=lms TTL=128
Reply from 192.1.1.2: bytes=32 time=lms TTL=128
Reply from 192.1.1.2: bytes=32 time<lms TTL=128
Reply from 192.1.1.2: bytes=32 time<lms TTL=128

Ping statistics for 192.1.1.2:

Packets: Sent = 4, Received = 4, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = 1ms, Average = Oms

C:\Users\Swansea>_
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B Administra
C:\Users\Administrator>ping 192.1.1.5

Command Prompt

Pinging 192.1.1.5 with 32 bytes of data:

Reply from 192.1.1.5: bytes=32 time<ims TTL=128
Reply from 192.1.1.5: bytes=
Reply from 192.1.1.5: byte:
Reply from 192.1.1.5: bytes=

Ping statistics for 192.1.1.5:

Packets: Sent = 4, Received = 4, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = ems, Maximum = 1ms, Average = ems

C:\Users\Administrator>ping 192.1.1.4

ginging 192.1.1.4 with 32 bytes of data:

Reply from 192.1.1.4: bytes=32 time<ims TTL=128
Reply from 192.1.1.4: bytes=32 time<ims TTL=128
Reply from 192.1.1.4: bytes=32 time<ims TTL=128
Reply from 192.1.1.4: bytes=32 time<ims TTL=128

Ping statistics for 192.1.1.4:

Packets: Sent = 4, Received = 4, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = ems, Maximum = ©ms, Average = ems

C:\Users\Administrator>
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C:\Users\Administrator>ping 192.1.1.2

Pinging 192.1.1.2 with 32 bytes of data:

Reply from 192.1.1.2: bytes=32 time=1lms TTL=128
Reply from 192.1.1.2: bytes=
Reply from 192.1.1.2: byte:
Reply from 192.1.1.2: bytes=

Ping statistics for 192.1.1.2:

Packets: Sent = 4, Received = 4, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = ems, Maximum = 1ms, Average = ems

C:\Users\Administrator>ping 192.1.1.3

Pinging 192.1.1.3 with 32 bytes of data:

Reply from 192.1.1.3: bytes=32 time<lms TTL=128
Reply from 192.1.1.3: bytes=32 time<ims TTL=128
Reply from 192.1.1.3: bytes=32 time<ims TTL=128
Reply from 192.1.1.3: bytes=32 time<ims TTL=128

Ping statistics for 192.1.1.3:

Packets: Sent = 4, Received = 4, Lost = © (0% loss),
Approximate round trip times in milli-seconds:

Minimum = ems, Maximum = ©ms, Average = ems

C:\Users\Administrator>
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B Command Prompt
:\Users\London>ping 10.2.8.2

Pinging 10.2.0.2 with 32 bytes of data: EEPiY ;rom ig'i'g'z'
.0.2: bytes=32 time<ims TTL=128 epy Trom 19.1.
: bytes=32 time=ims TTL=128 -1.e
: bytes=32 time<ims TTL=128 SLe
: bytes=32 time=ims TTL=128

2.0
.2.0.
.2.0.

2.0

.2:
.2: bytes=32 time=2ms TTL=128
.2: bytes=32 time=3ms TTL=128

Ping statistics for 10.1.0.2:
Ping statistics for 10.2.0.2: Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Packets: Sent = 4, Received = 4, Lost = @ (8% loss), Approximate round trip times in milli-seconds:
Approximate round trip times in milli-seconds: Minimum = 2ms, Maximum = 3ms, Average = 2ms
Minimum = @ms, Maximum = 1ms, Average = Oms
c: \Users\swansea>ll

:\Users\London>_

Jomain - VMware Worlat,
£ 0"
strator: Command Prompt Administ
Users\Administrator>ping 10.2.0.3
C:\Users\Administrator>ping 10.1.0.3
Pinging 10.2.0.3 with 32 bytes of data:
2.0.3: bytes=32 time=lms TTL=128 Pinging 10.1.0.3 with 32 bytes of data:
= o013 yteatss sinecin Tetas
2.0.3: bytes=32 time<lms TTL=128 10.1.0.3: byte: 2 time<lms TTL=128
10.1.0.3: bytes=32 time=4ms TTL=128
10.1.0.3: bytes=32 time<lms TTL=128

Ping statistics for 10.2.0.3:
Packets: Sent = 4, Received = 4, Lost = © (0% loss),
Approximate round trip times in milli-seconds: Ping statistics for 10.1.0.3:
Minimum = @ms, Maximum = 1ms, Average = Oms Packets: Sent = 4, Received = 4, Lost = @ (@% loss),
Approximate round trip times in milli-seconds:
:\Users\Administrator>, Minimum = @ms, Maximum = 4ms, Average = 1ms

C:\Users\Administrator>
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:\Users\London>ping 16.1.6.2 :\Users\Swansea>ping 10.2.0.2

-1.6.2 with 32 bytes of data: Pinging 10.2.0.2 with 32 bytes of data:

192.1.1.3: Destination host unreachable. Reply from 192.1.1.5: Destination host unreachable.
[Reply from 192.1.1.5: Destination host unreachable.
[Reply from 192.1.1.5: Destination host unreachable.
[Reply from 192.1.1.5: Destination host unreachable.

10.2.0.3: Destination host unreachable.
10.2.0.3: Destination host unreachable.
10.2.0.3: Destination host unreachable.

ping statistics for 16.1.6.2:
Packets: Sent = 4, Received = 4, Lost = © (8% loss), ping statistics for 10.2.0.2:
Packets: Sent = 4, Received - 4, Lost = @ (0% loss),
:\Users\London>ping 16.1.6.3
. :\Users\Swansea>ping 10.2.0.3
.1..3 with 32 bytes of data:

3: Destination host unreachable. inei s .
Destination host unreachable. Pinging 10.2.0.3 with 32 bytes of data:

3
5 CooEre e (rok (i, Reply from 192.1.1.5: Destination host unreachable.
3: Destination host unreachable. [Reply from 10.1.6.3: Destination host unreachable.
[Reply from 16.1.6.3: Destination host unreachable.
ping statistics for 16.1.6.3: [Reply from 10.1.6.3: Destination host unreachable.
Packets: Sent = 4, Received = 4, Lost = © (8% loss),

.0.
.0.
.0.
0.

10.
10.
10.
10.

Ping statistics for 10.2.0.3:

:\Users\London> Packets: Sent = 4, Received = 4, Lost = @ (0% loss),

Users\Swansea>

indon Domain - Vware Workstation 17 Player (Non-commercil 4 orkstation 17 Player (Non-commercialus
£ 0" > £ 0"

mmand Prompt

:\Users\Administrator>ping 16.1.6.2 ingi .2.0.2 with 32 bytes of data:
: Destination host unreachable.

2: Destination host unreachable. # Destination host unreachable.
atl Destination host unreachable.
Destination host unreachable.

10.2.0.
10.2.0.2: inati
10.2.0.2: Destination host unreachable. -1.1.4: Destination host unreachable.
10.2.6.2: Destination host unreachable.

.1.0.2 with 32 bytes of data:

ping statistics for 10.2.0.2:
ping statistics for 10.1.0.2: Packets: Sent = 4, Received - 4, Lost = @ (0% loss),
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
:\Users\Administrator>ping 10.2.0.3
:\Users\Administrator>ping 16.1.0.3
.2.0.3 with 32 bytes of data:
.1..3 with 32 bytes of data: .1.0.2: Destination host unreachable.

2: Destination host unreachable. .0.2: Destination host unreachable.

o

)

1
.1.0.2
2: Destination host unreachable. .1.0.2: Destination host unreachable.
2: Destination host unreachable. 1.0.2: Destination host unreachable.
2: Destination host unreachable.

10.2.0. g
10.2.0.
10.2.0.
10.2.0.
Ping statistics for 10.2.0.3:

i SHEEIGEIES :"" 10-2-0-2s Packets: Sent - 4, Received - 4, Lost - @ (0% loss),

Packets: Sent = 4, Received = 4, Lost = © (8% loss), S

:\Users\Administrator>, :\Users\Administrator>_
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4+ create
— Name the Virtual Machine
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Ope
Virtual machine name:
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C:\Users\0je99\OneDrive\Documents\Virtual Machines\Swansea [ Browse...
Get ad
Help
View ¢
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Click Finish to create the virtual machine. Then you can install Windows 10
x64.
Ope . T i . .
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C]  omen|
Name: Swansea Domain
Location: C:\Users\0je99\OneDrive\Documents\Virtual Machines\Sw...
Version: Workstation 17.5.x
UPG | Operating System:  Windows 10 x64
Get ad
Hard Disk: 50 GB
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Network Adapter:  NAT
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N~ L > Downloads > v G | Search Downloads »
Organise ~  New folder =- 13 0
v @ Owen - Personal Name Date modified
> [l Desktop ™ Last week
[] SERVER EVAL x64FRE_en-us 15/02/2024 14:28

> T Documents

> B Email attachme [2) 19045.2006.220908-0225.22h2 release_svc_refr... 15/02/2024 14:23
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