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The following assignment details the process of designing a PC to meet the needs of an electronic engineer who wants to transition to a working from home setup. The task involves selecting the relevant components followed by a justification. The second task involves analysing the cyber security vulnerabilities of an electronics manufacturing company and firstly, analysing and prioritising the vulnerabilities and then coming up with mitigates to put in place against them. After this the task requires that a cyber-security incident management plan is put in place for when a breach does happen. 
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The scenario states that the engineer wants a working from home setup that can support a variety of engineering tools as well as professional ones too. The following computer system is designed to meet and exceed the minimum system requirements of these pieces of professional software to enable a suitable experience whilst using them as well as have QoL adjustments that whilst not essential to running the software, will provide a good overall user experience.
	Part Name/Spec
	Price
	Vendor

	CPU: Intel Core i7-14700K 3.4 GHz 20-Core Processor  
	£307.18
	Amazon UK

	CPU Cooler: Thermalright Peerless Assassin 120 SE 66.17 CFM CPU Cooler 
	£29.99
	Overclockers

	Motherboard: MSI PRO Z790-A MAX WIFI ATX LGA1700 Motherboard 
	£221.49
	Scan.co.uk

	Memory: Corsair Vengeance RGB 32 GB (2 x 16 GB) DDR5-6000 CL36 Memory
	£98.99
	Amazon UK

	Storage: Samsung 990 Pro 2 TB M.2-2280 PCIe 4.0 X4 NVME Solid State Drive 
	£119.99
	Amazon UK

	Video Card: MSI GeForce RTX 3060 Ventus 2X 12G GeForce RTX 3060 12GB 12 GB Video Card
	£249.99
	Amazon UK

	Case: Corsair 4000D Airflow ATX Mid Tower Case
	£114.98
	Corsair UK

	Power Supply: Corsair RM750e (2023) 750 W 80+ Gold Certified Fully Modular ATX Power Supply 
	£95.47
	Scan.co.uk

	Operating System: Microsoft Windows 11 Pro OEM - DVD 64-bit  
	£136.92
	Laptops direct

	Wired Network Adapter: TP-Link TG-3468 Gigabit Ethernet PCIe x1 Network Adapter  
	£10.99
	Overclockers

	Monitor: Dell G2725D 27.0" 2560 x 1440 180 Hz Monitor 
	£195.00
	Amazon UK

	Keyboard: HP HyperX Alloy Core RGB Wired Gaming Keyboard 
	£60.58
	Amazon UK

	Mouse: Logitech G305 LIGHTSPEED Wireless/Wired Optical Mouse 
	£45.98
	currys PC world

	Webcam: Logitech C920s HD Pro Webcam 
	£82.99
	MoreCoCo

	Total
	£1,770.54
	 


Table 1: A "Shopping list" of the components selected for this PC build.


The components seen above are what I have selected for this task, information from forums has indicated that the CPU and Motherboard I’ve selected can comfortably handle Solidworks Electrical, the most technically demanding of the required software specified in the brief, and will thus also be able to easily handle labview and Pspice as well. I’ve selected 32GB of RAM for this task (2x 16 GB) as 64GB and higher is ideally used for video editing and content creation purposes that are outside the scope of this build. For storage I have selected a 2 TB SSD, this isn’t for any specific reason other than SSDs are far quicker than HDDs are the broad standard when building a PC in 2025, and 2 TB was selected as it gives plenty of headroom for data generation and storage, especially as It’s also going to be used as a general work PC too. In terms of graphics cards, they’re a technical bottleneck for the uses laid out in the scenario brief, so I’ve selected a decent, well reviewed and middle-of-the-road graphics card that should do the job fine enough, It’s also important to recognise that graphics cards are very expensive and thus it would be counter intuitive to go overkill with the GPU. The chosen operating system is Windows 11 as it’s the most recent version and also makes running the more professional software like word and excel easier.  The monitor I selected was chosen as its relatively affordable and also high quality as it has 1440p resolution. The same reasoning was used for the webcam I chose as it’s not massively expensive relative to other cameras and it’s also capable of 1080p resolution.
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The scenario provides a variety of potential cyber security risks that could affect the regular operation of the company. The first of these is the fact that the company has outdated firewall configurations, thus rendering its networks vulnerable. The reason why not keeping firewalls is a massive cyber security risk is because malicious actors (Hackers, cyber criminals etc.) are constantly changing and evolving the way they target networks and systems, this includes continually finding new weaknesses in software and firewalls to exploit, failing to keep firewalls up to date with current fixes and patches means that the network is vulnerable to attack via these weaknesses as they’ve not been able to be fixed [1]. The consequences and impacts of failing to update firewalls isn’t just limited to hacking attempts, it can also lead to things such as phishing attempts, malware attacks and ransomware attacks. These can compromise the safety of valuable information, including sensitive customer information. Should this be inappropriately accessed, it could seriously damage the reputation of the company.
Another cyber security risk presented by the scenario is that some of the devices used in the production facility have outdated firmware and default passwords. These risks carry a lot of the same consequences as leaving your firewalls outdated can lead to leaving massive vulnerabilities that can be exploited by hackers, in addition to this, leaving default passwords on devices is a massive problem as it makes it incredibly easy for hackers and malicious actors to gain access to the devices. The consequences of this will vary depending on the device however it can lead to things such as the aforementioned customer data being inappropriately accessed, intellectual property being stolen (i.e. product designs and not yet patented technology). Vulnerabilities like this in manufacturing devices can also lead to the threat of cyber-attacks shutting down vital manufacturing machines and infrastructure, leading to the company being unable to fulfil contracts and causing severe reputational damage.
A third risk shown in the scenario is that some of the company’s international suppliers lack robust Cyber Security measures. This is mainly a problem as the company themselves do not have much control over the cyber security practices of other companies, a vulnerability like this could result in malicious actors targeting the companies suppliers to indirectly harm the company if they can’t get at them directly.
The final risk given in the scenario is that the employees that work at the company have very limited cyber security training, which has resulted in Phishing and Social engineering attacks. This can pose a massive risk, whilst hacking a network or computer system takes a lot of skill, Phishing and Social engineering can be done by almost anyone with an email address or phone.
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In terms of prioritising these cyber security risks, various factors will have to be taken into account, these consist of: How easy is it to exploit the risk, the Impact and consequences of the risk being exploited and how easy the mitigation measures are to put in place.
With these factors considered, the top priority risk to be addressed is the phishing and social engineering attacks risk, this is because, as mentioned above, whilst remotely hacking a machine or network takes a lot of skill and knowledge to pull off, phishing and social engineering can be done by anyone with an email address and a good script to read off of. Phishing and social engineering also carries a large potential impact depending on the type of information gained, it can also be used to not only access important data that the company owns, which is already a huge problem, It can also be used to potentially sabotage the companies operations by corrupting or disrupting valuable data [2]. In addition to this, the mitigations against this risk are relatively easy to implement. Some of these mitigations include making employees undertake specific mandatory cybersecurity training to give them a general awareness of these types of attack. Another solution would be to enforce MFA (Multi Factor Authentication) as a means of supplementing passwords to machines and devices, as this ensures that if a social engineering attack occurs and they get a hold of sensitive information like passwords, then the MFA acts as a second layer of security [3].
The second highest priority risk to address is the company using machines and devices with outdated firmware and default passwords. This is because the fix for this issue is relatively simple too. Simply ensure that all “assets” are kept up to date regarding firmware in addition to implementing new strong passwords for all devices. This should all be recorded in some kind of log that only certain people have access to in order to enable auditing of when devices were last updated or had their password changed. In addition to this, passwords should be changed regularly, approximately every three months [4], this should help maintain a basic level of security that’s easy to maintain.
The third highest priority risk is the company having outdated firewalls, as mentioned above, the main risk with having outdated firewall configurations leaves the company open to any vulnerabilities or exploits discovered in current iterations of their firewall, and since the firewall won’t have been updated to cover these new exploits, there’s no way for the company to defend against them. The consequences of having an outdated firewall configuration can lead to a general lack of security in all aspects of a network, from hacking, phishing or any number of other threats [5]. The best way of mitigating the risk that this poses to the company is for them to firstly get their firewall up-to-date, this should then be followed by extensive training of relevant members of staff to enable them to maintain and correctly audit their firewall architecture. Lastly, after this has been established, the company needs to ensure that they keep proper documentation regarding their firewall to ensure continuity when old staff leave and new staff join [6]. Implementing these systems should ensure that the firewall is current and also avoids having to do a large architecture overhaul to re-implement these systems in future.
The lowest priority risk given by the scenario is that suppliers of the company lack robust cybersecurity measures. This can be viewed as the lowest priority as there isn’t really anything the company can directly do to address this vulnerability since it’s other companies that have the issue. The most that the company could do is push their international suppliers to adopt more robust cybersecurity policies, or failing that, cut ties with those suppliers and do business with other suppliers that do have an adequate level of cyber security. The risk posed to the company by malicious actors exploiting this particular vulnerability is also relatively low in comparison to other vulnerabilities, this is due to the impact against the company being mostly indirect, at least in the case of something like sabotaging suppliers. It’s still possible for sensitive information about the company to be unlawfully accessed however a much more limited amount of sensitive data would be held on a supplier’s network as opposed to the company themselves, as well as the protection of that data being the responsibility of the supplier and not the company.
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The following is an incident response plan to be used in the situation where there is a cyber-security breach. The plan consists of three phases outlined below.
Preparation:
The preparation phase begins with the formation of an incident response team, this includes deciding who is on the team and how they will be contacted in an emergency situation. It’s also pivotal that each member of the team knows what role they play in the response to the breach. It’s also vitally important that each member of the incident response team is incredibly familiar with the details of the incident response plan, as this will enable them to react quickly and almost instinctually in the event of a breach. The second part of this section is the prevention of a data breach, this encompasses all the mitigations against security risks mentioned previously as well as things like an information security policy and risk assessments, basically anything that can be used to help prevent a cyber-attack [7]. It’s important to note that all information relating to an incident response plan should be kept all together in order to make it easily and readily accessible to anyone who needs it.
Detection & Analysis:
This section involves pre-planning responses to various types of cyber-attack, the most effective way to do this is to evaluate the most likely avenues for attack and base the responses around those, however, these response plans should not be rigidly adhered to, as a security incident could take any number of forms and your approach may need to be altered on-the-fly. The best way to approach this is to choose whichever response is the most relevant in the moment and then adapt it to fit the specific issue/breach you’re facing.
Once it’s been determined that a cyber-attack/breach actually is happening, one of the most important things to do is for a nominated member of staff to begin thoroughly documenting and recording everything to do with the incident, no matter the size or severity. This enables the company to self-audit any occurrences of an incident and use this data to further inform their cyber security strategy.
The final step of the detection phase is notifying the relevant parties about the incident, this includes affected customers, relevant authorities and anyone else the company is legally required to notify. Should this not happen, the run the risk of being in violation of the law, which will only complicate matters further.
Containment, Removal & Recovery:
The containment part of the strategy will involve selecting a suitable course of action from those that had been pre-planned for in the management strategy. Various factors need to be take into consideration when addressing and containing a breach/attack such as, time and resources needed to execute the strategy, what damage the time taken could cause, how effective the strategy is, does it solve the issues or just postpone them? Is the solution temporary or permanent? Etc. This section goes hand in hand with capturing as much evidence of the breach/attack as possible, this means that after the attack has been dealt with it can be passed on to the relevant authorities or used internally to attempt to identify the source of the attack. Next comes removal, which will vary depending on the type of breach/attack encountered, however this will typically involve something like disabling affected accounts/machines, removing malware etc. After the attack/breach has been successfully removed, the recovery process can begin, which involves updating the incident response plan to reflect any lessons learned from the incident, addressing issues that led to the breach/attack in the first place and implementing new training for employees.
After all these have been completed, it’s important for the company to then liaise with and notify the relevant authorities about the attack whilst ensuring compliance with any relevant data security or protection laws.
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In conclusion, this assignment has shown that there are myriad issues and vulnerabilities that can affect a company’s network and devices. However this isn’t the end of the world, and having proper protections in place, as well as employees having the appropriate training can be vital to protecting a network from threats, it has also shown that preparing sufficiently ahead of time and having an effective incident response plan can be instrumental in reducing the impact of a cyber-security attack.
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