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Users\Administrator> C:\Users\Administrator\Downloads\Script_1.ps1
2025-05-13 22:01:40 - Script executed on: 2025-05-13 22:01:40
2025-05-13 22:01:40 - Starting assessment of RRAS, domain controller, and domain members.
Starting assessment of RRAS, domain controller, and domain members...
Checking Routing and Remote Access Service (RRAS)...
RRAS is installed and running.
Checking IMP Firewall rules.
ICMPv4 Firewall rule is enabled and allows traffic.
Checking domain controller for wayne.acca.
Domain controller for wayne.acca is operational on 5-DC.
Listing computers and users joined to wayne.acca. ..
Nunber of computers joined to wayne.acca: 4
Computers joined to the domain:
~'S-DC (DNS: S-DX.wayne.acca)
- CLIENTSL (DNs: ClientS1.wayne.acca)
- CSERVER (DNS: CServer .wayne.acca)
~ CLIENTCL (DNS: ClientC1)
Number of user accounts in wayne.acca: 483
User accounts in the domai
~ b.white (Name: Brian white)
s-jackson (Name: Susan Jackson)
s-carney (Name: Sherri Carney)
doyle (Name: Jonathon Doyle)
charrington (Name: Carla Harrington)
bwillians (Name: Billy Williams)
d.clarke (Name: Donna Clarke)
lgarcia (Name: Kelsey Garcia)
w.cole (Name: Wesley Cole)
s.mcgee (Name: Steven Mcgee)
sitran (Name: Sara Tran)
c.walker (Name: Carrie Walker)
csalinas (Name: Cody Salinas)
h.middleton (Name: Heather Middleton)
t.gutierrez (Name: Thomas Gutierrez)
p-hoffman (Name: Patrick Hoffman)
anderson (Name: James Anderson)
ciwall (Name: Colleen Wall)
romartin (Name: Rachel Martin)
mcdaniel (Name: Alexis Mcdaniel)
e-hall (Name: Eric Hall)
j-delacruz (Name: Julia Delacruz)
m_hodge (Name: Michelle Hodge)
grant (Name: Pamela Grant)
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PS5 C:\Users\Admimistrator> C:\Users\Administrator\Downloads\Script_2.ps1
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22:02:20 - Script executed on: 2025-05-13 22:02:20
- Starting assessment of DNS records and DHCP pools for TP ranges: 172.16.1.0, 10.1.1.0, 10.0.0.0...

- Checking DNS service status

- DNS service: Available

- Listing DNS A records for wayne.acca (IP ranges: 172.16.1.0, 10.1.1.0, 10.0.0.0)

- A records for specified IP ranges in wayne.acca: Available (9 records)

- - HostName: @

172.16.1.254

- TTL: 00:15:00

DomaindnsZones
:172.16.1.254
05/08/2025 04:00:00
00
ForestDnsZones
:172.16.1.254
05/08/2025 04:00:00
00’
rds

172.16.1.254

172.16.1.254

00
webs.
i 172.16.1.254
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2025-05-13 - Listing reverse Tlookup (PTR) records for specified IP ranges...
2025-05-13 - Checking reverse lookup zone: 1.16.172.in-addr.arpa
2025-05-13 - PTR records in 1.16.172.in-addr.arpa: Available (3 records)
2025-05-13 - - HostName: 22

2025-05-13 - PTR Domain Name: ClientSL.wayne.acca.

2025-05-13 - Timestamp: 05/13/2025 02:00:00

2025-05-13 =

2025-05-13 ==

2025-05-13 =

2025-05-13 =

2025-05-13 =

2025-05-13 ==

2025-05-13 - PTR Domain Name: ClientCL.wayne.acca.

2025-05-13 - Timestamp: 05/13/2025 02:00:00

2025-05-13 - TIL: o0

2025-05-13 - Checking reverse Tookup zone: 1.1.10.in-addr. arpa
2025-05-13 - PIR records in 1.1.10.in-addr.arpa: Available ( records)
2025-05-13 =

2025-05-13 =

2025-05-13 =

2025-05-13 = :

2025-05-13 - Checking reverse Tookup zone: 0.0.10.in-addr.arpa
2025-05-13 - Reverse lookup zone 0.0.10.in-addr.arpa: Not Available
2025-05-13 - Checking DHCP service status. ..

2025-05-13 ~ DHCP service: Available

2025-05-13 - Listing DHCP scopes for IP ranges: 172.16.1.0, 10.1.1.0, 10.0.0.0.
2025-05-13 ~ DHCP scopes for specified IP ranges: Available (2 scopes)
2025-05-13 - DHCP Scope Details:

2025-05-13 - - Scope ID: 10.1.1.0

2025-05-13 - - Name: DHCP_Linux

2025-05-13 - - Start Range: 10.1.1.75

2025-05-13 - - End Range: 10.1.1.80

2025-05-13 - - Subnet Mask: 255.255.255.0

2025-05-13 - - State: Active

2025-05-13 - - Lease Duration: 1.00:00:00

2025-05-13 - - DHCP Options

2025-05-13 - - Option ID: 6 (DNS Servers)

2025-05-13 = Value: 172.16.1.254

2025-05-13 - - Option ID: 3 (Router)

2025-05-13.

- Value: 10.1.1.
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2025-05-13 22:02:21 - Value: 86400

2025-05-13 22:02:21 - - Option ID: 15 (DNS Domain Name)
2025-05-13 22:02:21 - Value: wayne.acca

2025-05-13 22:02:21 - DHCP Scope Detail:

2025-05-13 22:02:21 - - Scope ID: 172.16.1.0

2025-05-13 22:02:21 - - Name: DHCP_Windows

2025-05-13 22:02:21 - - Start Range: 172.16.1.20
2025-05-13 22:02:21 - - End Range: 172.15.1,29
2025-05-13 22:02:21 - - Subnet Mask: 255.255.255.0
2025-05-13 22:02:21 - - State: Active

2025-05-13 22:02:21 - - Lease Duration: 1.00:00:00
2025-05-13 22:02:21 - - DHCP Options

2025-05-13 22:02:21 - - Option ID: 51 (Lease)
2025-05-13 22:02:21 - Value: 86400

2025-05-13 22:02:21 - - Option ID: 3 (Router)
2025-05-13 22:02:21 - Value: 172.16.1.254

2025-05-13 22:02:21 - - Option ID: 15 (DNS Domain Name)
2025-05-13 22:02:21 - Value: wayne.acca

2025-05-13 22:02:21 - - Option ID: 6 (DNS Servers)
2025-05-13 22:02:21 - Value: 172.16.1.254

2025-05-13 22:02:21 - Assessment of DNS records and DHCP pools completed. Review C:\CheckDNSandDHCP_Log.txt for details.
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nectivity_Log. txt for

- Script executed on: 2025-05-13 22:03:
Starting assessment of network comnectivity, disk drive, IIS, and RDS configurations.

Testing ping cor

nnectivity in Swansea network (5-DC to ClientS1)...

Ping from S-DC to ClientSi: Available

Testing ping co
Ping from CServe
Performing trac

nnectivity in Cardiff network (CServer to ClientC1)...
er to ClientCl: Available
ert frpm S-DC to CServer to verify VPN usage.

Tracert to CServer: Available

Tracert hops:
-10.1.1.1
WARNING: VPN us:

Checking D:\SwanseaFiles share availability for Swansea and Cardiff networks

D:\SwanseaFiles
D:\SwanseaFiles
Checking IS ser
IIS service: Avi
IS website htt
Website access

Checking 5-DC r
Remote Desktop

RDS Togin page

RDS certificate
Assessment. of n
details.

age not confirmed: Path does not include VPN gateway (10.200.200.2)

share: Available (Read access for Domain Users)
accessible from network: Available

rver with internal authentication for https://webs.wayne.acca.
ailable

ps://webs.wayne. acca with Windows authentication: Available
https://webs.wayne.acca: Not Available

emote access via https://rds.1d.wayne.acca and certificates.
Services: Available

https://rds.1d.wayne.acca: Not Available

For rds.1d.wayne.acca: Not Available
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