


[bookmark: _Toc97153834]Author Notes
Please note that some screenshots have been provided within the tasks retrospectively to provide further evidence of building the virtual LAN and ensure satisfaction of the completed tasks.  
[bookmark: _Toc97153835]Task 1: Building a virtual LAN using Type 2 Hypervisor Management Software

Using Oracle VM VirtualBox, four virtual machines were installed consisting of two servers and two clients. For the creation of each server, Windows Server 2019 (64-bit) was selected as the operating system version for intended use, and the virtual machine was given 4096MB of RAM size. A virtual hard disk was created on each server as a Virtual Disk Image file type where they were given dynamically allocated storage of 25GB. 
For creating each client, the Windows 10 (64-bit) operating system was selected as the intended use version with 4096MB of RAM size. A virtual hard disk was created on each client as a Virtual Disk Image file with dynamically allocated memory with a size of 20GB.  
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The next task required installing the operating systems onto the hosts. 
Within the settings of each host, an ISO file of the operating systems downloaded prior to building the virtual LAN had been selected and put onto the storage so that hosts could find the operating system file location. The following ISOs were used for the hosts:
[image: ]
Each host was then started, presenting the installation window. The Time and Currency format and Keyboard Layout was set to United Kingdom. For both clients, Windows 10 Education was selected for installation. Windows Server 19 was installed for both servers. On all hosts, a Custom Install was selected so that the operating system could be installed to the host’s virtual hard disk. Once installation was complete the windows user settings/options were then presented, and an administration password was set.
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The next task required configuring the virtual network. To connect hosts on a network, network adapters needed to be added to the hosts to interface to the LAN. All network adapters were created for an internal network so that the network remained only within VirtualBox. 
 A virtual switch was created by naming the first adapter on the internal network PublicNet on both servers.  
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Both servers were then assigned IP addresses on the PublicNet adapters so that they could communicate within the same network. The following IP addresses were assigned: 
Server 1 – 192.168.10.200
Server 2 – 192.168.10.201
Firewalls were turned off on all hosts to ensure that connections could be made. 
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The connection was tested by pinging both servers from one another to ensure network packets were successfully sent and received. 

Pinging server 1 from server 2:
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Pinging server 2 from server 1:
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The next step required creating a connection between the clients and the servers. Specifically, Client 1 was to be connected to Server 1 and Client 2 was to be connected to Server 2. To achieve this, adapter 2 was added under the name PrivateNet1 on Server 1 and Client 1, and adapter 2 under the name PrivateNet2 on Sever 2 and Client 2.
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The IP addresses were then assigned to the servers and the clients on the PrivateNet adapters. The following IP addresses were assigned: 
Sever 1 – 192.168.1.1
Client 1 – 192.168.1.2
Server 2 - 192.168.11.1
Client 2 - 192.168.11.2
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To confirm the clients and servers were successfully able to communicate, the servers and clients were pinged.
Server 1 pings Client 1:
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Client 1 pings Server 1:
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Server 2 pings Client 2:
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Client 2 pings Server 2:
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The network was successfully setup to the specified configuration requirements: 
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[bookmark: _Toc97153836]Task 2: Deploying a Network Directory Service and creating and understanding active directory network objects

An active directory is Microsoft’s directory service platform that can manage user access to systems, applications, files, and networks. Active directory introduces group policy objects to allow for the management of the network by administrators. It serves to authenticate users within a network. 
As a prerequisite to deploying the active directory service, the first step was to confirm there was no Domain Name Service (DNS) setup on the server and confirm that all firewalls were turned off. 
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The computer to be setup as the Domain Controller needed to be renamed so that hosts providing each service in the network can be identified. The Server and Client were renamed to DC1-NWT through the advanced settings within My PC. This change was then confirmed via the command prompt:
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To install the active directory, the server manager was opened and add roles and features was selected. For the installation type, Role-based or feature-based installation was selected, and DC-NWT1 was then selected as the server for installing the roles and features. Active directory features were also added. 
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Once these settings were confirmed the installation started:
[image: A screenshot of a computer

Description automatically generated with medium confidence]
The next step consisted of promoting the sever to a domain controller. In the deployment configuration window, a new forest was added and nosstask.msft was added as the root domain name. In the domain controller options, the forest functional level and domain functional level were set to Windows Server 2016. DNS and Global Catalogue were selected to specify the domain controller capabilities. A password was set for restore mode. Once the installation was complete the server was established as a domain controller:
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The active directory was accessed through the windows menu. Within the Domain Controllers container, the server DC1-NWT is shown:
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The next step was to add a new user object. The user Sharla Passariello was added as an object within the Users container. This user was added to the Domain Admins group thus becoming a Domain Admin account in nosstask.msft. A Domain Admin account holds the highest privilege level within the active directory forest as its operations are unrestricted. This user object can be used as a failsafe account if the primary administrator account becomes inaccessible: 
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Object attributes can be controlled to align with an organisations network policy. A user was created where login times were restricted, and the user could not change their password:
[image: A screenshot of a computer

Description automatically generated]







The next task required adjoining the domain and testing the user logons. Adjoining the domain allows the user created to login to the client, as they currently only reside on the server. 
In the active directory, a new computer object was created in the Computers container called NWT-CLIENT1 in preparation for the client to join the domain. 
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The computer name on Client 1 was then renamed to NWT-CLIENT1 to ensure the network policies would apply to this computer. 





Using an administrator account, The DNS server address was set as 192.168.1.1 on Client 1:
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Client 1 domain changes were updated to be a part of nosstask.msft. This allowed Client 1 to be connected to the domain and communicate with Server 1, also allowing all user objects within the domain access to login to the Client 1 workstation:
[image: Graphical user interface, application, Word

Description automatically generated]
Login to Client 1 proved successful for user accounts within the active directory:
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[bookmark: _Toc97153837]Task 3: Observational Tasks

[bookmark: _Toc97153838]Hypervisors
A hypervisor, also known as a virtual machine monitor (VMM), is software that runs on a compute host to virtualise the functions of the host. This allows the host to operate multiple virtual machines. The physical computer resources can be used at their full potential by dividing the host components into subparts to schedule multiple virtual servers, as opposed to wasting the physical computer resources from running only one operating system that isn’t utilising the host’s full performance.  There are two types of hypervisors - Type 1 and Type 2.  Type 1 hypervisors, also known as bare metal, run directly on the underlying computer host’s physical hardware with no software or operating system in between, thus acting as the operating system [1]. Type 2 hypervisors, also known as hosted hypervisors, run as an application in the operating system of the physical host. 
The advantages to Type 1 hypervisors are that it provides better performance and more stable security. Due to the direct access to the physical hardware, Typer 1 hypervisors do not need to contend with drivers or operating systems and so are absolved of any vulnerabilities that operating systems may provide. As the underlying operating system is not present, the virtual machines created are isolated from each other, providing protection from malicious attacks. A management console is required to consolidate servers and can provide recovery from hardware failure. The management console also allows for memory over allocation of the server. Due to these advantages, Type 1 hypervisors are deemed the most efficient for enterprise computing and data centre networking devices [2]. The disadvantage of Type 1 hypervisors is that to administrate different virtual machines and control the host hardware, a separate administration system is frequently required, and the costs can be expensive. Type 1 hypervisor vendors include Citrix/Xen Server, Microsoft Hyper-V, and VMware ESXI. The advantage of Type 2 hypervisors is that in addition to the primary operating system on the host system, it allows quick and easy access to running alternative guest operating systems alongside making it suitable for PC users such as security professionals analysing malware who need to run multiple operating systems at once. The disadvantages of Type 2 hypervisors are that from accessing the resources via the host operating system, latency issues are introduced resulting in affected performance, as well as the greater security risks incorporated via the vulnerabilities of the host operating system [3]. Type 2 hypervisor vendors include Oracle VM Server, Oracle Virtual Box, Microsoft Virtual PC, VMware Workstation, and VMware Fusion. 
[bookmark: _Toc97153839]Cloud Computing
Cloud based computing is the delivery of on-demand computing resources such as servers, applications, data storage and network capabilities via the internet, hosted by a cloud service provider from a remote data centre [4]. Cloud service provider vendors include IBM Cloud, Microsoft Azure, Amazon Web Services, Salesforce, and Google Cloud. Three common models of cloud services are Software-as-a-Service (SaaS), Infrastructure-as-a-Service (IaaS), and Platform-as-a-Service (PaaS). 
SaaS is a cloud-based approach of providing software to users. Instead of acquiring and installing an application, users subscribe to it. A SaaS application can be accessed and used from any compatible internet-connected device as the application is hosted on cloud servers located distant from the user’s location. Examples of SaaS applications include email applications such as Gmail or streaming services such as Netflix. IaaS is a “when a cloud computing vender hosts the infrastructure on behalf of their customers” [5]. The infrastructure is hosted by the vendor in data centres where customers access it via the internet. This allows for on-demand scalability and fewer resources dedicated to server maintenance. IaaS vendors include Microsoft, Amazon, and Google. PaaS is cloud service that allows developers to rent the required resources for building an application as they rely on the cloud provider to for operating systems, middleware, infrastructure, database management. and development tools [6]. PaaS vendors include Microsoft Azure, Amazon Web Services, Google Cloud, IBM Cloud and Oracle Cloud Structure. 
Cloud computing has become widely used due to the advantages it provides such as cost efficiency, unlimited storage, backup and recovery procedures, scalability, automatic software integration, easy access to information, and quick deployment. However, cloud computing is not without its disadvantages; one major issue of the cloud is security. Beneficiaries surrender their sensitive data to third-party cloud service providers which imposes risks. When storing information in the cloud, companies can be targeted and more vulnerable to external malicious attacks. Cloud computing is also dependant on the reliability of the user’s internet connection, increasing possibilities of downtime [7].  

[bookmark: _Toc97153840]DNS
The Domain Name System (DNS) is the standard hierarchical naming convention that resolves human-readable domain names to Internet Protocol (IP) addresses. A domain name is an identifying string of text that will be associated to a numeric IP address. 
Within a web browser, the domain name entered by the user for a website is routed to a DNS resolver. The resolver is typically managed by an Internet Service Provider (ISP). The resolver server checks its cache to see if the associated IP address has been previously stored to return it to the user’s computer. If the associated IP address is not present in the cache, the resolver forwards the domain name to one of 13 DNS root servers. The DNS root server is the top of the DNS hierarchy. When it receives the request, it directs the resolver to a Top-Level Domain (TLD) server based on the type of domain, for example .com or .co.uk. An Authoritative Name Servers (ANS) is then requested. The ANS contains an authoritative list of the domain names and matching IP addresses. The requested IP address is located, it is sent back to the resolver server which then caches the IP address for future requests and is then passed to the user’s computer to retrieve the webpage [8].
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DNS services are significant within Active Directory Domain Services (AD DS) to allow clients to find domain controllers, and domain controllers that host the directory service to connect with one another. In AD DS, a domain tree is created that consists of a hierarchy of domains and sub-domains. One or more domain trees becomes a forest. An organisation will use the domains and DNS services to group and manage objects to authenticate and authorize access to resources and apply policies within the network.

[bookmark: _Toc97153841]Enterprise Network Critical Roles
Dynamic Host Configuration Protocol (DHCP) delivers a crucial service of providing a dynamic IP address to all computers on the network. Instead of an admin user having to assign a static IP address where they go in and manually type out the IP address for each device, as well as the subnet mask, default gateway, and DNS server; a DHPC server automatically assigns a computer on the network an IP address, subnet mask, default gateway, and DNS server. A DHCP server assigns IP address from a scope. A scope is range of IP addresses that a DHPC server can distribute. The range size can be changed by the network administrator to suit business needs. When the computer receives the IP address, the DHCP server assigns the IP address as a lease, meaning that the computer does not own the IP address. The lease is assigned for a set amount of time to ensure the DHCP server does not run out of IP addresses to distribute. Once the time limit expires, the computer requests a renewal of the lease. If the computer is off the network at the expiry time of the lease, the request is not sent and so the IP address is put back in the DHCP server IP address pool. DHCP provides the enterprise network reliable IP address configuration, automated TCP/IP configuration and the reduced rick of IP conflicts [9]. 
Another critical role within an enterprise network is a file server. A file server, interchangeably referred to as file repository, file sharing, or document management is a central storage repository that allows connected devices to access files and folders to collaborate on and is usually setup on a LAN. A file server is a software component of an operating system such as Windows and allows a connected client device to add a network file system to its local file system such as those on a C: drive. Although accessing files over the network is slower than from a local drive, the sharing of files allows for efficient collaboration between business users and can be locked so that only authorised users can access the files [10]. 

[bookmark: _Toc97153842]Worksheet Terminologies
The following terminologies were encountered during the worksheet. A description, purpose and comparison for each term is provided: 
Term: Ping
Description/Purpose: The ping command sends ICMP echo request messages to verify IP-level connectivity to another TCP/IP computer within the network. This is achieved by opening the command terminal and typing ping followed by the IP address. A receipt is received of corresponding echoes in the display of network packets and is used to troubleshoot connectivity issues. The ping command can also be used to test the computer name as well as the IP address [11].  
Comparison: The ping command is very similar across Windows, Mac OS, and Linux where an echo request message is sent, and a receipt is received. All operating systems require a ping command to be sent via a terminal. 

Term: Sever Management
Description/Purpose: Server management is “the process of monitoring and maintaining servers to operate at peak performance” [12]. The goal is to eliminate server downtime and slowness, build secure environments, and ensure business needs can be met. Hardware, software, security, and backups are all important aspects of server management. Servers can be managed externally by contracting an external management company. Managing servers can also be done internally to allow for more control of the server environments whether that be physically or virtually. Internal management necessitates the usage of a server management solution that can track applications and systems that are currently in use or are expected to be deployed. Server management tools are required for internal monitoring [12].  
Comparison: The purpose and goals of server management are maintained across different operating systems, but the server management tools may differ. Windows may use the tool Windows Server Manager or RSAT, Mac OS might use tools MacOS Server or New Relic One, and Linux might use the tool Linux Server Manager. 

Term: Firewall
Description/Purpose: A firewall is a network security device used as the first line of defence for monitoring inbound and outbound network traffic. Depending on the defined set of security rules, the firewall will allow or block the traffic being monitored to ensure security of the network. Firewalls can be software or hardware. There are different types of firewalls used to protect networks such as Proxy, Packet Filtering, Stateful Inspection, Unified Threat Management, Next-Generation, and Threat-Focused [13]. 
Comparison: Generally operating systems will provide a built-in host firewall software to protect the host computer. 

Term: PAE/NX
Description/Purpose: PAE/NX (Physical Address Extension) was created by Intel in 1995 for its Pentium Pro CPU. It is a technique for transforming a computer’s memory, including RAM and other virtual memory, into general system memory. This technique is only possible for 32-bit systems that need more than 4GB of memory and use x86 processors. Enabling PAE/NX adds a level to the memory hierarchy and provides the computer memory for caching and applications without sectioning off memory as normal [14]. 
Comparison: PAE/NX can be enabled on different operating systems however depending on the operating system will depends on the amount of memory that can be used. According to PCMag, “Unix and Linux machine, Windows servers and Mac Pro desktops have taken advantage of PAE to access up to 64GB of RAM” [15]. 

[bookmark: _Toc97153843]References

[1] IBM. Education, "Hypervisors", Ibm.com, 2019. [Online]. Available: https://www.ibm.com/cloud/learn/hypervisors. [Accessed: 01- Mar- 2022].
[2] "Type 1 and Type 2 Hypervisors: What Makes Them Different", Medium, 2019. [Online]. Available: https://medium.com/teamresellerclub/type-1-and-type-2-hypervisors-what-makes-them-different-6a1755d6ae2c. [Accessed: 01- Mar- 2022].
[3] K. Ranga Dinakar, "A Survey on Virtualization and Attacks on Virtual Machine Monitor (VMM)", International Research Journal of Engineering and Technology (IRJET), vol. 06, no. 03, p. 6560, 2019. [Accessed 1 March 2022].
[4] S. Vennam, "What is Cloud Computing?", Ibm.com, 2020. [Online]. Available: https://www.ibm.com/uk-en/cloud/learn/cloud-computing. [Accessed: 01- Mar- 2022].
[5] "What is IaaS (Infrastructure-as-a-Service)?", CloudFlare, 2022. [Online]. Available: https://www.cloudflare.com/en-gb/learning/cloud/what-is-iaas/. [Accessed: 01- Mar- 2022].
[6] "What is Platform-as-a-Service (PaaS)?", CloudFlare, 2022. [Online]. Available: https://www.cloudflare.com/en-gb/learning/serverless/glossary/platform-as-a-service-paas/. [Accessed: 01- Mar- 2022].
[7] A. Apostu, F. Puican, G. Ularu, G. Sucio and G. Todoran, "Study on advantages and disadvantages of Cloud Computing – the advantages of Telemetry Applications in the Cloud", 2018. [Accessed 1 March 2022].
[8]"What is DNS?", CloudFlare, 2022. [Online]. Available: https://www.cloudflare.com/en-gb/learning/dns/what-is-dns/. [Accessed: 02- Mar- 2022].
[9] "Dynamic Host Configuration Protocol (DHCP)", Docs.microsoft.com, 2021. [Online]. Available: https://docs.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-top. [Accessed: 02- Mar- 2022].
[10] "File Server | What is a file server and how does it work?", Gladinet.com, 2022. [Online]. Available: https://www.gladinet.com/what-is-file-server/. [Accessed: 02- Mar- 2022]. 
[11] "Ping", Docs.microsoft.com, 2021. [Online]. Available: https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/ping. [Accessed: 02- Mar- 2022].
[12] "What Is Server Management? Definition, Best Practices, and Best Software - DNSstuff", Software Reviews, Opinions, and Tips - DNSstuff, 2019. [Online]. Available: https://www.dnsstuff.com/server-management. [Accessed: 02- Mar- 2022].
[13] P. Services, "What Is a Firewall?", Cisco, 2022. [Online]. Available: https://www.cisco.com/c/en_uk/products/security/firewalls/what-is-a-firewall.html. [Accessed: 02- Mar- 2022].
[14] A. Newth, "What Is a Physical Address Extension?", EasyTechJunkie, 2022. [Online]. Available: https://www.easytechjunkie.com/what-is-a-physical-address-extension.htm. [Accessed: 02- Mar- 2022].
[15] "Definition of PAE", PCMAG, 2022. [Online]. Available: https://www.pcmag.com/encyclopedia/term/pae. [Accessed: 02- Mar- 2022].
2

image1.png




image2.png




image3.png
T Oracle M VirtualBox Manager
Fie Machoe Hep

405 e Q@ oD

r =2

Sp— o

B [
[N

B 3] system

© Ponered 0% g e m;svf o Client2

B Bl

0 o =

= o oo

oo enory:

e Corer: G
L e Destep v Dot
) foossda et
@ storsne

TPl Clent2 e D, 2.005)
Siareais o ety
02 A

Foatome: WnorsDescscund
G 10 A

2 network
Adaper 11 PROJ000 MTDeskio )
o s

e st 00 octve)

1] shareaolders

® vescrpton





image4.png
B servert
) © roveredort

IRLS

New s strt
= General

Name server2

Operating System:  Windows 2019 (64-bit)

[&] system

Base Memory: 4096 M8
Boot Order:  Floppy, Optical, Hard Disk
Acceleration:  VT-+/AMD-V, Nested Paging, PAE/NX, Hyper-V Paravirtuaization

] pisplay

B preview

Server2

3 @ ponerecoft

@ Senver2 - Settings

] General System
[®] system Motherboard  Processor  Acceleration
[ ooy rocessaro: I
Storage e
Exeaution Cap:

Do avdio
& Network Extended Festures: [7] Enable PAENX

] Enable Nested VT-x/AMD-V
£ seralPorts
& s
(7] Shared Folders
[ Userinterface

scPUs

100%

100%

- 21:08

= Q)

Raining now

15/02/2022




image5.png
B en-us windows_10_consumer_editions_version 21h2 x64_dvd_6cfdb14d.iso
1B e windowssenver_2010_esentils_updated.sept 2019_x64_cvel 1016t iso




image6.png
1] e (o -

Mo toms Wt O Dwign Lo Aefrees Malibgs Redew View Dewioper e ROM 3 comments
e PR - Drms ~ )
= enert preven ks Segoeth R ) 8 £ @[

zra - 2 th b

A o . . B Normal Nospacng  Heading 1 Headng2  [jtle Subtle Emphasi = | < Replace
e Sy S 210 450

s “ ok X 2. A~ . g Dicwte | Edtor | Reuse
S Formatpaiter | B selct s
B 8] system Undo aipposra s rom = e = syes 5 cowg | o | e meseris v
Foneredoft e eray: 03600
BoorOrn g, ot gk Server1
R S I e e, e st
] serverz
Grovecion 5 iy
@ severt - Setngs —

hentz
© roneson

I I ==—ry s (@
@ s DliveoDo @ ChooseCrstea Ve Opicl D
@ sonse DCltotsboste 3 Choose dk e

5 s

c e wiodons 10, consumer sditions.verion 21K2 364 e St akiso

& Network : 4556 n_windows server 2019_essentials updated_sept 2019 x64.dvd_3191f3afiso
: Cuseswaras

£ sersipons Severt Severz | @ _Remove Disk from Virtal Drive

The next task required instaling the operating systems onto the hosts.

5w
] stardroders
T emerace

Within the

The host was started, presenting the installation window as demonstrated within the screenshot below. The Time and Currency format and Keyboard Layout
was set to United Kingdom. The next page of installation requested a product key to which this section was skipped.

Next came the request 10 select the operating system that was to be installed. For both servers, Windows Server 2019 was selected. For both clents, Windows
10 Education was selected,

Page20r 17 331 worss [ Tent precictions on B85 B9 Acesuity Unavaabie

I




image7.png
i server2 [Running] - Oracle VM VirtualBox - X
File Machine View Input Devices Help
You have the Auto capture keyboard opton urned on. Tiswilcause the Virtual Machine to automatical capture the keyboard every time the VM window i actvated and make it unavaiabie o other applcations runring on your st machine: when the keyboard s captred, al keystrkes (ncluing system ones ke At-Tab) il be directed to the VM. b

The Vitual Machine reports that the guest OS suppors mouse pointer integration. This means that you do not need to capiure the mouse pointer to be able to se itin your guest OS  all mouse actions you perform when the mouse pointer i over the Virtual Machine's display are directly sent to the guest OS. If the mouse is currently captured, it il be automatically uncaptured. () (3)

4 Windows Setup

Windows Server- 2019

Language to install:

Time and currency format: R AR U]

Keyboard or input method:[if§

Enter your language and other preferencs

& OB G @@rocy
0

Raining now o =}




image8.png
9
P search (Alt+Q)
B4 o it 9. T i e bn em bpn e G e e bR W = Comments
New Setinge Decard Start o
servert = General B preview D~ I Segoell S0 A K Aae B ) . O - £ @
@ poneredoff Name Serverz Paste B I U-® x & o AL Normal Nospaong  Heading 1 Heasing2  Title  susuve Subtle Emphasic . GLReplace Dt Editor  Reuse
Operating System:  Windows 2013 (64-bit o S Format painter u 3 B select~ Fles
(2] system Undo Clipboard 5 Font El Paragraph 5 Styes 5 Edng  Voice | Editor ReuscFiles
Bece Memary: 4096 M5
Soot Order: oy, Optal,Hord Disk
Acceleration:  VT-x/AMD-V, Nested Paging, PAE/NX, Hyper-V Paravirtualization
(S visplay
@ Server? - Settings. ? X ——
| General Network Qouss.
8] sptem = n o o
[ ooy bl etork Adaper by
Sorge Attsched to: Interml Networ 2
Names [Pubicnet <
(& Audio P Advanced
& Nevork
£ seritpors
& s
7] ShoredFors
T user ntertace
The next task required configuring the virtual network. To connect hosts on a network, network adapters needed to be added to the hosts to interface to the
= LAN.
Page5of 18 4s0words [ TextPredictions: On 5 T Accessibility: Unavailable . Focus B -—+——+ 1m

=) A

21/02/2022

27/02/2022




image9.png
@ Customize setings

« v 4 @ « Windows Defender Firewall > Customize Settings v ®| | Search Control Panel

Customize settings for each type of network

You can modify the firewallsettings for each type of network that you use.
Domain network settings
@ OTom on indows DefenderFreual
Blockallincoming connections, including those in the st of llowed apps

Notify me when Windows Defender Firewall blocks 2 new app

) © Tumoff Windows DefenderFirewal (ot recommendied)

Private network settings
@ OTom on Windows DefenderFreual
Blockallincoming connections, including those in the st of llowed apps
Notify me when Windows Defender Firewall blocks 2 new app

) © Tumoff Windows DefenderFirewal (ot recommendied)

Public network settings
@ O Tumon WindowsDefendesFirnl
Block il incoming connections, including those inthe s of sllowed 3pps

Notify me when Windows Defender Firewall blocks 2 new app

) © Tumoff Windows DefenderFirewal (ot recommendied)

[cfol o yemiciv]

6°C Cloudy (=10}

AutoSave [ Worksheet Evidence.docx - Compatibility Mode » Saved ~
2 P

P search (Alt+Q)

Sharla Passariello

| (3] Right ol

File Home Insert Draw Design Layout

Undo

Page 60f 18

o

Paste B I U

¥ < Format Painter
Clipboard 5

si9words [ Teut Predictions: On

References  Maiings  Review View Developer Help RCM

1o A K Aae A it
Normal No Spacin Heading 1 Heading 2 Subtitle
o x A 2 pacing g 2 Title

Styles

Both servers were then assigned IP addresses within the same LAN IP segment so that they can communicate within the same network.

B8 T Accessibility: Unavailable

Subtle Emphasi. ~ % Replace

= Comments
Pknd @ # =

Dictate  Editor  Reuse
I Select~ Files
5 Eding Voice | Editor  Reuse Files

v
I Focus B - —b——+ 0%

27/02/2022




image10.png
Bl server2 [Running] - Oracle VM VirtualBox —

File Machine View Input Devices Help

Microsoft Wind
(c) 2018 Micr

\Administrat:

f data
time<ims

Mininum

dmir

=0
3 s B

here to search Raining now ) 150272002




image11.png
i server [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

B Administrator: Command Prompt

Publich

ific DNS
ddr

25188 Brrcr
Raining now 2 9)

=05
oL




image12.png
&

You have the Auto capture keyboard option turned on, This wil cause the Vrtual Machine to automaticaly capture the keyboard every tine the VM window is activated and make it unavaiable to other applicatons running on your host machine: when the keyboard s captured, al keystrokes (ncluding system ones like AIt-Tab) wil be diected to the VM.

@w

The Vitual Machine reports that the guest OS suppors mouse pointer integration. This means that you do not need to capiure the mouse pointer to be able to se itin your guest OS  all mouse actions you perform when the mouse pointer i over the Virtual Machine's display are directly sent to the guest OS. If the mouse is currently captured, it il be automatically uncaptured. () (3)

Settings

1 Network Connections aox

@  Home

Find as

Network

® < Networkand Intemet > Network Connections »

Organize +

|| PrvateNe
¥ Unidentified network

Publichet
Unidentified network

Vo

Search Network Connections 9.

- m 0

@ Intel(R) PRO/1000 MT Desktop Ad. Intel(R) PRO/1000 MT Desktop Ad.

20

B e M

B OEd o ER @ ®roc

6°C Cloudy

= Q)

20
21/02/2022

=]

& Avosove @D

File  Home

Insert

9.
@

Undo

Page 9 of 18

[n

Paste

2]

Draw

X cut
[ copy

Worksheet Evidence.docx - Compatibility Mode » Saving.

¥ < Format Painter
Clipboard

551 words

%

Design layout References Mailngs Review View Developer Help
Segoe Ul o YA A Aav B
B I U~ x x 2. A~

El Font El Paragraph

Text Predictions: On

Create privatenet1 and assign IP addresses

B8 T Accessibility: Unavailable

P search (Alt+Q)

RCM

Normal

Sharla Passariello

= Gomments

Ofind + £
_ . ow - F @
NoSpacing  Heading 1 Heading 2 Title Subtitle  SubtleEmphasi - | Replace | il pgnor | Rewse
T Select~ Files

stytes 5 Edtng | Veice | Edtor RewseFiles ¥

v
B - —4——+ 1%

I Focus

27/02/2022




image13.png
i server1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

You have the Auto capture keyboard option turned on, This wil cause the Vrtual Machine to automaticaly capture the keyboard every tine the VM window is activated and make it unavaiable to other applicatons running on your host machine: when the keyboard s captured, al keystrokes (ncluding system ones like AIt-Tab) wil be diected to the VM.

@
The Vitual Machine reports that the guest OS suppors mouse pointer int<igFation! Tha means that you 60 not need {6 Caplire the molse panier to be able 15 Use iEin Your Uest 08 sl molse actions you perform When the moUSe BORter i over the Virtal Machine' cipiay aie recty Sent 13 the GUSSE 0S| If the mouse is curently captured, it wil be automatically uncaptured. (38) (50
e
cle Bin

Settings

£ < Network and Internet > Network Connections

v/ ®) | Search Network Connections 0
Quasnina = Dicabla thic mstund devica

Diannncathic canngction  Rename this connection

| s s

Hnetwork
$/1000 MT Desktop Ad.

Internet Protocol Version 4 (TCP/IPvé) Properties x
Generl

You can get IP settings assigned automatcal if your network supports
this capabiit. Otherwise, you need to ask your network administrator
o the appropriate IP settngs.

(O Obtain an IP address automatically

® Use the folowing IP address:
P address:

Subnet mask:

Defauit gateway:

Obtain DS server address automaticaly

[valdate settings upon exit

ool o yedmicl v [CIOLEEE

D o B




image14.png
&

=)

Youhave the Auto captarre keyboard opton turned on. This wil cause the Vrtual Machine to automaticaly capture the keyboard every tim the VM window i actvated and make it navaiabie o other applications running on your host mactine: when the keyboard is captured, al keysirokes (nduding system ones e Alt-Tab) il be drected to the VM, R el e W orew Bl Deson Bl oot rererences Ml Vs Bl R Ml view Bl Deveioper e Bl ReN = Comments
he ol s it e e 0 it mousepante tcgration. Th e a0 oo e 1 o he s ot 1 ol et e Gt 0 ~l o cors you s e he s poter & v eVl s iy v vl sent o et 0. e o s sty caphr b svtorsycprrd. %) 77 [ 1O ClbriGody) <1 A A Aav A . Ofnd -G, 9]
pue [BCopy e 1 U Al Normal No Spacing Title Subtitle  Subtle Emphasi ~ Replsce  pove | oaror | Rewe
< Format Painter = - I Select~ Files
Undo Clipboard 5 Font El Paragraph 5 Styes 5 Edng  Voice | Editor ReuscFiles
a
Administrator: Command Promy . . . . .
= ot Pt To confirm the clients and servers were successfully able to communicate, the servers and clients were pinged.
Server 1 pings Client 1:
Client 1 pings Server 1:
B ~
Server 2 pings Client 2:
N v
20 LBBBIGERAC pge 2021 09worss (3 5T Accessivilty: Unavaiable

Drows 0 B -———4——+ 1
. (o 1335
w2

here to ning now )

28/02/2022





image15.png
&

& Auossve @ Worksheet Evidence.docx - Compatibilty Mode - Saved ~

Sharla Passarielo (1903420) S
You have the Auto capture keyboard opton tumed on. This wil cause the Virtual Machine to automatical capture the keyboard every time the VM window i activated and make it inavaiable to other applications running on your host machine: when the keyboard s captured, al keystrokes (ncuding system ones like Alt-Tab) wilbe drected to the VM. ®N | e  Home

Insert Draw Design layout References Malings Review View Developer Help RCM © Comments
The Vrts Machine reports tha the guest OS sport mouse poiner ot SR S e e mouse is ety captres e il be automatcaly tcapture, D~ Segoell o A A A A . P - Q& @
Heading 2 v Replace
e s T U L Normal Nospacing  Heading 1 Heading2 [ |L|@  subtitle  subtieEmphosi v hiRepce | gt bp | pee
< Format Painter - = I seect~ Files
Undo Cupbonra s Font 5 Paragraph s ses 5 atng  Vake | cotor Rewseries Y

B8 Command Prompt

The IP addresses were then assigned to the servers and the clients to ensure the network could connect and that the server and client could communicate
with each other. The following IP addresses were assigned:

Sever 1-192.168.1.1
Client 1-192.168.1.2
Server 2 - 192.168.11.1

Client 2 - 192.168.11.2

1

B ) NG

Q& o 1EW Gl

3] gnt el

v

Page 110120 709words [} E5 b Accessibility: Unavailable MrFocus B B -—4——+ 14m
29

here to ning now D) 2000702

1329
28/02/2022




image16.png
&

NOS ACCAS023.Component_1 CW.Final 22 Worksheet docx - AutoRecovered - Compatiilty Mode - £ search @at+Q) Sharia Passaillo

You have the Auto capture keyboard opton turned on. This wil cause the Virtual Machine to automaticaly capture the keyboard every time the VM window is actvated and make it unavaiable to other application running on your host machine: when the keyboard s captured, al keystrokes (including system ones ke Alt-Tab) wil be diected to the VM. @Y | e Home insert Draw Design Layout References Mailigs Review View Help RCM = Comments
e B e e o e S | e S I Cabri Body) 11 < A A Aav A =5l e Pfind - V3 e
BodyText25 BodyTextL25 o Buletlevel1 - Bulletlowel2 D Devcontigs |  Normal |< | Replace
Paste B U~ ¥ oA o - Dictate | Edtor | Reuse
S Fomatbainter B select- Files
Undo Cipboard 5 Font 5 Paagrapn 5 Syes 5 katng | Ve | tdtor Reuseies ¥
Setines

B Administrator: Command Prompt

Trial Network Configuration

PublicNet !

Publicet: Publicet:

192.168.10.200 192.168.10.201

server1 Server2
PrivateNet1: PrivateNet2:
192.168.1.1 192.168.11.1

Client 2

nt 1

PrivateNet1 PrivateNet2

XXX'T'89T°Z6T ‘T3oN®IeAUd
X00CTT"89T 26T :Z39N2IEAd

192.168.1.2 192.168.11.2

Figure 1 Trial Network Configuration

items 1 item selected

3 e B

lee.cobley@uwtsd.ac.uk and n.kaliyamurthy@uwtsd.ac.uk

B Q& O LIEB A @EIRMCH pagez o120 sos6wores [} Text Pecicions: On T Accesibilty, Unavalable _Recovred 5 Focus
2345
2

= Q)

22/02/2022




image17.png
&

& Auossve @ Worksheet Evidence.docx - Compatibilty Mode - Saved ~

Sharla Passariello (1902420)
You have the Auto capture keyboard option turned on, This wil cause the Vrtual Machine to automaticaly capture the keyboard every tine the VM window is activated and make it unavaiable to other applicatons running on your host machine: when the keyboard s captured, al keystrokes (ncluding system ones like AIt-Tab) wil be diected to the VM.

® | Fe Home msert Draw Design Layout References Mailngs Review View Developer Help RCM
e e e e i e B b g e wias  f s s e e Sl | D I Segoell o A A A A . Pfind -
oo s 1L N Normal Nospacing  Heading 1 Heading2 | |L|@  subtitle  subtleEmphast - | < Replace
aste U~ b x X A~
© < Format Painter I Select~
Undo Clipboard 5 Font El Paragraph 5 Styes 5 Editing
The IP addresses were then assigned to the servers and the clients to ensure the network could connect and that the server and client could communicate
with each other. The following IP addresses were assigned:
Sever 1-192.168.1.1
Client 1-192.168.1.2
Server 2 - 192.168.11.1
Client 2 - 192.168.11.2
- n i
B DNy, B e
Q& OB Gl @@ rocr -

Page 10021 709words [ ES T Accessibilty: Unavailable

41
here to 10°C Light rain 2 9)

28/02/2022

& Comments
0 £ @

Dictate  Editor  Reuse
Files

Voice | Editor ReuseFiles

v

I —
1341

2/02/2022





image18.png
Trial Network Configuration

Publichr: Publichr:
182168.10.200 182168.10.201
senver1 senver2
®
PrivateNe1: PrivateNer2: E
g
19216811 192168111 z
7

Client 1 Client 2.

PrivateNet1. PrivateNet2.

XXXT'89TZ6T TIIN3IeAL

19216812 192168112

Figure 1 Trial Network Configuration




image19.png
&

L CW_Final 2. Word (Unlic

You have the Auto capture keyboard opton tumed on. This wil cause the Virtual Machine to automatical capture the keyboard every time the VM window i activated and make it inavaiable to other applications running on your host machine: when the keyboard s captured, al keystrokes (ncuding system ones like Alt-Tab) wilbe drected to the VM. 3] File ome ‘ Insert Design Llayout References Mailings Review View Help

The Vitual Machine reports that the guest OS suppors mouse pointer int<igFation! Tha means that you 60 not need {6 Caplire the molse panier to be able 15 Use iEin Your Uest 08 sl molse actions you perform When the moUSe BORter i over the Virtal Machine' cipiay aie recty Sent 13 the GUSSE 0S| If the mouse is curently captured, it wil be automatically uncaptured. (38) (50

Clipboard Font Paragraph Editing

) NOTICE Most features are disabled because your Office product is inactive. To use for free, sign in and use the Web version. | Activate Use free at Office.com

s =g

Settings

1 8 « Network and Intemet > Network Connections Search Network Connections

Check that the Server IP is Statically Defined and screenshot the evidence of this,

hic mebnck devica i n  Renamethis

verify that No DNS is setup and that the Firewall is turned off. (Screenshot your

evidence).

4) Properties

Renaming the Computer that is going to be setup as the Domain Controller is important
since it is the most important Server/Service deployed in an enterprise network for

managing network resources. It is important to be able to identify which

resources/hosts provide each service in our network.

192168 . 10 200

255255255 0

Click the Search button and type This PC and then right Click on ‘This PC’

desktop app, choose Properties.

Choose Advanced System Settings.

Choose the Computer Name tab, click Change.
In the computer name field, type in DC1-NWT
o Choose Ok.

-Meeting Recording

00:56:34

501158016 Sl

o o = o035
O Type here to search H @ @ mip Y ™ 8C Cear ~ @ & LWy, O





image20.png
&

You have the Auto capture keyboard option turned on, This wil cause the Vrtual Machine to automaticaly capture the keyboard every tine the VM window is activated and make it unavaiable to other applicatons running on your host machine: when the keyboard s captured, al keystrokes (ncluding system ones like AIt-Tab) wil be diected to the VM. 5] Design Llayout References Mailings  Review

The Vitual Machine reports that the guest OS suppors mouse pointer int<igFation! Tha means that you 60 not need {6 Caplire the molse panier to be able 15 Use iEin Your Uest 08 sl molse actions you perform When the moUSe BORter i over the Virtal Machine' cipiay aie recty Sent 13 the GUSSE 0S| If the mouse is curently captured, it wil be automatically uncaptured. (38) (50 AaBbCcD: AaBbCcD e AaBbCc

Clipboard Font Paragraph Editing

Settings NOTICE Most features are disabled because your Office product is inactive. To use for free, sign in and use the Web version. | Activate Use free at Office.com

L™ wis werver 1 ving.

Check that the Server IP is Statically Defined and screenshot the evidence of this,

1 M < System and Securty > Windows Defender Firewall ch Control Panel

Control Panel Home

verify that No DNS is setup and that the Firewall is turned off. (Screenshot your

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your
PC through the Intemet or a network

evidence).

Update your Firewall settings

Windows Defender Firewall is not using the
recommended settings to protect your
computer.

© e cammendd setings Renaming the Computer that is going to be setup as the Domain Controller is important
since it is the most important Server/Service deployed in an enterprise network for
T managing network resources. It is important to be able to identify which

resources/hosts provide each service in our network.

| g

Networks in public places such as airports or coffee shops

Click the Search button and type This PC and then right Click on ‘This PC’
desktop app, choose Properties.

Windows Defender Firewall state: off

Incoming connections: Block all connections to apps that are not on the
list of allowed apps

Active public networks: = Unidentified network

Choose Advanced System Settings.

Notification state Do not notify me when Windows Defender
Firewall blocks 2 new app

Choose the Computer Name tab, click Change.
In the computer name field, type in DC1-NWT & server1 [Running] - Oracle VM & client1 (Running] - Oracle VM V.

o Choose Ok.

ity and Maintenan

and Sharing

o When prompted to Restart your PC clicl

Page 120120 4ofsosowords [E (i Accessibiltys vestigate

- = 5 : 17:03
B O Type here tosearch e ¥ m 92 7 CE™ b E gy B

501158016 Sl
=

o o = o036
| O Type here tosearch H @ @ mip Y ™ 8C Cear ~ @ & LW 0, O

Nicholas Murira Lee Cobley




image21.png
[ servert Running] - Or: M VirtualBo

le Machine Input Devices Hel
Recycle Bin

]

Recycle Bin

tor: Command Prompt
Microsoft Windows [Version 16.6.17763.737]
(c) 2618 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>hostname
DC1-NT

C:\Users\Administrators,

s
% e B

T s @ @ @ e @ @ @ @ @ \
£ Type here to search ) |y o = d ECaear A BED T2 )

RN Silvia Stoianova Settle (I708386)  Christopher James Hopkins (1911310)  Derek Wayne Carvell (2012800) Martin Andrew Darzins (1909722)  Elizabeth Lowrie Proctor (1903551)  Munyaradzi Nicholas Murira R

I





image22.png
&

You have the Auto capture keyboard option turned on, This wil cause the Vrtual Machine to automaticaly capture the keyboard every tine the VM window is activated and make it unavaiable to other applicatons running on your host machine: when the keyboard s captured, al keystrokes (ncluding system ones like AIt-Tab) wil be diected to the VM.

B Local Server
Al Servers

WELCOME TO SERVER MANAGER

Bl -~ .

ADDsS
& DNS
W& File and Storage Service{

s Add Roles and Features Wizard - o x

DESTINATION SERVER
ESXv——

Select installation type

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

© Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based

<Previous | [ Next>

Cancel

§ Local Server

!

145

3 sy B

Hide

ning now

B OEd o EiR i@ ®roct

= Q)

53
28/02/2022

=]

& avosoe @D B

Worksheet Evidence.docx - Compatibilty Mode » Saved

Undo

Page 1601 21

Home.

[n

Paste

s03 words [

Insert  Draw

< Format Painter
Clipboard

Design Layout References Mailings
Segoe Ul Jo Y A A Aav
B I U~ x X .
El Font

Review  View

Developer  Help

o

5 Paragraph

P search (Alt+Q)

RCM

Normal

No Spacing

Heading 1

Heading 2

Styles

Heading 3

Title

Subtitle

Sharla Passariello (1903420)

5

To install the active directory, the server manager was then opened. Within Server manager, add roles and features was selected. For the installation type

Role-based or feature-based installation was selected, the server DC-NWT1 was then selected as the server for installing the roles and feature:

B T Accessibility: Unavailable

PFind ~

& Replace

I seect~
ating

s

Dictate.

Voice

&

= Gomments

&

Editor

Editor

9]

Reuse
Files

Reuse Files

28/02/2022




image23.png
&

& avosoe @D B

You have the Auto capture keyboard option turned on, This wil cause the Vrtual Machine to automaticaly capture the keyboard every tine the VM window is activated and make it unavaiable to other applicatons running on your host machine: when the keyboard s captured, al keystrokes (ncluding system ones like AIt-Tab) wil be diected to the VM.

Worksheet Evidence.docx - Compatibility Mode » Saving.

Fle  Home Insert

P search (Alt+Q)
Draw Design Layout References

Mailings ~ Review  View
2 [y

Developer  Help  RCM

Shala Passarello (1903420) S
0 A K Aa A

= Comments
Ofind
Normal Nos Heading 1  Heading2  Headings [ t] subtitle |~ | Repl b =
Paste B I U x x oAl jormal lo Spacing eading eading eading itle uptitle v CiRedlsce | piti ot Rese
< Format Panter - . %l select Files
Undo Clipboard L Font L Paragraph L Styles 3 Editing Voice Editor  Reuse Files ~
- a
B Local Server
AD DS T Add Roles and Features Wizard o X
& DNs
& P ossrivaTION seRveR
4 File and Storage Senvicel  Select destination server

ESXv——

Select a server or a virtual hard disk on which to install roles and features.

Select a server from the server pool
O Select a virtual hard disk

Server Pool

Filter:

Hide

Name

1P Address. Operating System

Microsoft Win

1 Computer(s) found H

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server, s .

and that have been added by using the Add Servers command in Sever Manager, Offine servers and

newly-added servers from which dta collecton i il ncomplete are not shown. i

<Previous | [_Next> Tnstll Cancel
Local Server 1 s
145
B oy, B

B OEd o EiR i@ ®rotcr

55
Ratning B e M

Page 1701 22
-

903 words

%

B T Accessibility: Unavailable

I Focus

v
[ —

28/02/2022




image24.png
&

& Auoswve @I (B Worksheet Eidencedo - Compatibilty Mode - Saved ~ D Search @tsQ) ShoraPasariell (1903420

You have the Auto capture keybosard oton turned on. T wil caus the Vrtusl Machine to sutomsticaly capture the keybosrd every tie the M window is actvated and sk t unavaiable t other appications runring o your host machines when the keybosrd s captured, o keystrkes (nduding system ones ke AltTab) il e directed o the VM. @ | e Home et Draw Design lLayout References Molings Review View Developer Help ROM = Comments
B 9~ fﬁ Segoe Ul <10 ) . i)“"“ Y # s
po T Normal Nospacing  Heading 1  Heading2  Headings [ jt|@  subtitle © R pie ot R
< Format Panter - . %l select Files
Undo Clipboard L Font Paragraph L Styles 3 Editing Voice Editor  Reuse Files ~
s
B Local Server
B AllServers - a £ IR §
AD DS T Add Roles and Features Wizard - o X
& DNs
& ossrivaTION seRveR
4 File and Storage Senvicel - Select server roles OCT AW resasmst
Select one or more roles to install on the selected server. = =
Roles Description [a:20z0 0l —— =
[m) Active Directory Certficate Services e
7 Active Directory Domain Senaces (staled) (3D CS) i used to reate -
] Actve Directory Federstion Services certification authoriies and relted Hide ~
[ Actve Diectory Lightweight Diectory Servces ole serices that allow you o ssue —=
[ Actve Diectory Rights Management Services and manage certfcates used in 2
3 0rich servr varity of pplications.
V| DNS Server (Installed)
[ Fax Server
8] File and Storage Serices (4 of 11 instaled)
O Hyper-v

(] Network Policy and Access Services —
O Print and Document Services

O Remote Access

[ Remote Desktop Services e e sr—
[ Volume Activation Services.

[ Web Server (ii5)

(] Windows Deployment Services ¢
(] Windows Server Update Services e =

<Previous | [ Next> Install Cancel

Local Server 1

145

3 sy B

B OEd o ERil@®rotc

14:56
Raining now D) 0070 =]

v

Page 170122 s03words [ ES T Accessibilty: Unavailable

I Focus

[ —

-

28/02/2022




image25.png
[ Server1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

[

.. Add Roles and Features Wizard

Server Manager > Dashboard

DESTINATION SERVER

 Add Roles and Features Wizard - o x D: rd Installation progress oWt
Local Server
Installation progress B All Servers View installation progress

File and Storag @ Feature installation

View installation progress

@ Festure insaliation
Instllaton started on DCT-NWT

Active Directory Domain Services
Remote Server Administration Tools

Active Drectory Domain Services Role Administration Tools
e A aion 1005 AD DS and AD LDS Tools
D DS o AD LDS Tools T Active Directory module for Windows PowerShell
e Directry modul o Windaws Poerhel AD DS Tools
AD DS Tools Hide Active Directory Administrative Center

Active Directory Administrative Center AD DS Snap-Ins and fommand-Line Tools

AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this You can close this wizard without interrupting running tasks. View task progress or open this
page again by clcking Nofifications in the command bar, and then Task Details page again by dlicking Notifications in the command bar, and then Task Details
Export configuration settings

Export configuration settings. y
Next > Close Cancel
Performance Performance Performance Services Bl Sevices
BPA results BPA results BPA results
Performance Performance
23/02/2022 0054 23/02/2022 0054 BRAscadts BeAssults

=1 i 0 G 2 o

ot:02

2/20:

P Type here to search

004027

B Okd o EiR @ Hrscol

P o102
@ wm B £°C Clear 3 1)

I

9 >





image26.png
&

You have the Auto capture keyboard option turned on, This wil cause the Vrtual Machine to automaticaly capture the keyboard every tine the VM window is activated and make it unavaiable to other applicatons running on your host machine: when the keyboard s captured, al keystrokes (ncluding system ones like AIt-Tab) wil be diected to the VM.

SK\administrator

Switch user

here to ning now

85

= Q)

45
28/02/2022

B8 @& rwtco

=]

¥ < Format Painter

™ Fle  Home
9.

i

Paste
Undo

Page 190123

Insert

Clipboard

967 words

%

Draw

B

References

Design  Layout Mailngs  Review View Developer Help RCM

Calibri (Body) ~ 1 VA A Al A .

e LU e 4. Normal Nospacing Title  subtive
5 font s Foragraph 5

Styles

The next step consisted of promoting the sever to a domain controller. In the deployment configuration window a new forest was added and
noostaskmsft was added as the Root domain name. In the domain controller options, the forest functional level and domain functional level
were set to Windows Server 2016. The password was then set for restore mode.

T Accessibilty: Unavailable

5

= Comments

PFind ~ ]
Replace Dictate  Editor Reuse
I Select~ Files

Gating  Voice | Edtor RewseFies

28/02/2022




image27.png
&

NOS_ACCA5023_Component_1_CW._Final_22 Worksheet - Word (Unlicensed Product)

‘The Virtual Machine reports that the guest OS supports mouse pointer integration. This means that you do not need to capture the mouse pointer to be able to use itin your guest OS — all mouse actions you perform when the mouse pointer is over the Virtual Machine's display are directly sent to the guest OS. If the mouse is currently captured, it wil be automatically uncaptured. (%) (50 Insert Design layout References Mailings Review View Help Q Tell me whatyou want to do

3 Active Dirctory Users and Computers - x AaBbCcD: AaBbCeD o AaBbCc
File Acion View Help

e @0 Bz Hm P eETE%S

aén:\,z::::‘yfmw(w "\:g‘:wwr Zp;pum zzmm ;:aw;ms‘ Deseiption (i ) N;:Z:m:/lnsﬂeamresaredvsabled because:;rom(spmdumsmamve Tuuselurfre;::irla:';ndusetheWebverslon, Activate Use free at Office.com o
v 4 nosstask.msft AWIC WU VU HoLE
§§£ﬁ2m..,.m xxvi. Once the installation is complete, Windows will prompt stating that the machine
el has successfully been configured as a domain controller. The system should then
e reboot automatically.
At the login screen, since you have now installed a network domain in our case
the nwtraders domain, you will need to login to this domain using the account we
created above. I
Username: administrator
Password: P@s5w0r9
3. Creating user account objects using Active Directory Users and
Computers snap-in console.
[On the Server 1 VM]:
Active directory has several subcomponents, depending on the operations you
require, but generally most AD management is done within the Active Directory Users
< >

and Camnitare enan in nraaram
Page 14 words B (i Accessibily: Investigate mE & -——a—-+

B O Type here tosearch P @ e B9 @ Y CE B v cCE=89z 0 B

y—— & @ @ @ e e @ @ @ @
%D 7°C Mostycear A G D) o [] . .

RN Stoianova Settle 1 james Hopkins (191 Derek Wayne C: Marti Elizabeth Lowrie Proctor (1 Nicholas Murira Lee Cobley

i
o
o
a
v
Q
=





image28.png
&

AutoSave [ Worksheet Evidence.docx - Compatibility Mode » Saved ~
2 P

Sharla Passariello (1903420)

P search (Alt+Q)

You have the Auto capture keyboard option turned on, This wil cause the Vrtual Machine to automaticaly capture the keyboard every tine the VM window is activated and make it unavaiable to other applicatons running on your host machine: when the keyboard s captured, al keystrokes (ncluding system ones like AIt-Tab) wil be diected to the VM. @S | Fle Home insert Draw Desi

File Action View Help

«|

T3 Active Directory Users and Com
Saved Queries

v 3 nosstask msft

Buitin

Computers

Domain Controllers

ForeignSecurityPrincipal

Managed Service Accou

Users

Nome
& Administator

40 XEG= Hm B euTa%

Type
User

B Allowed RODC Password Replcation Group _Security Group.

Description
Built-in account for ad
Members in this group c.

B CertPublshers
8 Clonesble Domin Contr
B, Denicd RODC Password
8, onsadmins

B, onsUpcatebrony

B Dormein Admins
8Domain Computers
8,,Domein Controlers
8,,Domain Guests

8 Domain Users

B, Enerprise Admins

B, Enerpise Key Admins
B, Enerpise Read-only Dor
8 Group Policy Cretor O
2, 6uest

B ey Admins

B Protected Users

BRAS and 15 Severs§

88 Reec-only Domain Contr
2 restictlogin

8 Schema Admins

2 ShrlaPassrillo

Domain Admins Properties.

?

General Members  Member Of  Managed By

Members:

X

Name Actve Diectory Domain Services Folder

T —

 Shafa Posan.. nosstdk mtUsers

oK

Cancel Poply

KAl
bote
S Fomapines
ondo cpvoss 5

= Gomments
Ofind £ @

Normal Nospacing  Heading 1 Hesding2  Heading3 [ |L|@  subtitle v iRephce gt bm | nee
b seect~ Files
Font 5 oragrapn 5 styes 5 Edtng | Vel | Edtor Reusefies

ign Layout References Mailngs Review View Developer Help RCM

Calibri (Body) v VAR e A

B I U~ x x

Navigation v 8

noos. X

Search paused

Headings  Pages  Results

Word paused so you can edit your
document.

Use the arrows to continue and jump to the.
closest resul,

B Q@ o 1EE TG @ rocr
e o

Page210f24  1135words [

7°C Cloudy » T )

28/02/2022

B T Accessibility: Unavailable

The next step was to add a new user object. The user Sharla Passariello was added as an object within the Users container. This user was added to the Domain
Admins group thus becoming a Domain Admin account in nosstask.msft. A Domain Admin account holds the highest privilege level within the active directory
forest as its operations are unrestricted. This user object can be use as a practical failsafe account in case the primary administrator account becomes
inaccessible:

Tirows B B - —H4——+ 1
238
28/02/2022





image29.png
&
& Auoswve @I (B Worksheet Eidencedo - Compatibilty Mode - Saved ~ D Search @tsQ) ShraPasaricll (1003420 5

Yuhave the Auto capture keyboard opton tened on, T il ause th Vil Machineto automsticly capture the eybosrd every tme the W winda s actvated and ke turavaiaiet other appication uning o yur st machines hen the keyosris cpture, o keystokes nchdngsystem ones ke AfTab) il b drectd o the W, @ | e Home msert Draw Design Lot References Mailings Review View Developer Hep RCM = comments
3 2| By G (1 <K A Aae | B ) P - g 2@
. S
] E h -ormat Painter - N ) elect v Files
e 2@ 0/ XER Bm3aaYER < Format Peins b sdect
= Undo Clpboara El Font El Paragraph El stytes 5 Edtng | Veice | Edior RewseFiles ¥
3 Active Directory Users and Com| | Name Type Descrption 2
1 Saved Queries qca . . . . - . .
= & Administrator User Built-in account for ad. Navigation & The next step was to add a new user object. The user Sharla Passariello was added as an object within the Users container. This user was added to the

v 3 nosstaskmsft

fi B2 Allowed RODC Password Replcaton Group Sy Group.._ Members i ths roup ¢

Computers 82, Cert Publishers

o olas || B Cloneable Domain Contr
ForeignSecurityPrincipall | BB DEied RODC Password & General | Menbers | Member O  Managed By
Managed Senice Accou| BADnshdmin:

L B, onsUpcatebrony
8, Domein Admins Name cive Drectony Domain Sevices Flder

£, Domain Computers Y Aciistreior e Ty N
% Domein Controllers B iabgt nosstask msit/Users document
2 Domain Guests & restrictlogin nosstask msft/Users.
pPysicine 2, Shra Passar.. nosstaskmst/Users e e
B8 Enterprse Admins N S

88 Enterprise Key Adrmins

88 Enterprise Resdl-only Dor
88, Group Policy Crestor Ow
8, Guest

88 Key Admins

88 protected Users

,RAS and IAS Servers

88 Read-only Dormain Contr
 restrictlogin

88, Schema Admins

, Shara Passariello

Domain Admins group thus becoming a Domain Admin account in nosstask.msft. A Domain Admin account holds the highest privilege level within the active
directory forest as its operations are unrestricted. This user object can be use as a practical failsafe account in case the primary administrator account

Domain Users Properties [ noos. X o

Search paused . .
becomes inaccessible:

Members: Headings  Pages  Results

oK Cancel Aooly

v

B OEd o EiRl@®rotc
7°C Cloudy () =]

B -—A4——+ 1«

I Focus

Page 21024 1135 words

[} B8 TbAccessibility: Unavailable

28/02/2022 28/02/2022




image30.png
&

You have the Auto capture keyboard opton turned on. This wil cause the Virtual Machine to automaticaly capture the keyboard every time the VM window is actvated and make it unavaiable to other application running on your host machine: when the keyboard s captured, al keystrokes (including system ones ke Alt-Tab) wil be diected to the VM. @Y | e Home insert Draw Design layout References Mailngs Review View Developer Help RCM

File Action View Help

«|

w4 0(XE G

B RETER

T3 Active Directory Users and Com
Saved Queries

v 3 nosstask msft

Buitin

Computers

Domain Controllers

ForeignSecurityPrincipal

Managed Service Accou

Users

Name -

& Administator

Type Description

User Built-in account for ad

B Allowed RODC Password Replcaton Group Sy Group.._ Members i ths group ¢

B CertPublshers
8 Cloncsble Domain C
B, Denicd RODC Pass
8, onsadmins

B, onsUpcatebrony
8, Domein Admins
8,Domain Computers
8,,Domein Controlers
8,,Domain Guests

8 Domain Users

B, Enerprise Admins
B, Enerprise ey Admin
B, Enerprise Read-only
8, Group Policy Crestor
2, 6uest

B ey Admins

B Protected Users

Logon Hours for restrict login

] @ ] oK
0-2-4:6-8-10-12-14-16-18-20-22- 0

[ Otogon pemites
® Logon Deried

Monday from 00:0010 01:00

BRLRAS and 1AS Servrs

B Read-only Domain Controllg

& restitogin
8 Schema Admins
2 ShrlaPassrillo

User cannot change password
Password never expires:
1 Store password using reversile encryption v

Account expires
@ Never
OFEndof: [0 Mach 2022

oK Cancel Aoply Help

1721

3 sy B

& avosoe @D B

Worksheet Evidence.docx - Compatibilty Mods

Sharla Passariello (190:

Cabri Body)  ~|11

o m

Paste B I U-~a x
¥ < Format Painter - :

Undo Clipboard ® Font

Navigation v 8
noos X

Search paused

Headings  Pages  Results

Word paused so you can edit your
document.

Use the arrows to continue and jump to the.
closest resul,

B OEd o EilR @ ®rotc
7°C Cloudy b T 4) . ol

Page2202¢  T140words [} E T Accessibility: Unavailable

28/02/2022

KA A B . Prind « @
N Normal Nospacing  Heading 1 Hesding2  Heading3 [ |L|@  subtitle v iRephce gt bm | nee
« CA-
= B Select+ Files
5 Paragrapn 5 stes 5 Edtng | Vel | dtor Reuseies ¥
a

Object attributes can be controlled to align with an organisations network policy. A new user was created where login times were restricted and the
userRestrict User Login times and restrict user from changing their password

MrFocus B B - — 44—+ 1
254

28/02/2022





image31.png
&

You have the Auto capture keyboard option turned on, This wil cause the Vrtual Machine to automaticaly capture the keyboard every tine the VM window is activated and make it unavaiable to other applicatons running on your host machine: when the keyboard s captured, al keystrokes (ncluding system ones like AIt-Tab) wil be diected to the VM.

Active Directory Users and Computers
v P

File Action View Help

«|

X

T3 Active Directory Users and Com
Saved Queries

v 3 nosstask msft

Buitin

Computers

Domain Controllers

ForeignSecurityPrincipal

Managed Service Accou

Users

SIEIEEEN R YR #-KY

Name
18 NWT-CLENT1

Type
Computer

Description

1806

3 sy B

7°C Cloudy

» T )

39

28/02/2022

@w

B OEd o B l@®rotc

=]

& avosoe @D B

File Home Inset Draw Design Layout References Mailings

9. ﬁggcue

9] [ copy
Paste B I U~ x x
¥ < Format Painter - :
Undo Clipboard El Font
Navigation v 8
noos X
Search paused A

Headings  Pages  Results

Word paused so you can edit your
document.

Use the arrows to continue and jump to the.
closest resul, shown:

Page20026 11s4words [} E T Accessibiliy Unavailable

Worksheet Evidence.docx - Compatibilty Mode » Saving... ~

Calibri (Body) v VAR e A

P search (Alt+Q)

Review View Developer Help RCM Picture Format

=zl
Qv

Title  sustite

Normal NoSpacing ~ Heading 1  Heading2  Heading 3

5 Paragraph ® Styles

%

vt et O o s e et e 8 e e e e 4 e e e B e o . e et et @3

&

S o

5

Sharla Passariello (1903420)

PFind ~

& Replace

I seect~
ating

Dictate.

Voice

Once logged on, the active directory could then be accessed through the windows menu. Within the Domain Controllers container, the server DC1-NWT is

= Gomments

&

Editor

Editor

el

ReuseFiles

2339
28/02/2022




image32.png
@E Autosave @D B Worksheet Evidence.doox - Compatibilty Mode - Saved = £ search (ait+Q) Sharla Passariello (1903420) 5P [
You have the Auto capture keyboard opton turned on. This wil cause the Virtual Machine to automaticaly capture the keyboard every time the VM window is actvated and make it unavaiable to other application running on your host machine: when the keyboard s captured, al keystrokes (including system ones ke Alt-Tab) wil be diected to the VM. @ | Fe  Home

Insert Draw Design Layout References Maiings Review View Developer Help RCM Picture Format

© Comments
e Vil Machine reports that the guect 0S suppors s poloter ot QTR i et yor do ot e 1 G Mo P 1 be b 1 En your ook S — s achos you prfor wher e motse ponte & over the Vet Madhie's ity are ety st o RNt movsc = vty coptred, vl be avtomaticyrcopured. @59 | 2~ [f b Cabri Body) 11 < A A Aav A =5l e . Pfind - V3 (19
. i v & Replace
3 pue [BCopy B U LA o . Normal NoSpacing  Heading 1  Heading2  Heading 3 Title Subtitle & Repl viente | Goor | noe
< Format Painter I Select~ Files
@ Home Ethernet Undo Ciipboard 5 Font ® Paragraph 5 Styes 5 Editing Voice | Editor |Reusefiles
a
SR - x
Find a setting Navigation
noos X~
Network & Internet A @ « Network and Internet > Network Connections v | ® | SearchNetwork Connections 0 — - The computer name on Client 1 was then renamed to NWT-CLIENT1 to ensure the network policies will apply to this computer.
Quenanize = Dicahla thic nebuod device — Disanocathic connsction  Rename this connection > m @ Headings ~ Pages  Results
Status L]
Nt
R Internet Protocol Version 4 (TCP/IPvd) Properties S e
Generl
Use the arrows to continue and jump to the
Dial-up You can gt P settings assigned automaticalyfyournetuorksupports closest resut
his capabilty. Otherwise, you need to ask your netork adminstrator
for the appropriate [P seftings.
VPN L
¥ OObtan an 1P adcress automaticaly
E (@ Use the following IP address:
¢  Paddess
O subnetmask
¥
§  Defaultgatenay:
<
btain DNS server address automaticaly
(® Use the folowing DN server addresses:
Preferred DIS server: ©2. 0. 1 1
Mtemate oS sever @
[ vedatesetings pon ext e
i b o i e i ety e i 2 o e e e e o e e e e e e ] . o

S ——
© s

© Home

[Frassmtm pr——

1831
O Type here to search RO NG iy BB

B OEd o ER @ ®rotc
7°C Cloudy

v
Page23026 1206words [} ES T Accessibility: Unavailable

MrFocus B B - — 44—+ 1

005
01/03/2022




image33.png
&

[ client1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Youhave the Auto captarre keyboard opton turned on. This wil cause the Vrtual Machine to automaticaly capture the keyboard every tim the VM window i actvated and make it navaiabie o other applications running on your host mactine: when the keyboard is captured, al keysirokes (nduding system ones e Alt-Tab) il be drected to the VM, 3] Compite: Nark/Domain Changes
The Vrtual Machinereports that the guest OS supports mouse pointer integration. This means thatyou do not need to captre the mouse poiter to be able to use tin your guest OS  all mouse actions you perform when the mouse poiter i over the VirtualMachine's dplay ae drecty sen fo the GUEStOS. T the mouse s currently aptured, twilbe automaticaly uncaptured. () (%) You can change the name and the membership of his compufer.  puter on
Changes might affect access to network resources.
| Settings
Recycle |
Computer name
NWT-CLENTT
@ Home About
nd a setting - NWT-CLENT!
S Memberof
@ Domin
nosstask
=1 Display
O Workgroup
fays RKGROUA
) Sound 0
[ Notifications & actions
Computer Name/Domsin Changes x

D Focus assist

Welcome to the nosstaskmstt domain,

() Power &sleep

Storage
oF
= Storage
Tablet
L8 Tablet oK Cancel
Multitasking oK Cancel A

>

&1 Projecting to this PC -

1723
o )
H O Type here to search i TC A WD) NG

¢ 0335
& & D) NG g0y

o & @ e @ @ @ e @ @
8| £ tpenereiosan % o remT———

RN Robert Jamieson (2004728) Chistopher James Hopkins (19T310)  Martin Andrew Darzins (1909722)  Silvia Stolanova Settle (1708386)  Elizabeth Lowrie Proctor (190 Derek Carvell (2012800) R

8 =T

a
©
5
(o]
I
(]
o
B
D
e
&

o

9
|?
o
|@
| =





image34.png
& [ Server1 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

Youhave the Auto captarre keyboard opton turned on. This wil cause the Vrtual Machine to automaticaly capture the keyboard every tim the VM window i actvated and make it navaiabie o other applications running on your host mactine: when the keyboard is captured, al keysirokes (nduding system ones e Alt-Tab) il be drected to the VM, > 2
file Adion View Help
The Virtual Machinereports tht the guest OS supports mouse pointer integration. This means thatyou do not need to captre the mouse poiter to be able to use tin your guest OS  all mouse actions you perform when the mouse poiter i over the VirtualMachine's dplay ae drecty sen fo the GUEStOS. T the mouse s currently captured, twilbe automaticaly uncaptured. () (%) > & ox >
> o 2 HrE STYE%
—— 2 Active Directory Users and Compl| Name Type Description
= saved Queries & Administrator User Built-in account for administering the computer/domain

« 4 nosstaskmsft  Bil Murray User The leader of the Ghostbusters

1 Builtin 2
Egon Spengler User
(51 Computers o o e

2;6uest
5] Domain Controllers H

(2] ForeignsecurityPrincipals|| S Le€ Cobley
&) Important Servers 2 Enterprise Admin| General Members Member Of Managed By rators of the enterprise
1 Managed Service Accoun | S Enterprise Key e up can perform administrative actions on key obje.
&1 nosstaskdlientpcs £, Enterprise Read- up are Read-Only Domain Controllers in the enter.
(& SoACStudentlabs E‘ Schema Admins Name Active Directory Domain Services Folder rators of the schema
&) CiscoLab 2 Cloneable Domai| | & Administator  nosstask msftUsers up that are domain controllers may be cloned.
7l Users 2 DnsUpdateProxy| | & BilMuray nosstask msftiUsers permitted to perform dynamic updates on behalf
& Lo Cobley L rators of the domain

Domain Admins Properties % [guest access to the computer/domain

School Essential

dJ

Office

& Domain Admins
&2, Domain Comput servers joined to the domain
&2 Domain Controll rs in the domain

82, Domain Guests
£, Domain Users
8 Group Policy Cre: jup can modify group policy for the domain

82 Key Admins up can perform administrative actions on key obje.
£, protected Users up are afforded additional protections against aut.
82 Read-only Domal up are Read-Only Domain Controllers in the domain
82 Allowed RODC P: lup can have their passwords replicated to all read
2, Cert Publishers up are permitted to publish certificates to the direc
82 Denied RODC Pa lup cannot have their passwords replicated to any .
£, DnsAdmins Group

82 RAS and IAS Serv can access remote access properties of users

OneNote

account settings

a % O

Sign out
o Teams Microsoft Edge

Switch user

Sharla Passariello

Documents N
Pictures
Settings

Power

. B4
& D) WG i B

00:13:59

20188 0]®Brorc
o O m P & B B & 7C Mostydoudy ~ & T Lot 3

I

" O Type here to search





image35.png
&

You have the Auto capture keyboard option turned on, This wil cause the Vrtual Machine to automaticaly capture the keyboard every tine the VM window is activated and make it unavaiable to other applicatons running on your host machine: when the keyboard s captured, al keystrokes (ncluding system ones like AIt-Tab) wil be diected to the VM.

The Virtual Machine reports that the guest OS supports mouse pointer integration. This means that you do not need to capture the mouse pointer to be able to se itin your guest 0S il mouse actions you perform when the mouse poiter i over the Virtual Machines dsplay are directy sent to the guest OS. If the mouse is curently captured, it wil be automatcally uncaptured.

Type here to search

RecycleBint

School Essential

dJ

Office

account settings

&

Sign out

Switch user
restrict login
Documents
Pictures
Settings

Power

L Type here to search

Microsoft Edge

. %
& 0 06y, [

§0115@ 0@ @ crl

= Q)

229
28/02/2022

=]

™ ' Fle Home Insert Draw Design Layout References Malings Review View Developer Help RCM
= 8 E‘"D Calbri Body) <11« A A" Aa~ | A
Paste B I Uvab x X 2 A~
v < Format Painter -
Undo Gipboard 5 Font 5 Faragraph 5
v %
noos x|
Search paused A

Headings  Pages

Word paused so you can edit your
document.

Use the arrows to continue and jump to the.
closest resul,
e —
Document
Piures
Power

O Type here o search

Normal

No Spacing

Styles

AGuoe 2T &

Title

subtitle |~

=)

= Comments

PFind ~
- Replace  pictate  Editor
T Selectv
5 edting  Voe | Edtor

Page 24 of 24

1146 words

R

B T Accessibility: Unavailable

I Focus

[ —

@

Reuse
Files

ReuseFiles

<

]

28/02/2022




