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[bookmark: _Toc150938166]1. Introduction
This report is designed to give a breakdown and overview of the malware known as ransomware, and how it differs from other common forms of viruses and cybersecurity threats. It will document what ransomware is defined as and how it works, as well as the dangers posed by it. The report will also detail how users can protect themselves from ransomware, and how to ensure their data remains safe and intact.
[bookmark: _Toc150938167]2. Defining Ransomware
[bookmark: _Toc150938168]2.1 What ransomware means
Ransomware is malware that compromises a user’s systems or data. Most malware comes in the form of viruses which infect systems by replicating themselves and corrupting a user’s systems by damaging or deleting parts of their data. The damage done by most malware is indiscriminate and irreversible, and their creation usually isn’t motivated by gain for the creator. This sets ransomware apart from other viruses, as it is designed and used explicitly to extort victims of their money. The NCSC corroborates the definition of ransomware as malware which prevents a victim from accessing their data and holds it at ransom, demanding payment from the victim to retrieve their files [1].
[bookmark: _Toc150938169]2.2 How ransomware works
Ransomware infects a system similarly to most viruses. As described by Kurt Baker [2], this infection comes in many forms; disguised in an attachment to a seemingly legitimate email (like phishing), through drive-by downloads online, or through ‘malvertising’ which uses common virus-downloading tactics like pop-ups and exploit kits to automate the infection process. Once on a system, ransomware duplicates and spreads across the system in the background infecting as many important files as possible and encrypting them, often with very secure RSA file encryption [3]. This will lock the user out of these files and render them inaccessible as they cannot be opened without the decryption key. The program will then finally prompt the actual ransom, demanding the user make a Bitcoin payment to an equivalent worth of usually around $1000 [4] in return to be sent the decryption key from the attacker’s hidden server.
[bookmark: _Toc150938170]2.3 Targets of ransomware
Ransomware can affect anybody unfortunate enough to encounter it, though the risk of infection is much higher for some than others. Irei from TechTarget notes on their website that Education is a key target for Ransomware attacks [5], and lists corporate or business environments as prime targets too, due to perceived potential for greater monetary gain for the attacker. Crowdstrike briefly describes a scenario [2] in which a company CEO’s email was replicated through a tactic known as spoofing, and was used to distribute a ransomware across the entire company by feigning an important email sent by the executive officer to its employees. This serves as a grave reminder of how quickly and stealthily ransomware can infiltrate a whole company. Due to ransomware attackers seeking profit, any unprotected financial or sensitive data of businesses would be a massive vulnerability for them to exploit. Not only are these kinds of files and data important and vital enough to entice the victim into paying a heftier ransom, but a well-profiting business may also become a routine target if they have fallen victim already and their systems are not wiped of the malicious code.
[bookmark: _Toc150938171]2.4 Ryuk ransomware
A notable ransomware is Ryuk, which has been spreading for at least the last 5 years and is noted to have originated in the year 2018 [6]. Like most ransomware, it is initially disguised as an authentic or important email to trick company executives or employees into downloading and running attachments, usually in the form of a trojan disguised as an office document. This way it can remain undetected until a victim opens the file, infecting their system with a trojan like EMOTET in order to launch Ryuk itself. Ryuk sets itself apart from most ransomware by specifically targeting victims deemed ‘high value’, in the words of Burdova from Avast [7]. These targets tend to be anything that may hold a lot of capital or data worth ransoming such as successful businesses, educational facilities, and government bodies. Ryuk attacks tend to be more methodical and organised, with criminals evaluating their targets and probing for weaknesses before launching coordinated phishing campaigns against the company. One of the earliest attacks carried out with Ryuk was against ONWASA between October 4th and 13th 2018 [8]. The organisation was still recovering from Hurricane Florence when Ryuk took the opportunity to launch after being triggered by an instance of the trojan virus EMOTET [9] roughly a week after the initial infection. Cyber security teams had been monitoring the initial trojan and did not expect the sudden initialisation of Ryuk, which goes to prove the ransomware attackers’ methodical nature and planning behind the coordinated offence. ONWASA files were encrypted, and the attackers demanded a ransom which the company refused to pay, instead deciding to rebuild their compromised system from the ground up and report the attack to the FBI. This unfortunately did not slow Ryuk, and the ransomware has only grown more prominent with Malwarebytes detailing several notable attacks from 2018 through 2021 [10] and Ryuk infections and attacks are still reported to this day.

[bookmark: _Toc150938172]3. Preventative Measures
[bookmark: _Toc150938173]3.1 Online safety etiquette
The best way to avoid infection from Ryuk or other ransomwares is to learn how to recognise a potential threat. If working in the public sector or running a business, it’s important to understand that this is a prime target for ransomware attacks and training should be provided so unsuspecting employees or executives are not caught out. This should always include awareness on the tactic of phishing; where attackers will attempt to trick their target into opening links, files, and attachments within fraudulent messages and emails. Common phrases found in phishing emails urge the reader to undertake actions such as updating their personal information, downloading unrecognised software, or following a suspicious hyperlink to a third-party website [11]. These attackers will often attempt to make this email look legitimate by using corporate or urgent language, and by spoofing or imitating a legitimate email that related to their victim, such as customer support or business inquiries. It is very important to evaluate emails to ensure they are safe and recognisable. This can be done by checking the sender’s email address and comparing it to a legitimate domain, by checking for spelling or grammatical mistakes within the email and checking if the writer uses generic terms such as “customer” or “employee” where the reader’s name or identity would normally be referenced [12]. Phishing emails will also often include suspicious links and attachments which should never be downloaded or opened, as this is the primary way that ransomwares such as Ryuk will infect a system. It should also be noted that adequate anti-virus software should be installed on any devices and browsers, as drive-by downloads can also spread ransomware effectively if a system has no barriers in place to prevent unauthorised downloads.
[bookmark: _Toc150938174]3.2 Data protection & backups 
Due to the nature of ransomware being administered by generally untrustworthy cyber-criminals, it is near impossible to reverse or recover files it encrypts. Since over 80% of ransoms paid never result in any software recovery [13], preventative measures must be taken to restore a system to working order after cyber-attacks. Backups are an essential part of data protection, and regular backups ensure that any data lost due to a ransomware attack is minimal. A common backup strategy is saving data to an external hard drive, as one can simply wipe the encrypted files and re-download the backups. This method requires the user to weigh the pros and cons of backup intervals though, as very regular backups will ensure data loss in the event of infection is a minimum but means work may put on hold by the process. However, spacing backups out can mean that data loss in an infection is more significant. Experts such as Komando argue [14] that the best threshold is for backups to be performed anywhere from daily to weekly to ensure minimal data loss in the event of a breach. Despite these measures being a good step, they are not enough to fully ensure reliable safety of one’s files or data, with many experts and users alike agreeing that multiple backups in different locations are the key to a reliable system. A common saying is that if data is not in at least 3 places it does not exist, a common consensus which happens to be included in Schofield’s laws of computing [15]. This means external cloud-based backups should be considered as an extra form of data protection, as this also protects the user’s data from being destroyed entirely if all local copies are corrupted or destroyed. However, these cloud-based forms of backups can be risky as a user must trust a third-party with their data, and if automatic backups are enabled then a ransomware infection could automatically be uploaded too. This means the safest option is to ensure cloud backups are regular but manual, and to have local copies safe as well.
[bookmark: _Toc150938175]4. Conclusion
In summary, it is clear to see that ransomware poses a massive threat to the safety of modern data systems and companies. With more variants appearing as time goes on, hypervigilance is key to avoiding data loss due to ransomware’s RSA encryption, and the best damage reduction technique is prevention. Users must be able to recognise and avoid threats online to prevent infecting their systems, and businesses especially must scrutinise suspicious emails lest they fall victim to ransomwares like Ryuk. In the event of an attack remember to never pay the ransom as the likelihood of any files being returned is slim, and it is much more effective to rely on oneself in the form of multiple kinds of regular backup strategies to restore any data encrypted by this malicious form of virus.
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