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	The basis of this report is to look at Cloud Computing and evaluate the strength and weaknesses of using it. Within this report the report author will look at what cloud computing is , the main players , costing and comparing it to using on site servers within an Enterprises environment. He will also draw comparisons with his current role and some services that could be containerised. 
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	What is Cloud Computing, in simple terms cloud computing is running a services or site on a remote machine. Currently there are 3 major players within this field Amazon with Amazon Web Services (AWS), Google with Google Cloud and Microsoft with Azure. There are also a number of smaller companies available however for this report it will focus on these 3.
Cloud computing has been around since the early days of computing around 1950, originally education and large business had a Main Frame sitting in a server room with terminals accessing the data remotely of it. Twenty years later IBM developed the operating system that would allow admins to create VM (Virtual machines) and allowed distinct computing in one environment[1].
Cloud computing relays on these companies’ servers’ farms or server warehouses, when a service is stored on their server you are using their hardware, power, and cooling. Normally the company will offer a backup solution too. 
Cloud computing also offers the ability to scale a machine / server without much downtime but with this option comes one of the downsides of Cloud computing the cost. When a server is purchased in a cloud environment.
An example of a basic Azure Virtual machine 
Based in UK West 
OS – Windows 
Hardware – 1 core, 0.75GB Ram , 20GB Ram 
VM – 1 with 730 hours run time.
Monthly cost - £12.07 see Figure in Appendix 

Adding a 32GB HDD £1.40 a month

Looking at the pricing it would cost £13.47 a month for a very basic machine, the hardware is charged per hour the option chosen was the lowest level A0 at £0.017 an hour (Note all pricing is in dollars but converted to pounds).Increasing the spec to A4 8 cores 14GB Ram 240GB temporary storage would cost  £0.59 per hour would cost £430 per month. 
If the example of a Schools Disruptions site is used. This is a site with a couple of webpages and a connection to a SQL Database running on a SQL Server. The site has 2 main parts a single page to display a list of schools and any disruptions and an Administrative Portal to allow staff to update the status for a given school. During the Spring, Summer, and Autumn there is not much traffic to the site, however when the weather turns worse during the winter Snow , Ice and frozen pipes may cause the buildings to close and demand on both sites will increase. Having the site on an Azure Virtual Machine allows developers to make changes to the hardware and increase the spec to handle the extra demand. This can also be made an automatic function depending on the load of the server. So, for one / two months an extra monthly cost is paid but the site remains up when it is most needed. Once the weather improves the spec can then be lowered again. Currently this is being used within Carmarthenshire County Council. The is an automatic job that runs that when the demand on the server reaches a set threshold the instance (hardware Spec) is automatically set to the next tier.
If this was done on one of our virtual local servers there would be a costing involved due the licencing, a change control and the server rebooted out of hours which may affect other sites running on the server. There would also be the cost of the member of staff to make these changes etc. 
One drawback with virtual machines is around GDPR, as a council we must keep our data within the EU. [2] 
If a developer was to choose Central India using the lowest level A0 it would cost £0.015/hour, over the year there would be a cost savings but a failing in GDPR policy. 
Also looking at the basic spec this maybe ok for a couple of very basic websites but it would struggle to run more demanding sites where 100`s of people access if every day.
Amazon and Google work on the same costing process of charging per hour. 
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Figure 1 Amazon Fargate AWS Windows Costing
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Description automatically generated]Figure 2Amazon Fargate AWS Linux Costing

As can be seen from the above images there is a reduction in the cost per hour depending on the Operating System used. More detailed information on Amazon`s AWS pricing can be found at Serverless Compute Engine–AWS Fargate Pricing–Amazon Web Services. 
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	Using the costing in the above chapter one of the driving forces for the cost is the operating system and the space it uses on the hard drive. Another issue for developers is different version of Framework running on machines , versions of Operating Systems and Security Software. With this in mind Docker was created in 2013. The idea is to remove the issue of ‘it works on my machine’. 
When a piece of software is written a developer may use a certain editor , an IDK or a trust version of a software engine that could be out of date. Once the software is written it needs to be sent to another team so for example they can connect the database and test all the queries are returning the correct data. However, they use a more updated version of the software engine and find that that queries do not work, the core developer is emailed, and the response is ‘Well it`s connected fine to local copy of the database and is returning what I was expecting from the queries’ , in short it works of for me. There of course could be other issues such as network rules , restrictions on accounts etc. 
Imagine a box where the code , database , database admin and networking could all be kept in and that if project needed to be sent to someone else a picture could be taken that shows how it should all be set up. 

This is what Docker is founded in 2013 it has become the de facto standard for developing cloud based software applications [3]. Docker uses containers and an image to create it. The image contains all the information needed to create the container; the container could just be a single web application running on port 80. Or it could be a little more complex such a Web Server , Web service , Data base , Data Base Admin software and the network to allow them to talk to each other. 
Figure 3 Docker Container
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As can be seen from the image above there are a number of ports open which in an enterprise environment would need to open on a firewall and may be in use by other applications. Rules would also need to be created to allow the different parts to talk to each other. Inside a docker container it creates a virtual environment and a virtual network. 
  postgres:
    image: postgres:latest
    restart: always
    ports:
      - "5432:5432"
    environment:
      POSTGRES_USER: "docker"
      POSTGRES_PASSWORD: "password"
      POSTGRES_DB: "sales"
    networks: 
      - dbnetwork
    volumes:
      - ./postgres-data:/var/lib/postgresql/
Figure 4 Docker part of image file
The image above shows part of the image file , this section deals with creating the postgres database. Starting at the top a name is given next the image that is needed and version, using the latest means a developer is always using the latest version. Restart is used so that if the container is restarted then so is the database. 
Below this is the more technical aspect of the configuration file. 
Ports – the first one is the internal port and the second is the external port to be used.
Environment – Here the username , password and database is set , if the database does not exist then it is created. 
Networks – the name of the network to be used. This network is configured at the bottom of the script , however the configuration is just a name no other configuration is needed however as with any virtual machine the network can be configured in many different ways , these can include a bridge network , macvlan and ipvlan. [4]
Volumes – is where the data willed be saved. 

Even though the database is created , a tool such Adminer on PgAdmin will be needed to configure the tables etc. Also even though the image creates the database and the data is persistent in this container the image will not copy the data. However the path is supplied and the data can be copied from there. 

Using a version control software like GitHub a developer can sent a link to anyone, anywhere and on any machine and once they build the container using the image file and import any missing data in to the database then the application should run the same as it would have on the developers machine. Therefor removing the age old issue of ‘ It works on my machine.’ 
Multiple database can be created so the developer can use a test database for development and then pass the application to the database team that will build the live version and using testing make sure the application works as expected. 
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	Currently the software language of choice within Carmarthenshire County Council is .Net and SQL Servers to hold all our data. There have been times where a developer’s laptop has been upgraded and when an application is published to IIS to be hosted it no longer works as the version of .Net framework is different on the server. Docker has never been considered in this approach however after reading a short article on the subject [5] it could be possible to run an application within docker further research would be needed to see if DNS entries can still be used to access application as they currently do. Most of the servers we currently use are virtualised and there are a small number of physical servers left in the environment. The team did try using a virtual server in the Azure environment, but the costing of the server out weighted the usage it was getting. The idea was that if there was a high demand on the applications being run the spec could be increased by someone in the team and it would result in in no downtime for the site. 

Developing an application using node.js application and running it within a Docker Container has been a learning curve. 
Node.Js Application
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Using the above diagram, the sever.js controls the routes of any requests sent to certain pages. An example is of a shop page.
The link on another page is <a href=”./shop”>Online store</a>, this is not a normal link but it invokes routing with is controlled by the server.js which is always running in the background. 
The server is listening on port 1449 however as mentioned in the above section on Docker it has an internal and external port. 1449 is  the internal port and port 80 is the external one. 
When the server detects a request for ‘shop’ a function is run to do whatever is needed to display a certain data set to the page.
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The function uses async / promise to get a request from service.js. Using this method different requests could be sent to different service.js files. Service.js is a name just used for demo purposes, but it could be renamed to service_shop.js and could handle all requests for the shop. With this method it is easier to break down a project into individual parts so other team members could work on it. 
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The service.js is also listen on a certain port this time 1339 and when products is sent to it runs a function called SelectAll which again is sitting in a separate file called products, in the main diagram above this is referred to as database.js. Within the products.js the function SelectAll controls the query to the database to return all the products for sale and returns an object (res on line 24). 
This object is then passed back to the server.js via the service.js script. Server.js then creates a new object that in the above case is passed to a template called shop. Shop is an ejs file and using the object a table is created to display all the products. 
With this method multiple team members can be working on different parts of the project at the same time. If each team know what input, they need and what the output will be expected. In this case the front-end team needed the Product name, cost and description. However, the developer working on the products.js file is aware that somewhere down the line the product ID will also be needed so it`s returned in the query and passed to the object on the front end. 
In essence the server.js controls the flow of data from the webpage passing the request down the line to a service.js file that in turn passes to another file to get data. It`s all passed back in the function back to the server.js which then controls where it needs to go, a view or to a template. 
To keep things, clean another service.js could be created to control the shopping cart but could use the same template to display it`s results. The idea would be to keep certain functions of an application modular to different teams could be working on a project in parallel using a local version of Docker and a database seeding script for testing. 


[bookmark: _Toc123813445]eCommerce Application.
	
	The original site for assignment 1 was used as the bedrock for this this assignment. The link for the on-line store has been routed to a node.js sever application that then connects to a service to pull back the records from a postgres database. The results are then passed back via an object to an Embedded JavaScript Template ejs file EJS -- Embedded JavaScript templates. Within this template a table is created using a foreach loop to display each product record. One of the fields is used to use the data-id function which passes the product Id. 
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Figure 5 add to cart code
The above code is from the server.js and is Axios (Getting Started | Axios Docs (axios-http.com)) which is a promise-based client for node.js. It calls a service and pass the product ID to it. The service then calls a function where the query is run to add the item to the shop cart table. With the query a static customer ID is used as currently there is no function for a customer to login however if added then this could be added as a parameter and passed to the query. Once the item is added another query is run to bring back all the items in the table and then passed to an object which is displayed on the template basket. This is the same as the shop template so the same template could be used however to shop that multiple templates can be used this approach was used.
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You Tube link - https://youtu.be/ZtWbv9nSkIM
Git Hub - https://github.com/JulianMMilligan/ACCA6024_Assignemt_2.git
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Figure 6 Azure Pricing

image3.png
a7

i server.get('/shop’ , async (req , res) => {
try{

let containerName - “webservice”;
let response - await Axios.get(htty

i res.render('shop’ , {products: response.data});
}
catch(error)
{

console. log(error);
res. status (403). send({};





image4.png
service.get(/products’ , async (req , res) => {
await products.Selectall(res);

H




image5.png
server.get("/addToCart/:id" , async (req , res) => {

try{
let containerName - "webservice”
let response - await Axios.get("http://${containerNane}:1339/toCart/${req.parans.id}" );
res.render(‘basket’ , {sales: response.data});

}
catch(error)
{
console. log(error);
res. status(403).end();
¥

n




image6.png
Region: Operating system: e Ter:

UK West v Windows v (Os only) v Basic v
category: Instance seres INSTANCE:
Al v Al v £ AC: 1 Cores, 0.75 GB RAM, 20 GB temporary storage, US$0.020/hour
Virtual machines
1] x 730 | Hours v

Savings options

Explore pricing models to help optimise your Azure costs.

Compute (A0) 05 (Windows)

1 year savings plan option is not © Licence included

available for your instance selection. O Azure Hybrid Benefit

3 year savings plan option is not
available for your instance selection.

1-year reserved option is not available
for your instance selection.

3-year reserved option is not available

for your instance selection.

Pay as you go
1 year savings plan
3 year savings plan
1 year reserved
3 year reserved

Us$14.60 Us$0.00
Average per month Average per month ‘Average per month
(US$0.00 charged upfront) (USS0.00 charged upfront) (US50.00 charged upfront)

= US$14.60




image1.png
ux/X86  Linux /ARM

Region:  Europe (London) *

per vCPU per hour
05 license fee - per vCPU per hour

per GB per hour

Price
$0.10523
$0.046

$0.01155




image2.png
Linux /ARM  Windows/X86

Europe (London) ¢

Price
per vCPU per hour $0.04656

per GB per hour $0.00511




