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The foremost issue in project management is that of risk management; there are a number of risks factors that threaten to impact the progression or resultant quality of any project, so it is important to identify these risks and put in appropriate, feasible controls for these factors.
According to Boehm (1) the top 10 risk items for a project are as follows:
· Personnel shortfalls
· Unrealistic Schedules/budgets
· Developing the wrong functions and properties
· Developing the wrong user interface 
· Gold-Plating
· Continuing stream of requirements changes
· Shortfalls in externally furnished components
· Shortfalls in externally performed tasks
· Real-time performance shortfalls
· Straining computer-science capabilities
These risks are common in the industry and this project will also be subject to a number of these risks.
The primary concern for this project is that of personnel shortfalls – the project team is small and has limited time that can be dedicated to the project due to other commitments, as such it is important to ensure that the project schedule is achievable for all team members. 
In order to avoid developing the wrong functionality, the projects outcome was well planned before being agreed upon as a specification for the project. This is further ensured by the nature of the project being to produce a prototype; prospective clients will be co-operated with to ensure further implementation projects also develop what is necessary.
There is a major risk presented by real time performance for this project; the project centres on the idea of a mobile wireless network in order to provide assistance during emergencies. The actual performance of such a network could be poor, so it is important that significant simulations and on-site tests are carried out to ensure that the performance is to an acceptable level. This testing will be difficult as compensating for the many different environments, and high usage in such conditions, will be challenging and simulations may not be entirely indicative of real-world application.
In order to properly evaluate risks to the project, the risks impact and probability should be estimated; using these the severity of risks can be determined by use of a probability impact matrix which will indicate whether the risk is a tolerable one.
To calculate the probability level of a risk, levels must be established and each risk evaluated against the ranges of the levels. For this project the probability levels will be set at:
High probability: Greater than 50% chance of occurring
Significant probability: 25 – 50% chance of occurring 
Moderate probability: 10 – 24% chance of occurring
Low probability: Less than 10% chance of occurring

The same must be done for the impact levels of a risk; for this project the impact levels will be set at:
High impact: Greater than 25% over budget
Significant impact: No greater than 25% over budget
Moderate impact: No greater than 15% over budget
Low impact: No greater than 5% over budget

One of the major risks of the project is that of personnel shortfalls causing project delays and/or missed opportunity. Without ensuring with each member of the team that their project goals are achievable within the time allocated to them, probability of this risk becoming a problem would be significant. Whilst it is difficult to estimate the impact of delays, it is reasonable to assume that the product has the potential to go significantly over budget. 
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Therefore when plotted on the matrix (as seen above), its easy to see that this risk is unacceptable as it is above the tolerance line for this project. However through proper planning of working times and division of labour, the probability of personnel shortfalls decreases to a low/moderate level. This decrease in probability ultimately means that with the control method of proper planning in place, the risk of personnel shortages becomes a tolerable one (as seen below).
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[bookmark: _Toc536043546]Ethical/Legal Practices
Throughout the project it is of utmost importance that the project team adhere to good codes of practice; working both effectively and ethically.
The project members, as professionals in IT disciplines, are subject to the British Computer Society’s code of conduct (2) which outlines an array of professional standards to which its members must adhere. Members should work with integrity, ensuring that their work complies with all applicable legislations and avoid negligent/malicious behaviour.
Project members also must accept responsibility and ownership of the project; they should endeavour to work in accordance to requirements of relevant authorities and treat confidential information as such.
All projects currently must consider the potential implications of political issues, foremost of all being Brexit. Fortunately the BCS have produced a document (3) detailing considerations and concerns regarding planning projects in the lieu of the potential outcomes of Brexit.
The document stresses that the UK’s data laws have been replaced by the EU driven General Data Protection Regulations (GDPR), and whilst the UK may no longer be a member of the EU, UK companies will still need to comply with GDPR if they hold data of European citizens. The BCS want to see the UK become a leader in data protection, with equivalence to that of the EU being a minimum goal. 
Bearing this stance in mind, it remains very important to consider the safety of data regarding this project; the API will store data on users for aid in recovery operations. In order to increase the security and ease of use of the resultant implementations of the API, the plan is to accommodate 3rd party authentication for users. Examples of this would be Facebook authentication and Google/Apple Id’s. 
Through usage of 3rd party authentication, the project will not be accountable for personal user data; the responsibility will fall to large organisations that invest highly in security and are well known and respected.
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As with all projects it is important to consider sustainability issues in relation to this project. The ultimate aim for this project is to prototype a mobile wireless network situated within a truck; this concept alone puts a great emphasis on the importance of this consideration.
Procuring the hardware and vehicle will have negative sustainability effects due to the raw material gathering, refining, production and shipping impacts, whilst in-process there are also detrimental effects in the fuel and energy required to run both the vehicle and the hardware. These are primarily first order sustainability impacts, however the in-process effects could be termed second order impacts as these are sustainability issues that are arising in response to the projects aim of reducing the harm and loss of life from disasters.
These detriments however will be offset somewhat by the resources saved during rescue operations following such disasters; through better co-ordination and eased logistics there will be a positive second order impact through more efficient usage and distribution of fuel, energy and emergency supplies. 
Provided successful integration of this project in a large number of at risk areas, there is a likelihood of seeing a positive third order benefit from adoption of recovery strategies that fully utilise the increased communications and co-ordination provided by such a system. Such strategies would lead to long term resource efficiency increases.
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All projects should be subject to quality assurance tests to ensure that the product being provided is indeed a quality product; it is important that a product not only work, it should meet appropriate quality standards. 
There are a number of qualities that must be assessed for effective quality assurance, these qualities and the tests undertaken regarding them are as follows.
[bookmark: _Toc536043549]Functionality 
The functionality of the product is of utmost importance being the primary concern of end users, as such it is key that this be tested.
Prospective clients and partner companies will be sent a questionnaire prior to finalisation of a prototype in order to ascertain the importance of potential functions/features of the API; the clients will provide feedback on a must-have, should-have, would-like-to-have basis and irrelevant basis.
Upon completion of a prototype, following a demonstration/communication another questionnaire will be provided seeking feedback on the quality of the functionality and seeking feedback on what needs to be addressed in the prototype refinement stages.
The functionality of the product overall will ultimately be tested in simulations using focus groups, in conjunction with partners and local authorities. The overall recovery time of focus groups using the product should at least equal that of control groups performing the same simulation without the product.
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The reliability of the product will be tested to ensure that whilst in use, there will be no problems to users. The efficiency of the product is related to its reliability for the following tests; the tests ensure that the product runs to an efficient standard but do so reliably. The targets to be tested against are:
· During prototype testing, the network should accommodate 500 concurrent connections whilst maintaining the standards of the following tests.
· The network should support a minimum range of 50 meters whilst testing under both normal and adverse conditions such as dense or dusty environments and bad weather.
· Network users should receive a minimum data rate of 500kbps at all times whilst connected.
These targets will ensure that the networked solution will support reliable, efficient usage under all predictable use cases.
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The usability of the product will be tested and proven by partner companies;
The API produced will be utilised by partner companies, the partner companies should require less than 5 hours support when implementing systems using the API.
During prototype stages, the networking solution will be tested by a focus group to ensure that connecting to and using the network does not pose any problems. The focus group will be provided a questionnaire regarding the ease of use and understandability of the networking solution; the results of this questionnaire should indicate a minimum average of 80% positive responses.
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The maintainability of the product is of key importance; the product is intended to be a long-term solution for clients and as such changes and updates are inevitable.
The maintainability of the hardware will be measured by simulating a situation where hardware requires maintenance, however a network engineer unfamiliar with the system carries out the maintenance using only the documentation. The maintenance test must be completed within 1 hour, times exceeding this demonstrate a lack of proper documentation.
The maintainability of the software will be measured in a similar fashion; a software engineer unfamiliar with the code will be asked to perform a simple change to the API using only the documentation. The change must be carried out within 1 hour, times exceeding this demonstrate a lack of proper documentation.
The API will also undergo regular code reviews throughout development to ensure that code produced is not only effective but is also maintainable to any software engineer.
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The portability of the project is one that is of utmost importance as portability is integral to the aim of the project itself. The network itself is intended to be mobile, and as such should not be restricted to any single location – when performing the reliability and efficiency tests, the portability of the network will be tested.
Another test of portability for the network will be the timing of network engineers physically relocating the hardware from one situ to another as this may be an eventuality; this should be able to be carried out within half a day.
The concept of the API is that it is decoupled from implementations and as such portable by its very nature. The portability of the API will be tested through feedback questionnaires from partner companies that create implementations for the project. This feedback must indicate a high level of satisfaction in partner companies, if this is failed then further work will be required to ensure that the API is as easy to work with, regardless of environment, as possible.
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