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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about Managing Wireless LANs, which is an essential factor in successfully operating a network. Apply your understanding and knowledge from what you learnt in the lecture about the topic and the previous lectures to do the following tasks: 


Task 1:

Use your lecture notes and/or the Internet to answer the questions.


1. What are the benefits of wireless LANs


2. State the ranges that the following wireless networks can operate it:
a. WPAN
b. LAN
c. WWAN
d. Bluetooth
e. Wi-fi
f. WiMax
g. Cellular broadband
h. Satellite broadband


3. Do a comparison of WLANs and LANs

4. Explain the association parameters for 802.11 wireless networks

5. What is the difference between passive mode and active mode?

6. Explain three frequency channels used in wireless networks for 802.11

7. Why should you do a plan for a WLAN before deploying it?

8. Discuss why security measures are necessary for WLAN. State some common security threats for this kind of network.

9. What is some key authentication methods used to protect a WLAN or Wi-Fi network?

10. What are some key considerations before configuring a wireless router?

11. Why do you think it is necessary to back up your router configuration?

12. What are the three main troubleshooting approaches?

13. Discuss how to defend against wireless networks attack


Part 2: (this will require you to do some research)

14. Research and make a list of tools that can be used to detect wireless interferences cause by other networks or devices in range.
15. You are employed by a company to manage their wireless networks.  Do a research on various challenged that the Wireless network may encountered and report to your director about these challenges and what measures can put in place to manage these networks.
16. The wireless network interfaces with the company wired network explain to your manager if the wireless network poses any risk to the wired network. What will happen if not manage properly or measures put in place to manage them.  Justify your explanation with credible sources
17. Is there any differences in the way WLANs (IEEE 802.11 and Cellular networks (GSM, UMTS, GPRS, ITE etc.) should be managed? You may need to think of their authentication process; do they use the same kind of authentication process?
18. Are there any differences with Wireless Intrusion Detections System (WIDS) and Wireless Intrusion Prevention System (WIPS)? Compare them.
19. What need to be done to ensure staff is aware of the risk associate with abusing the use of the wireless networks.
20. Do you think wireless networks will phase out wired networks in the future? Justify your answers.
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