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[bookmark: _Toc116582508][bookmark: _Toc121402682]Abstract
Global Navigation Satellite Systems (GNSS) have many civilian and military applications. Military GNSS receivers are used both for platform navigation and weapon targeting purposes. Electronic attack by way of jamming or spoofing has the potential to disrupt, deny or deceive GNSS receivers which can degrade military capabilities. There are types of spoofing attack which can be effective against military receivers, but these require substantial effort and resources to be successful due to the encrypted channels that military GNSS receivers operate on. Militaries are conscious of the challenges faced with regards to degraded environments in operations, and solutions are being developed to improve the robustness and reliability of GNSS receivers. 
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1. [bookmark: _Toc121402685]Introduction
GNSS refers to the use of satellite constellations for positioning and timing purposes. The Global Positioning System (GPS) was first launched in 1978 by the US for solely military use and in the 1990s it was rolled out for civilian applications. Since its introduction, several other GNSS constellations have been launched by other Nation States (e.g. Galileo, GLONASS and Beidou). Many modern military platforms and weapon systems rely upon GNSS for successful mission planning and execution. If positioning or timing data was to be denied or falsified to military receivers, the consequences could be severe. This report will cover the concepts of GNSS and in turn the natural vulnerabilities present to jamming and spoofing attempts. Military applications will be outlined and the mitigations implemented to reduce the risk of jamming and spoofing during operations.
2. [bookmark: _Toc121402686]Concepts
GNSS consists of three Segments: Space, Control, and User Segments. The Space Segment comprises numerous satellites that orbit the earth at various distances (e.g. GPS orbits at medium-earth orbit, which is approximately 20,200 km [1]) and operates in the radio wave L-band range (approx. 1-2 MHz). 
GPS uses L1, L2, and L5 band frequencies (1575.42 MHz, 1227.60 MHz, 1176.45 MHz, respectively [2]). The L1 band is the primary band used for navigation purposes and contains several ranging codes used for civilian and military applications. The Carrier Acquisition (C/A) code is an open code which operates on L1, L2, and L5 bands, and it is used for civil purposes. The P(Y) code (which operates on L1 and L2 frequencies) is an encrypted precision signal which is used by militaries and can be switched to the Y code for anti-spoofing purposes [2]. The more modern M-code is also used for military applications and is also encrypted. The M-code, which like the P(Y) code, operates on both L1 and L2 frequencies, is more robust than the P(Y) code as it provides better jamming protection through higher transmission power. 
The number of satellites varies for each GNSS constellation. However, typically, at least 24 satellites are in orbit at any one time (IRNSS uses seven satellites [3], and QZSS uses four satellites but integrates with GPS satellites for more stable and accurate positioning [4]). The GPS.gov website [1] provides information on the arrangement of GPS satellites. The satellites are arranged into six equidistanced planes around the earth, and within each plane there are four baseline positions occupied by satellites (as seen in Figure 2). The 24-slot arrangement means that four satellites should be in view in any location on earth at all times. GPS has recently expanded its constellation by repositioning six satellites to allow for 27 baseline satellites.
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[bookmark: _Toc121402691]Figure 1 - GPS satellite constellation [1]
The Control Segment comprises a network of ground stations that track satellite positions, send and receive transmissions to/from the satellites, and perform other analyses on the constellation. These facilities are located worldwide, so all satellites within the constellation can be controlled 24/7.
Lastly, the User Segment encompasses GNSS receivers that collect and process data on positioning, velocity and time (PVT) from the satellites in view. The signal propagation can be calculated for the satellites by calculating the time it takes to receive a signal from a given satellite using the satellite's atomic clock and the receiver's local time. When signals are received from three or more satellites, as in Figure 3, this enables the user's position to be accurately determined. This concept is called multilateration.
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[bookmark: _Toc121402692]Figure 2 - Satellite multilateration acquiring a user's position on earth [5]
3. 
4. [bookmark: _Toc121402687]Applications
There are two broad applications of GNSS: civil and military. The civil applications include aviation/road/rail/maritime navigation, location-based services, mapping and surveying, scientific research, and applications requiring precise time referencing (e.g. banking). Militaries have access to more precise positioning codes which are encrypted to prevent undesirable user access.
Many military navigation uses are similar to those for civilian use, but units rely on secure and accurate positioning during military operations for safe and successful execution. For example, the Defence Advanced GPS Receiver (DAGR), seen in Figure 4, operates on both C/A and P(Y) codes in L1 and L2 frequencies, and it has a positional accuracy of <2.4 m. In addition, it has a 12-channel signal processor, which allows it to acquire and track multiple GPS signals to remain connected [6].
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[bookmark: _Toc121402693]Figure 3 - DAGR device used for navigation [6]
Another military use of GPS is in guided weapons. NavFireTM [7], NavStormTM [8], and NavStrikeTM [9] receivers, developed by BAE Systems, are examples of this. They are hardened against very high g-forces to be placed in different-sized munitions, from artillery shells to missiles. These types of GPS receivers replaced laser-guided munitions as they provided multiple benefits. For instance, GPS guided weapons are “fire-and-forget” and can self-navigate towards a pre-designated target. Laser-guided weapons, on the other hand, require a laser designator to stay on the target to keep the weapon locked on. GPS guidance also has improved performance in adverse weather conditions compared to laser guidance giving increased reliance to the operator.
GPS is also used on board military platforms (i.e. ships, aircraft, and land vehicles) for navigation and target designation purposes. As previously stated, the navigation applications of GPS in this setting are similar to civilian uses, but they operate on encrypted channels to provide more robustness in degraded environments. Target designation can be provided via command and control to a weapon launcher. This would map a reference location for the weapon’s GPS to use to navigate to the general area of the target. Some weapons may continue using the GPS reference location during the terminal phase of their flight, but some other will have a different sensor that they switch to during the terminal phase (e.g. radar, infrared, or optical – to name a few). Often military platforms such as ships and aircraft have a suite of sensors to rely upon to provide a clearer picture of the battlefield, and although they may require all sensors to provide the best overall picture, having multiple sensors provides some redundancy against successful electronic attacks which may only target one area of the electromagnetic spectrum.

5. [bookmark: _Toc121402688]Spoofing
Electronic attacks on GNSS signals can be achieved either through spoofing or jamming (diagram given in Figure 4). Jamming uses hardware that creates a strong signal at the same frequencies as GNSS transmissions. The receiver is not able to distinguish between the noise being generated by the jammer and the satellite signals and so cannot figure out its position. Spoofing involves the use of a fake signals being exposed to the receiver. The receiver mistakes this signal for the real satellite transmission and results in a false position or time being reported by the receiver.
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[bookmark: _Toc121402694]Figure 4 - Diagram of a spoofing attack (left) vs. a jamming attack (right) [10]
Wu et al. [10] present a taxonomy of spoofing strategies which fall under four main categories: replay, forgery, estimation and advanced spoofing attacks. A replay attack involves the received signals being delayed to the receiver. Varma and Upadhyay [11] suggest a type of replay attack that is feasible against military GPS. In this “selective-delay” attack, hostile actors capture and relay genuine signals from the surrounding satellites using high-gain directional antennas and broadband transceivers which would delay the signals from reaching the receiver. The signals could also be amplified or attenuated to distort the position and time data received. This form of attack would not require any knowledge of the encrypted messages being transmitted by the satellite and due to the delay in the messaging, a false position would be reported.
A forgery spoofing attack generally consists of three modules: a satellite signal receiver to receive the genuine transmissions; a signal spoofing generator; and a transmitter to broadcast the fake signal to the target receiver [10]. This system captures the genuine satellite messages and can either generate its own satellite signals to create a spoofed position, or some more advanced systems are able to analyse the real signals as they are received and more closely resemble the real satellite data. The latter method has increased success rate as more advanced receivers may be able to identify anomalies in the received signals. This type of spoofing attack would be less successful against military GPS receivers as the spoofer would be required to unencrypt the real satellite message to create a spoofed signal that would be accepted by the target receiver. 
Another method of spoofing attack is an estimation attack. This method is aimed at receivers using encrypted satellite signals, which therefore has more relevance to military GPS applications. This attack involves the spoofer carefully analysing encrypted satellite messages to then estimate the security code that will be used when the fake signal will be transmitted. Additionally, the spoofed signals will be delayed by the time they reach the receiver, which can allow some anti-spoofing methods to detect the attack.
There have been two widely reported cases of spoofing on civilian GNSS in recent years. In June 2017, at least 20 ships in the Black Sea fell victim to a spoofing attack, where the vessels were incorrectly positioned 32 kilometres inland at Gelendzhik Airport [12]. A more sophisticated attack occurred in Shanghai in July 2018, where a hostile actor relocated the GNSS positioning of multiple ships to form a circle around a nearby chemical manufacturing plant. This attack was reported to have happened on thousands of occasions between 2018 and 2019, and although the perpetrator was not found, some researchers believe it could have either been organised crime groups or the Chinese state testing a new method of electronic attack [13] [14].
These attacks can have adverse consequences in commercial shipping and during military operations. For example, where some stretches of water are off-limits to ships flying the flags of certain nations, a spoofed GPS location could lead to a vessel crossing into illegal waters. For commercial shipping – where time and profits are of great importance – companies may be inclined to plot routes very close to these locations. In times of military tension, a ship crossing into the wrong territory could be interpreted as an act of aggression and could lead to military escalation.
One method employed for countering spoofing attacks involves cryptography. Cryptography is a secure communication technique that allows only the intended recipient of a message to view its contents. For GNSS security, there are three ways in which it can be applied which vary in complexity and cost but offer additional security [15]. Data message authentication involves adding digital signatures in the satellite signals. This can protect users from forgery spoofing attacks, but spoofing may still be possible through artificial delay.
Public and private spreading code authentication are the other two anti-spoofing methods involving cryptography. Both involve the GNSS receiver holding secured samples of the GNSS signals on its system. Once it receives signals from the satellites, it can than authenticate the messages using the authentication keys it has stored. The public spreading code authentication can have delays due to the slow data transfer rates of the GNSS signals. The Private spreading code authentication is provided in advance to the receiver so that it can be verified instantly. This method does require additional security to be implemented on the receiver side to ensure that the private key cannot be viewed or tampered with.
Another anti-spoofing method is for a GNSS receiver to directly track the encrypted satellite code using a Selective Availability Anti-Spoofing Module (SAASM). These modules use a decryption key to track the Y-code satellite signals which allows the receiver to discriminate between genuine and fake messages. Novatel [16] wrote an article on SAASM which provides a useful insight into why spoofing attacks on military GPS receivers is so difficult to acheive. “This encrypted binary code changes 10.23 million times per second, and the Y-code does not repeat over the course of an entire week (in other words, a unique sequence of 6.18 trillion 1s and 0s per satellite per week).” The distribution of SAASMs are tightly controlled by the US Depart of Defence, and they are also designed to be tamper-proof in the event that adversaries are able to acquire one. This prevents them from being reverse engineered. The US government has mandated that any military GPS receiver has to be equipped with one of these modules as this provides confidence and coherence for navigation and target designation between all receivers and platforms.
Moreover, there are other hardware-based anti-spoofing methods available for GPS receivers. For instance, antenna arrays can determine the direction of incoming satellite signals (as seen in Figure 5). It is assumed that signals coming from a satellite constellation will be received at different angles, whereas a spoofed signal would likely only be received from one direction – that of the spoofer. The receiver would then ignore data that is inconsistent with the expected parameters.
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[bookmark: _Toc121402695]Figure 5 - Diagram of antenna array spoofing detection method
Furthermore, GPS receivers can be combined with intertial navigation systems (INS) to verify their position. INS uses various sensors to calculate the position, orientation and vector of an object without the need for other references. These systems are not as accurate as GNSS, but they cannot be spoofed or jammed as they rely on the earth’s gravitational field to acquire their position.
The solutions that have been detailed above are more effective against some types of spoofing attack than others. By only adopting one of these anti-spoofing methods, there is still a possibility that the GPS receiver in question may be susceptible to other forms of spoofing or jamming attack. Therefore, it is important to adopt a layered security approach in the design of military GPS receivers. For instance, BAE’s SABR-M receiver [17] can operate over Y-code or M-code. It has compatibility for up to seven antennas which can be used to determine signal location (the same concept seen in Figure 5). It has 32 channel capacity to track the strongest GPS signals. Finally, it has a SAASM to provide additional confidence of the satellite signals it receives. Altogether, this receiver is very secure against many forms of spoofing and jamming attacks thanks to the layered security approach implemented.
Finally, it is worth noting that spoofing attacks and anti-spoofing methods will continue to evolve with technological advancements, as there is an advantage to be had on the battlefield for whoever can retain reliable GNSS positioning whilst denying their adversaries. For example, AI and quantum computing could give rise to new methods of attack or improve the effectiveness of existing methods. estimation-based spoofing methods may become more effective with shorter computing times.

6. [bookmark: _Toc121402689]Conclusion
GNSS is a vital capability for many military platforms and weapon systems which are required for successful execution of operations. Replay and estimation attacks are the most viable spoofing threats against military GNSS receivers, however, both methods are complex to carry out with existing technology. Military GNSS receivers contain multiple anti-spoofing and anti-jamming capabilities which provide a layered defence architecture. However, new protection methods will be required in the future as novel technologies are exploited. 
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