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Critically evaluate policing strategies, tools and responses to cybercrime, focusing on digital forensics, threat intelligence and public – private partnerships. Define the relevant areas of cybercrime (e.g. ransomware, data breaches and cyber enabled fraud), and the criteria you will use to determine effectiveness. Assess how effectively current tools address those areas, identifying any systemic barriers. Consider and propose any innovative, evidence based measures to improve effectiveness in combatting cybercrime.
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1. Introduction
Cybersecurity represents a critical and continually evolving political, economic, and societal challenge on a global scale (Batrachenko et al, 2024). The proliferation of cybercrime is closely linked to the globalization of the information landscape and the rapid advancement of digital technologies. The frequency and sophistication of illicit activities frequently outstrip the development of effective defensive measures, resulting in a persistent capability gap. Cyber-enabled offences are marked by their speed, low operational cost, and transnational scope, often transcending legal and jurisdictional boundaries. Furthermore, the inherent complexity and anonymity of such activities are intensified by the fragility and easily manipulable nature of digital evidence (ibid.).
According to NCSC (2023), recent analysis highlights the evolving threat of ransomware within the wider cybercrime landscape, emphasising its links to data breaches and cyber-enabled fraud. The UK remains a high-value target for hostile actors seeking financial gain, sensitive information, and opportunities for disruption. Ransomware attacks continue to grow in scale and impact, frequently involving the theft and exposure of confidential data. At the same time, cyber-enabled fraud, such as phishing, business email compromise, and online scams continues to rise, often serving as an entry point or complementary method for extortion (ibid.).
Law-enforcement agencies face mounting difficulties as they confront the growing complexities of cybercrime and the rapid evolution of criminal networks (Purnamawati et al, 2025). These challenges are intensified by outdated legal frameworks, technological lag, insufficient specialist training, and fragmented international cooperation. Together, these structural weaknesses expose significant inadequacies in current legal and technological infrastructures, limiting agencies’ capacity to investigate, attribute, and disrupt digital offences effectively. Ultimately, these shortcomings underscore a broader institutional failure: public authorities remain unable to match the speed, adaptability, and innovation of contemporary cyber adversaries who continuously refine their methods (ibid.).
This report aims to critically evaluate policing strategies, tools, and responses to cybercrime –focusing on digital forensics, threat intelligence, and public-private partnerships, by defining key cybercrimes, assessing effectiveness against clear criteria, identifying systemic barriers, and proposing evidence-based improvements to strengthen cyber policing outcomes. To evaluate the effectiveness of contemporary policing responses, the report adopts criteria encompassing investigative capability, the timeliness and accuracy of attribution, prevention and disruption impact, interoperability and information-sharing, adaptability to emerging threats, and adherence to legal and ethical standards.														
2. Defining the Scope of Cybercrime 
Modern cybercrime is described as a “borderless” phenomenon in which data functions as the “lifeblood of modern criminality,” according to Europol (2019). The scope of these threats has expanded significantly as criminals exploit encryption, anonymisation, and emerging technologies like drones to target critical infrastructure and conceal terrorist plots. Because these offenses increasingly thrive in the shadows, officials stress that combating cybercrime now depends on securing lawful access to data (ibid.) This emphasises the growing difficulty of responding effectively to such crimes. 	
Building on these wider challenges, ransomware has evolved into a “Ransomware as a Service” ecosystem in which Organised Criminal Groups (OCGs) deploy encryption and data-leak extortion to maximise financial gain as noted by NCSC (2023). This increasingly sophisticated supply chain exposes victims to reputational harm and potential regulatory penalties. In response, the National Crime Agency and the NCSC stress that confronting such threats depends on organisational resilience, urging firms to adopt defensive measures capable of disrupting the majority of attacks (ibid.). This highlights how increasingly complex criminal models which demand equally adaptive security strategies.
 Extending these concerns about increasingly adaptive cyber-threats, Barczentewicz (2025) highlights the growing danger of “consent-phishing,” in which third parties illicitly exfiltrate sensitive data such as private messages and credentials. The scholar cautions that, proposed guidelines may unintentionally allow “foreign-enemy-state actors” and criminals to access EU data by falsely presenting themselves as local entities. Policing becomes even more difficult as data flows across borders to non-EU actors, where enforcement is limited; prevention therefore becomes essential, since post-hoc policing is largely ineffective once data is stolen (ibid.). This reinforces the argument that regulatory safeguards must evolve as quickly as the threats they aim to address.
Continuing this pattern of digitally amplified threats, McGuire, and Dowling (2013) emphasise, how cyber-enabled crimes expand traditional fraud by exploiting digital platforms through phishing, identity theft, and social-engineering techniques that manipulate user trust. These financially driven offenses create major policing difficulties, from overwhelming reporting volumes to cross-border jurisdictional barriers, often necessitating centralised recording systems such as Action Fraud. Because their scale and anonymity diverge sharply from offline fraud, they impose distinct investigative demands requiring specialised tools for effective assessment (ibid). This further illustrates how digital environments fundamentally reshape both criminal behaviour and investigative capacity.
3. Evaluation Criteria and Conceptual Framework 
It is essential to evaluate defined criteria when assessing cyber-policing strategies, as these directly shape investigative outcomes in digital environments. Drawing on Casey’s analysis of digital investigations, investigative effectiveness emerges as a core criterion, since successful cybercrime enforcement depends on the ability to identify, preserve, and analyse digital evidence that can reliably link offenders to criminal activity and withstand judicial scrutiny. Timeliness and scalability are equally critical, given the volatile nature of digital evidence and the vast data volumes involved, which require rapid and systematic processing to prevent evidential loss (Casey, 2011). Furthermore, cross-jurisdictional collaboration is indispensable, as cybercrime frequently transcends national boundaries, necessitating coordinated international cooperation to identify suspects and support prosecutions (ibid.).
These investigative criteria align closely with broader governance considerations highlighted by Ngobeni and Nkongolo (2025: 1, 14), who argue that integrating public participation with technical expertise enhances preventive capacity by mitigating sophisticated vulnerabilities and strengthening policy resilience against evolving threats. Addressing cost-effectiveness and resource constraints, the authors emphasise the importance of “feasible” frameworks that support small and medium-sized enterprises (SMEs) through capacity building and skills development, ensuring strategies remain practical rather than purely theoretical. Finally, legal and ethical considerations are central to effective cyber governance; protecting digital rights, privacy, and data sovereignty - exemplified by regulatory frameworks such as the General Data Protection Regulation (GDPR). These are essential for maintaining public trust and ensuring ethical compliance within national security and cyber-policing strategies (ibid.: 10-13).
4. Digital Forensics: Tools, Capabilities and Limitations 
Capabilities 
Building on the need for effective, timely, and ethically grounded cyber-policing strategies, digital forensics provides the practical mechanisms through which these criteria are operationalised. Core forensic tools, such as disk imaging, memory forensics, network forensics, and malware analysis, supported by platforms like Cellebrite, EnCase, and FTK- enable investigators to preserve and analyse digital evidence in ways that meet judicial and regulatory standards (Sitima, 2024: 1-3). These techniques are central to responding to ransomware attacks, data breaches, and digital fraud, where evidential integrity and scalability are critical (ibid.) Engaging with this framework highlights how forensic capability directly underpins investigative effectiveness while aligning technical practice with the governance and accountability principles discussed above.
Building on the evaluative criteria and governance considerations outlined above, digital forensics plays a critical role in strengthening cyber-policing strategies, as noted by Singh et al. (2025: 270-274). Scholars emphasise that forensic methodologies enable the systematic reconstruction of attack pathways, allowing investigators to trace intrusion vectors, timelines, and offender behaviours with precision. This evidential capability is particularly significant given that digital forensic frameworks are widely accepted in courts, thereby reinforcing the legitimacy and prosecutorial value of cybercrime investigations. Moreover, digital forensics supports attribution and intelligence-led policing by transforming technical findings into actionable intelligence, aligning investigative effectiveness with ethical governance and cross-jurisdictional cooperation highlighted by Casey (2011) and Ngobeni and Nkongolo (2025).
Limitations/ Barriers
However, despite these strengths, digital forensics faces significant limitations in cloud-based environments. As observed by Grispos, Glisson and Storer (2011: 11-13). The elastic and virtually limitless storage capacity of public clouds can overwhelm investigative resources, rendering traditional full-disk imaging impractical. Moreover, forensic artefacts are often ephemeral, distributed across virtualised systems or volatile memory, which complicates timely acquisition (ibid.: 4-7). This volatility, combined with the lack of physical control, severely complicates data preservation, the recovery of deleted artefacts, and the maintenance of a reliable chain of custody (ibid.: 14). This shows that, cloud-based environments fundamentally challenge the reliability of digital forensic outcomes, reinforcing scholars argument that, traditional forensic models must be adapted to remain credible in contemporary cyber investigations.
Although digital forensics applies scientific methods to the analysis of data to ensure legal admissibility, as outlined by Tiwari and Thapaliya (2025: 178–179). However, robust encryption technologies particularly Full-Disk Encryption (FDE) and hardware-backed security modules, present substantial barriers to forensic investigation (ibid.). FDE automatically encrypts all stored data, rendering forensic access entirely dependent on user credentials. In practice, this significantly limits investigators, as standard extraction techniques such as JTAG are largely ineffective against locked modern devices without credentials or costly proprietary tools (ibid.: 181). This demonstrates how advances in encryption, while essential for user security, increasingly constrain the practical effectiveness of digital forensic methodologies.
In addition and according to HMICFRS (2022), digital forensics units are currently overwhelmed and ineffective due to limited understanding of evidence recovery processes and insufficient resources. These constraints have resulted in a backlog of over 25,000 devices awaiting examination (ibid.).  Consequently, victims experience significant delays, with some police forces taking up to 18 months merely to begin evidence capture, thereby undermining investigative efficiency and prosecution outcomes (ibid.). This reinforces the fact that, structural capacity deficits, rather than technical capability alone, critically constrain the effectiveness of digital forensic practice.  
Furthermore, a recent study by the National Police Chiefs’ Council (2025), highlights that the current policing model is highly fragmented, with a significant lack of interoperability across forces. The report notes that ad hoc local implementation of non-integrated, force-specific solutions frequently inhibits effective data sharing. To address this, it prioritises nationally consistent guidance covering the identification, collection, assessment, and prioritisation of digital material (ibid.). This fragmentation underscores a systemic lack of standardisation, which continues to obstruct seamless collaboration between forces and partner agencies.  
Another major challenge facing digital forensics, representing in resource availability, particularly the difficulty of securing a qualified workforce capable of addressing emerging technologies (Bérubé et al, 2025: 4). Significant gaps remain within the public sector in terms of knowledge and proficiency in digital investigations. These limitations largely stem from insufficient public resources, in contrast to private institutions that lead technological development due to their superior financial capacity. As a result, enabling investigators to effectively adapt to the rapidly evolving digital landscape remains a persistent challenge for law enforcement agencies (ibid.) This dilemma limits the effectiveness of digital forensics by constraining investigative capacity and slowing institutional adaptation to technological advancements.
Effectiveness Against: Specific Threats
Digital forensics and malware analysis are widely used to examine ransomware components and artefacts, including ransom notes, following an attack (Beaman et al, 2021: 7,18). These approaches support incident reconstruction and understanding attacker behaviour; however, they are inherently reactive rather than preventative. Moreover, in cases of crypto-ransomware, forensic recovery is severely constrained. Modern encryption algorithms such as AES and RSA are nearly impossible to reverse when correctly implemented, rendering decryption without the encryption key unattainable and limiting practical remediation options (ibid.: 3). This limitation significantly undermines the effectiveness of digital forensics in addressing ransomware threats.
Also, digital forensics applies scientific methods to identify, collect, and analyse data, helping organisations reconstruct security incidents (Kent et al, 2006: 1). It is effective in identifying intrusion points by correlating data from sources such as intrusion detection systems and firewalls to trace attacks (ibid.: 6). However, its effectiveness is hindered when logs are deleted or disabled by malware. Furthermore, obfuscation techniques, including encryption and steganography, can conceal data, making examination difficult or impossible without the necessary keys (ibid.: 12). This highlights that while the source demonstrates the investigative strength of digital forensics, it also reveals inherent technical limitations that reduce its effectiveness against sophisticated attacks.
These outcome aligns with Nair, Abbasi, and Pervez (2025: 19). Scholars identify phishing as a pervasive social-engineering attack targeting user credentials. They note that many mechanisms supporting digital forensic tools rely on pattern-based signatures, which are effective for known indicators but ineffective against social-engineering attacks due to their inability to interpret message semantics. Furthermore, attackers increasingly use Artificial Intelligence (AI) to create convincing fraudulent content that evades detection. Consequently, digital forensics remains useful for post-incident analysis but limited in preventing sophisticated, evolving phishing attacks (ibid.).
Overall, these findings indicate that digital forensics plays a crucial role in post-incident investigation but remains inherently reactive. Its reliance on artefacts logs, and signature-based techniques limits its effectiveness against sophisticated, AI-driven threats, thereby reducing the overall preventative capability of threat intelligence.
5. Threat Intelligence: Strategic and Operational Responses 
Current Policing Uses And strengths 
According to the National Crime Agency (2021: 5), threat intelligence is a core cybersecurity capability involving the collection, analysis, and sharing of data on cyber t hreats, including indicators of compromise (IOCs), tactics, techniques, procedures (TTPs), and threat actor profiles, to inform decision-making. The findings show how such intelligence underpins strategic and operational responses, as seen in Operation Venetic, which leveraged encrypted communications to disrupt criminal networks and in the National Data Exploitation Capability’s use of shared data to prevent procurement fraud (ibid.). These examples highlight the operational value of intelligence-led approaches; however, their success depends on effective coordination and timely data sharing, underscoring structural challenges that can limit overall impact.
Building on the previous discussion of intelligence-led responses, the Joint Cyber Reserve Force document emphasises threat intelligence as a critical capability for Joint Cyber Units, including those based in Corsham and Cheltenham, which recruit specialists to produce intelligence outputs and develop tools such as Yara rules (UK Government, 2022). These capabilities strengthen both strategic and operational responses by enabling network defence, platform assurance, and adversary disruption (ibid.) This shows that, the effectiveness of such capabilities ultimately depends on sustained specialist expertise and seamless integration with broader intelligence frameworks, without which their operational impact may be constrained.
Extending the discussion on intelligence-led capabilities, Haridy (2025: 207-209) highlights the importance of bridging strategic threat intelligence with tactical field operations. The Author emphasises that, Europol identifies a growing “shadow coalition” of state and criminal actors conducting hybrid attacks on critical infrastructure, reinforcing the need for coordinated responses. To address this challenge, the Joint Cyber Defense Collaborative (JCDC) in the United States is presented as an operational coordination hub, while Europol accelerates intelligence sharing among member states (ibid.). This analysis underscores that threat intelligence is most effective when strategic insights are rapidly translated into operational action through structured collaboration frameworks.
Cyber threat intelligence underpins both strategic and operational responses by delivering evidence-based knowledge of existing and emerging threats (Mavroeidis and Bromander, 2017: 1). Its key strengths lie in enhancing situational awareness and providing early warning, enabling organisations to anticipate and better understand potential attacks before they materialise. This intelligence-driven insight informs proactive defensive measures, allowing defenders to prioritise security controls and allocate resources effectively. By transforming one organisation’s detection into another’s prevention, threat intelligence strengthens collective defence and improves the overall efficiency of detection, response, and mitigation efforts (ibid.). This demonstrates that, proactive measures and early warning are not optional benefits but essential actions for effective threat intelligence.
Limitations / Barriers
According to Radanliev (2024: 54), Cyber threat intelligence often originates from diverse sources and in varying formats, creating significant challenges for consolidation and effective analysis across organisations. Fragmentation between public, private, and open-source intelligence further complicates coordinated responses. Moreover, organisations may be reluctant to share sensitive intelligence due to concerns over trust, legal exposure, and the risk of revealing vulnerabilities. A lack of clear incentives also discourages participation in sharing frameworks (ibid.). This highlights that, such structural and trust-based barriers substantially limit the strategic and operational effectiveness of threat intelligence.
In the same context, this aligns with Santos et al. (2025a: 15, 21), whose review highlights that malicious actors’ creativity often outpaces existing defences, creating a critical speed mismatch in which threat intelligence must remain agile to keep pace with the rapid evolution of attacks (ibid.). Regarding attribution, the authors note persistent challenges related to data quality and the integration of heterogeneous Cyber Threat Intelligence sources (CTS), which complicate accurate identification (ibid.: 12). Furthermore, the lack of universal standards and reliance on non-transparent private sharing platforms contribute to inconsistencies that hinder reliable collaboration (ibid.: 16-23). This emphasis that, speed and attribution challenges significantly constrain the strategic and operational effectiveness of threat intelligence.

In addition, the overload of Cyber Threat Intelligence (CTI) creates significant noise, hindering analysts’ ability to identify actionable insights and constituting a distinct data quality problem. Furthermore, reliance on voluntary collaboration often results in inaccurate, outdated, or duplicated information, as noted by Schlette et al. (2020: 21–25). To address these barriers, the authors propose the use of reputation systems to establish trust and capture subjective perceptions, enabling analysts to assess the fitness for use of shared intelligence amid large data volumes (ibid.: 30). This assessment indicates that, without mechanisms to manage data quality and trust, (CTI) risks overwhelming analysts rather than enhancing strategic and operational decision-making.

Effectiveness Against Specific Threats
Threat intelligence proves highly valuable in mapping the “ransomware blueprint” by correlating exploited Common Vulnerabilities and Exposures (CVEs) with adversarial Tactics, Techniques, and Procedures (TTPs), revealing strategic interconnections among gangs such as ALPHV and LockBit (Saccone et al, 2025: 1, 12). However, preventing initial compromise remains challenging, as these groups consistently exploit widely deployed, high-severity vulnerabilities in public-facing applications (T1190) or rely on Initial Access Brokers to bypass perimeter defences rapidly (ibid.: 8, 10). Consequently, effective defence requires multi-layered strategies rather than sole reliance on blocking initial entry points (ibid.: 15). This highlights that, while threat intelligence excels in understanding ransomware operations, it has limited capacity to prevent the earliest stages of compromise on its own.

Furthermore, cyber threat intelligence (CTI) enhances organisational resilience by proactively identifying vulnerabilities prior to exploitation, thereby reducing the likelihood and impact of data breaches (Saeed et al, 2023: 1-2). Advanced CTI tools also enable organisations to monitor dark web markets for stolen data and emerging threats (ibid.: 13). In relation to fraud, while CTI is effective in tracking technical threats such as banking Trojans, it remains limited against social-engineering vectors, including deepfakes (ibid.: 14). The authors therefore propose a layered framework that integrates automated detection with human expertise. This shows that, CTI’s effectiveness varies by threat type, reinforcing the need for hybrid approaches to address both technical and human-centric attacks.
Overall, threat intelligence is a powerful capability that supports strategic and operational policing by enhancing situational awareness and proactive response. However, its effectiveness is limited by structural fragmentation and weak informal intelligence-sharing frameworks.
Public–Private Partnerships (PPPs) in Cyber Policing 
Rationally, public–private cooperation is necessary because governments often lack the resources and technological agility to counter escalating cyber threats, while private actors frame cybersecurity primarily in financial and reputational terms rather than as a public good (Broeders, 2021: 4). As most critical infrastructure is privately owned, cooperation becomes inevitable (ibid.). Consequently, effective cybercrime investigations routinely depend on collaboration with internet service providers (ISPs), financial institutions, and technology firms, which are deputised to implement policy responsibilities (ibid.). This highlights that, the effectiveness of public–private cooperation depends on aligning private sector incentives with public security objectives.
From an operational perspective, public–private partnerships (PPPs) facilitate rapid information-sharing and incident response by enabling continuous exchange of operational knowledge, allowing private entities to monitor networks and mitigate risks in real time (Kjaergaard and Petersen, 2017: 22). They provide access to critical expertise and threat intelligence, bridging gaps between public authorities and private sector capabilities (ibid.: 2). By fostering a shared responsibility model, PPPs strengthen collective defence and enable diverse actors to enhance national security resilience (ibid.: 3–5). This collaboration model is emphasised as essential for the effective management of complex cyber threats.

Limitations / Barriers
Commercial confidentiality and misaligned incentives remain significant impediments to effective public–private cooperation. Proprietary products and commercial services often operate as “black boxes,” limiting transparency because customers lack both governance influence and visibility into underlying data (Sedenberg and Dempsey, 2018: 18). In terms of incentives, the authors contrast the federal government’s public-good perspective with the private sector’s tendency toward underinvestment in shared security efforts (ibid.: 7). Moreover, existing frameworks provide weak incentives that fail to outweigh the reputational risks and administrative burdens associated with sharing information with government actors (ibid.: 10). This assessment, drawn from the United Sates context, highlights structural challenges that are likely transferable to other jurisdictions where similar public–private dynamics exist.
Furthermore, the public–private partnership is described as “uniquely problematic” because it operates without clear lines of responsibility or accountability, driven by the private sector’s aversion to liability and politicians’ reluctance to regulate (Carr, 2016: 43). Consequently, concerns arise about the state effectively “abdicating responsibility for national security” to private companies that frame cybersecurity challenges primarily in financial and reputational terms rather than as a public good (ibid.: 44). This highlights the inherent power imbalances in PPPs, where private actors may dominate decision-making and priority-setting.
Effectiveness by Crime Type
 Public–private partnerships (PPPs) demonstrate varying effectiveness across crime types. In relation to fraud, the financial sector shows the strongest PPPs outcomes, using platforms such as the Mule Insights Tactical Solution to swiftly identify and freeze stolen funds while sharing intelligence on money-laundering networks (Dawda et al, 2020: 15). By contrast, technical interventions against ransomware, including botnet takedowns, tend to deliver only a “short-term soothing effect” by disrupting infrastructure without addressing underlying drivers (ibid.: 11). Similarly, mitigating data breaches remains highly dependent on overcoming reporting barriers and achieving effective cross-sector coordination (ibid.: 2). This shows that, PPPs effectiveness is uneven and contingent on sector-specific cooperation and reporting incentives.
These findings show Public–private partnerships (PPPs) are indispensable to cyber policing but remain under-formalised and unevenly governed. Strengthening statutory cooperation frameworks, mandating cyber-incident reporting, and establishing national-level joint operations centres would enhance accountability, coordination, and long-term effectiveness.

Innovative, Evidence-Based Measures to Improve Effectiveness 
To enhance cybercrime prevention, evidence-based innovations emphasise integrating Artificial Intelligence (AI) and Machine Learning (ML) models, such as BERT and Convolutional Neural Networks (CNNs), to automate threat detection and improve accuracy (Santos et al, 2025b: 2, 10). Blockchain-enabled architectures are proposed to support secure, decentralised intelligence sharing and data integrity. Additionally, automating Open-Source Intelligence (OSINT) and deploying hybrid systems combining honeypots with SIEM platforms can strengthen situational awareness and enable proactive threat mitigation (ibid.). This demonstrates that, the strategic deployment of emerging technologies is central to shifting cybercrime responses from reactive investigation toward proactive prevention.
To further enhance effectiveness in combating cybercrime, Casino et al. (2022: 4) highlight the EU e-Evidence initiative and the CLOUD Act, which enable direct cooperation with service providers and impose strict response deadlines of 10 days, or 6 hours in emergency cases. In addition, the authors propose decentralised, blockchain-based platforms to support secure, auditable, and trusted evidence exchange, thereby reducing reliance on centralised systems and mitigating associated risks. (ibid.: 8). Collectively, these measures reinforce a shift toward faster, technology-enabled, and more proactive cybercrime enforcement.
Complementing these approaches, evidence-based interventions aligned with the Beating Crime Plan target cyber threats through innovation and strategic collaboration (Home Office, 2023).  Regional Cyber Resilience Centres partner with academia and the private sector to safeguard businesses, while automated digital forensics and mobile kiosks accelerate evidence extraction. A new national fraud reporting system enhances intelligence gathering, demonstrating how innovative, evidence-based measures can improve operational effectiveness and ensure a more coordinated, technology-driven response to cybercrime (ibid.).

Conclusion 
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