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Introduction:
HPC hired Ceac Cybersecurity and Forensics Ltd (CCFL) to assign one of its professional Ethical Hacker to conduct a REAL life penetration testing on their website. To this effect, this assignment is based on penetration testing of a live website and research into cyber security employee sabotage case incident of deleted files to be recovered.
So as per the guidelines, CCFL conducted a real time web application pentest and forensic investigation to recover the deleted files containing chemical formulae and mathematical codes. This report is aimed at highlighting the flaws that are present in the website which have the potential to severe repercussions.
The report has been presented in two parts:
· Penetration Testing:
CCFL Expert evaluated the security of Healios Pharmaceutical Company (HPC) perimeter website. This Assessment was conducted to find out the issues present in HPC Website. Every Task Performed for in this test is Verified using different Methods as to show the risk to HPC's Executive Authority.

· Cyber Forensics:

The purpose of this report is to present a detailed overview of thorough investigation of the case which involved a Research Scientist named ‘Nera Star’ working for Healios Pharmaceuticals (HPC). All the critical research documents were not backed up by her and HPC needs the recent work which contains the final formulae involving research files that has 270 pages of sensitive information. 
HPC hired CCFL (Caec Cyber security and Forensics Limited) for the investigation.

For the ease of understanding, the report of this assignment has been supplemented with additional information, figures and illustrations, lucid explanation of concepts and various tools have been explained clearly. 
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Acronyms:

CCFL: 			Ceac Cybersecurity and Forensics Ltd
HPC: 				Healios Pharmaceutical Company 
NMAP: 			Network Mapper
PHP:				Hypertext Preprocessor	
MFA: 				Multi-Factor Authentication
RFC: 				Read For Comments
HSTS:				HTTP Strict Transport Security
HTTPS: 			Hyper Text Transfer Protocol Secure
MITM: 			Man-In-The Middle
DOS: 				Denial of Service
DNS: 				Domain Name System
IP: 				Internet Protocol
OS: 				Operating System
TCP: 				Transmission Control Protocol
CVE:				Common Vulnerabilities and Exposures
CSP: 				Content Security Policy
RAID: 				Redundant Array Of Independent Disks
DEFR: 			Digital evidence first responder 
DES: 				Digital Evidence Specialist
AFF: 				Advanced Forensic Format
ESMTP:			Extended Simple Mail Transfer Protocol

Different Tools and Framework used in the Assignments are:
	NMAP:               			https://nmap.org/
	Nikto:                  			https://cirt.net/Nikto2
	Fuff:					https://github.com/ffuf/ffuf
	Nessus Framework:			https://www.tenable.com/products/nessus
	BurpSuite:				https://portswigger.net/burp
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Detailed Summary:
CCFL Expert evaluated the security of Healios Pharmaceutical Company (HPC) perimeter website. The overall task was to find flaws in HPC Website. Every Task Performed for in this test is Verified using different Methods as to show the risk to HPC's Executive Authority.
Overview of Risk

KEY FINDINGS
CCFL  identified one critical vulnerability related to the PHP Unsupported Version Detection Additionally, CCFL identified two flaws that can make HPC System at Risk and also loss of User’s Data.
· Some directories in HPC’s website are browsable which can lead unauthenticated users to access authenticated data.
· CCFL that the webserver is not forcing the web Browser to uses HTTPS for all connections. This type of attack allows any Man-In-The-Middle to strip out ‘S’ From Https leading to unencrypted Flows.
Mitigation Overviews
CCFL Recommends the following strategic actions that are needed to be taken by the HPC for increasing the Security:
· Prevent the usage of Out-dated version of PHP . 
· Configure the web server to surf all connection in HSTS.


CLASSIFICATION OF VULNERABILITY
Vulnerabilities found during this Pen test are classified as Critical, High, Medium, Low as well as Info Severity. We can Define them as:
[image: ]   CRITICAL
	These Types of Vulnerabilities are of very high risk factor and should be immediately patched and if not can lead to severe data loss. The Vulnerability under this category are labeled with a score of 10 out of 10 by CVSS.
[image: ]   HIGH	
All such vulnerability can significantly endanger the security of the Networks and Data Systems and thus can be detrimental for the site. These must be addressed promptly as they may harm the system. These flaws could lead to Privilege Escalation or in some cases Denial of Services. 
[image: ]   MEDIUM 	
The Vulnerability under medium category should be checked time to time. The Exploitation of medium vulnerability is not easy too and they require some kind of Social-Engineering techniques for Exploitation.
[image: ]   LOW 
The Vulnerability under this category should be noted down somewhere and should be patched time to time. These Vulnerability doesn’t posses any potential risk factor. 

[image: ]   INFO
	
	There is very less probability that such vulnerabilities may pose any significant danger. Hence must be considered for informational purpose.

Final Report

METHODOLGY

The Phases Include: Recon, Enumeration, Vulnerability Assessment and Mitigation. These testing methods are common and accessible as well and are used widely in Cyber Security.


RECON PHASE:
CCFL was given to do Penetration Testing on healios-pharma.com. You can see the Network  details below:	

Host Information 
		
· DNS Name: 	healios-pharma.com
· IP: 		13.126.252.213 
· OS: 		Linux Kernel 2.6
CCFL Tester was able to identify the IP address and connection with the help ping sweep scan.







ENUMERATION PHASE:
With the help of Tool NMAP we identified the open ports and services running on them:

[image: ]
				Figure 1: Nmap Result of All Discovered Ports
The Nmap Scan discovered that Only TCP Port 80 and 443 are open. Then we performed a more complex scan to get a detailed Information about PORT 80. 	

[image: ]
Figure 2: Deep scan from NMAP Tool on Port 80 
The Detailed NMAP Scan revealed the Service Version of HTTP and there was some CVE’s related to that Service Version.
· The Next step was to find some Hidden some Hidden Directories on web server and the Tool Used For this purpose was FFUF  . The Results of Directory Fuzzing is described below:

        [image: ]
Figure 3: Directory fuzzing by ffuf
Directory Fuzzing Revealed nothing catchy but there was a hidden directory named as  /portal. That is used for the authentication purpose.

NIKTO SCANNER RESULTS:
Nikto is a web vulnerability Scanner and it was used during the Penetration Testing of 
https://healios-pharma.com/  Website. The Scans Results of Nikto is shared in below Screenshot:
[image: ]
Figure 4: Nikto Web Vulnerability Scanner Results
With the Nikto Scanner following things can be concluded:
· The Server Used by HPC is Apache/2.4.46() OpenSSL/1.0.2k-fips
· The Website could be Potentially Vulnerable to Click jacking attack.
· OpenSSL/1.0.2k-fips Seems to outdated.
· X-Content-Type-Options header is not Present.

VULNERABILITY ASSESSMENT:
Critical Risk Findings 
Finding 01: - Detection of Unsupported Version of PHP
· Summary -
                   The Host Contains Unsupported Version of PHP language.
· Description -
 The installation of PHP on the remote host is no longer supported According to its version. Such lack of support implies that no new security patches for the product will  be released by the vendor. Consequences of this are that it is likely to contain security flaws..                   
· Mitigation:
            The version of PHP should be upgraded to the one which is currently supported.
· Scan Results:
[image: ]
Figure 5: PHP Version Detection
 From The Scan results it can be concluded that Used version of PHP is **7.2.34**. Which is Out-dated Version.



Finding 02: - Lack of Multi-Factor Authentication
· Summary -
                   The Web-Server allows to login without the use of Second Factor Authentication.
· Description -
     The use of Multi-Factor authentication is a very important security aspects for the protection of one of the factor of Three A’s i.e “Authentication”. Multi-Factor Authentication decreases the effects of two common methods of Password guessing, Password Spraying Attack and Credential Stuffing.
With Password Spraying Attack, an Attacker tries to guess common passwords against each Default Usernames. If the Multi-Factor Authentication is enabled this can successfully prevent an attacker attempt to Guess default Username and Passwords.
· Mitigation:
Implement Multi-Factor Authentication while giving access to any user	
· Scan Results:

[image: ]
Figure 6: No MFA-Validation




High Risk Findings 
Finding 01: - Leakage in Memory
· Summary -
The Web Server Runs on PHP  is affected by a Memory Leakage Flaw.
· Description -
     From the Scan Results we concluded that PHP version on which Web Server is Running is Out-dated. And After Searching on Google we found that the PHP Version prior to 7.3.21 leads to Memory Leakage flaw in the LDAP structure. This issue can be exploited by a hacker to cause a Denial of Service.                    
· Mitigation:
Upgrade to PHP version 7.3.22 or later.



Finding 02: - No Rate Limit while Logging 
· Summary -
                   The Web Server has no security Implementation for Rate-Limiting.
· Description -
     In Normal flow any user is allowed with certain no. of attempts in which he/she can login with credentials but after certain Incorrect login there should be any account lockout policy that can prevent Brute Force Attacks.
During the Penetration Testing it was observed that there is no Rate limit while Logging in So that could allow any malicious user to do Brute Force attempt in with as much tries he/she wants. Rate Limits is a process to limit the requests. It is used to control the Network Traffic. Suppose in any website there is rule that a person can send ten requests per minute, So if any malicious user tries to send Fifteen requests per minute then a alert will triggered and he would be blocked from Doing that.
· Mitigation:
Implement a Scenerio which reduces no.of Requests per minute.
Extra Steps should be taken with login Request. 	
· Scan Results:

For the Verification of this issue following steps were taken:

· Open the Login Page of testing website i.e https://healios-pharma.com/portal/  and Try to login with any Username Or Password.
· Don’t forget to fill the Calculation for Robot verification.
· The Request is Intercepted in any Reverse Proxy.
· Send The Intercepted request to intruder and load the Username and Password Wordlists and Conduct an Attack
· It was observed that a User can Conduct a brute-force attack against the website without getting blocked.
 
[image: ]Figure 7: Rate Limit Bypass


Medium Risk Findings 
Finding 01: -  Some Directories on the Web Server can be easily browsed.
· Summary -
                   An Attacker can browse directory without Logging in.
· Description -
     While Doing Penetration Testing on https://healios-pharma.com there was directory /portal. When that directory is browsed a user is presented with Login Page, But a user can browse directories after /portal without Logging in.
· Mitigation:
    The Browsable directories should not leak any sensitive information or give    access to Confidential information. Also disable access to directory listings.
· Scan Results:

[image: ]
Figure 8: Browsable Directories 

Finding 02: - HSTS Missing From HTTPS Server (RFC 6797)
· Summary -
                   The Web Server is not enforcing for the use of HSTS.
· Description -
     HSTS is not being enforced by Remote Web Server. HSTS is the optional header set up by web server which instructs Web Browser to only communicate via HTTPS. The lack of this header allow any MITM(Man-In-The-Middle) Attacker to conduct a downgrade attack and strip out ‘S’ from HTTPS and make the Connection insecure due to which all the Credentials will Flow in Plain Text. 
· Mitigation:

Configure the Web Server to use HSTS.

· Scan Results:

The presence of the Strict-Transport-Security header can be validated using the PowerShell console.
Invoke-WebRequest -Uri https://example.tld | Select-Object -ExpandProperty Headers

By the Use of Curl in linux we can validated the presence of Strict Transport Security:

curl -skI https://example.tld | grep -i strict-transport-security

When HSTS is enabled we will see the following output:
$ curl -skI https://www.xyz.com
HTTP/1.0 200 OK
Date: Mon, 14 Jan 2022 12:29:55 IST
Strict-Transport-Security: max-age=63072000; includeSubdomains; Last-Modified: Thurs, 13 Jan 2022 22:17:10 GMT
Accept-Ranges: bytes Content-Length: 14968 Vary: Accept-Encoding Content-Type: text/html









Finding 03: - Allowance for HTTP TRACE/TRACK Methods
· Summary -
                   Debugging Functions are allowed on the Remote Web Server.
· Description -
     The Web Server has the functionality for the support of HTTP TRACE or TRACK Methods. Usually these methods are used by the web server for the purpose of debugging.
· Mitigation:
Disable these HTTP Methods.
To disable these methods, add the following lines for each virtual host in your configuration file : 
RewriteEngine on
RewriteCond %{REQUEST_METHOD} ^(TRACE|TRACK)
RewriteRule .* - [F] 
Alternatively, note that Apache versions 1.3.34, 2.0.55, and 2.2 support disabling the TRACE method natively via the 'TraceEnable' directive.

· Scan Results:
The Scan Results are generated by a Vulnerability Assessment tool named as NESSUS.




 Nessus sent the following TRACE request : 
------------------------------ snip ------------------------------
TRACE /Nessus185788827.html HTTP/1.1
Connection: Close
Host: healios-pharma.com
Pragma: no-cache
User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0)
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, image/png, */*
Accept-Language: en
Accept-Charset: iso-8859-1,*,utf-8
------------------------------ snip ------------------------------
and received the following response from the remote server :
------------------------------ snip ------------------------------
HTTP/1.1 200 OK
Date: Wed, 12 Jan 2022 05:16:51 GMT
Server: Apache/2.4.46 () OpenSSL/1.0.2k-fips
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Transfer-Encoding: chunked
Content-Type: message/http
























Finding 04: - Email Header Injection 
· Summary -
                   The PHP running on web server is affected by Email Header Injection.
· Description -
     Due to failure on Input Validations in header Fields. An attacker can inject CR-LF sequences in header fields. For the exploitation by the Attacker, only inserting line feed character can give him full control of email header content. 
· Mitigation:
Upgrade to PHP version 7.3.28 or later
· Scan Results:

URL : https://healios-pharma.com/ (7.2.34 under X-Powered-By: PHP/7.2.34)
 Installed version : 7.2.34
 Fixed version : 7.3.28






	


Finding 05: - Web Application Potentially Vulnerable to Clickjacking
· Summary -
The remote web server may be potentially vulnerable to a class of web Application Vulnerability.
· Description -
     If any page fails to verify an appropriate Content-Security Policy or X-Frame Options in HTTP Headers, it is possible for to load a page controlled by attacker within the Iframe. By including the page attacker can make victim to carry out the actions that a victim may be unaware of it like mouse clicks and keystrokes. This technique allows attacker to bypass the security against a attack known as Cross-Site Request Forgery. Sometimes some functions under the Frameable page can be used by application to perform sensitive actions within the Application.   	    
· Mitigation:

Make Sure that web server returns X-Frame Options or Content-Security Policy Within the HTTP headers. And this will prevent any other page content being loaded in your Application through the use of I-Frame options.

· Scan Results:

GET /index.php HTTP/1.1
Host: healios-pharma.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:95.0) Gecko/20100101 Firefox/95.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Referer: https://healios-pharma.com/
Connection: close
Cookie: PHPSESSID=36nme6gsvtdb3vps93k8bmdgd7
Upgrade-Insecure-Requests: 1




We Sent a Request to the /index.php directory to verify if the Web Server returns any HTTP Headers in Response that can protect the External page being loaded by the Iframe.
HTTP/1.1 200 OK
Date: Thu, 13 Jan 2022 15:19:42 GMT
Server: Apache/2.4.46 () OpenSSL/1.0.2k-fips
X-Powered-By: PHP/7.2.34
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache
Upgrade: h2,h2c
Connection: Upgrade, close
Content-Type: text/html; charset=UTF-8
Content-Length: 22039












But in the Response Headers there was no X-Frame Options or Content-Security Policy HTTP Headers.









Informational Risk Findings 
Finding 01: - Password Auto-Completion Enabled
· Summary -
                   The Attribute named as Auto-Complete is not disabled on Password Fields.
· Description -
     This Vulnerability occurs due the one functionality “Auto-Complete=on”, which in turns results in the storage of credentials entered by user in Password Fields. This does not mean that web-server has risks but in case if any person’s Computer is compromised then the Attacker can access those Stored Passwords, Which can results in leakage of Confidential Information.  
· Mitigation:
Add an Attribute “autocomplete=off” to these fields to prevent Auto-Completion.





APPENDICES 
Appendix I: Abbreviations used:
CCFL: 			Ceac Cybersecurity and Forensics Ltd
HPC: 				Healios Pharmaceutical Company 
NMAP: 			Network Mapper
PHP:				Hypertext Preprocessor	
MFA: 				Multi-Factor Authentication
RFC: 				Read For Comments
HSTS:				HTTP Strict Transport Security
HTTPS: 			Hyper Text Transfer Protocol Secure
MITM: 			Man-In-The Middle
DOS: 				Denial of Service
DNS: 				Domain Name System
IP: 				Internet Protocol
OS: 				Operating System
TCP: 				Transmission Control Protocol
CVE:				Common Vulnerabilities and Exposures
CSP: 				Content Security Policy
RAID: 				Redundant Array Of Independent Disks
DEFR: 			Digital evidence first responder 
DES: 				Digital Evidence Specialist
AFF: 				Advanced Forensic Format
Appendix II : References:
· http://php.net/eol.php
· https://wiki.php.net/rfc/releaseprocess
· https://www.ncsc.gov.uk/blog-post/spray-you-spray-me-defending-against-password-spraying-attacks
· https://owasp.org/www-community/attacks/Credential_stuffing
· https://www.php.net/ChangeLog-7.php#7.3.22
· https://www.geeksforgeeks.org/no-rate-limiting-flaw-in-cyber-security/
· https://tools.ietf.org/html/rfc6797
· https://www.cgisecurity.com/whitehat-mirror/WH-WhitePaper_XST_ebook.pdf
· http://www.apacheweek.com/issues/03-01-24
· https://download.oracle.com/sunalerts/1000718.1.html
· https://www.php.net/ChangeLog-7.php#7.3.28
· https://www.owasp.org/index.php/Clickjacking_Defense_Cheat_Sheet
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· EMAIL FORENSICS
· RESTORATION OF DATA
· Taking the System Image
· Capturing RAM Memory
· RESTORING THE DELETED FILES


· EXECUTIVE SUMMARY:
The purpose of this report is to present a detailed overview of thorough investigation of the case which  involved a Research Scientist named ‘Nera Star’ working for Healios Pharmaceuticals (HPC). All the critical research documents were not backed up by her and HPC needs the recent work which contains the final formulae involving research files that has 270 pages of sensitive information. 
HPC hired CCFL ( Caec Cyber security and Forensics Limited) to go in the depth of the entire case and through investigations and appropriate research, come out with a solution to recover all the lost information. 
This information provides for the presentation stage of an investigation. Included in the report are the digital forensic standards, principles, methods, and legal issues that may impact the final fate of company.

· DETAILED BACKGROUND OF THE CASE:
Nera Star is a research scientist working for Healios Pharmaceutical Company (HPC). The company was working on a human vaccine for Covid-19 treatment. Nera was involved in the research for six months. 
The crititcal documents have to be stored in pdf file format in order to prevent any sort of damage to the critical information. This is inherent in the company policy as well. 
Nera had been working on the project since last six months and her research files had so many sensitive formulae, mathematical codes etc but recently she had a fight with the management of the company who had allegedly had sidelined her. She was very sad for all this and thought of that she was not given her due recognition of her work. This prompted her to rebel and delete the relavant information. 
As a result of this, the company could be forced to suffer severe repercussions in terms os both prestige and money.
Since she had deleted all her work and her machine was not backed up because the company’s main machine was under maintenance. If the data was not restored as soon as possible the HPC would loose various contracts and a lot of finances.  
HPC’s IT department failed to restore the data. They immediately inform Ceac Cybersecurity and Forensics Ltd (CCFL) to assign one of its Computer Forensics Investigator to investigate the incident and retrieve deleted files containing the  -chemical- formulae and  --mathematical codes.

· THE FORENSICS METHODOLOGY:
Security analysis techniques and procedures are used to investigate and undertake tasks like restoration of deleted files, computer forensics that involves digital evidencing, sparse acquisition, creating disk to image file, disk to disk, file hashing, the data validating that acquisitions performing, RAID data acquisitions, remote network acquisition tools, and file location system and virtual platforms etc. 
For that  one needs to go through the entire process of Cyber forensics which involves checking of Operating System and _examining_ process_ and _procedures_ for a legal purpose _involving_ the _analysis_ of digital _evidence_ after proper research _authority_.
1. What does it need to be a successful digital forensics practitioner
1.1. Lot of knowledge about computers 
1.2. Professional conduct
1.3. Common sense
1.4. Ability to think outside the box
1.5. Attention to the details

· Digital Forensics Road Map:
· Broadly there are Eight steps involved in the process:
· Searching authority 
· Chain of custody
· Hashing the Image fourth 
· Updating and Validating tools fifth 
· Examination sixth 
· Checking Again
· Sending a Report 
· Presenting our work
Out of these the first three steps are involved in the data collection. The next three come under examination and analysis and the last two involve the reporting phase.
· Understanding law enforcement agency investigations through some basic definitions: 
Arise in an incident scene assesses the situation and takes precautions to acquire and preserve evidence. 
Has the skill to analyse the data and determine when another specialist should be called in to assist. 
A sworn statement of support of facts about or evidence of a crime.
Computer forensics:
Relies on need to create a disk image to preserve the evidence or virtual drives that maybe used to emulate an entire machine. 
Network forensics:
Focuses on monitoring and analysing of computer network traffic.
· Data acquisition:
 There are three types of data storage formats for digital evidence:
· -Raw Format-
· -Proprietary Formats- 
· -Advanced Forensic Format- *AFF*
Types of data acquisition:
· There are three types of data acquisitions:
· –Static- Acquisition 
· –Live- Acquisition 
· Logical acquisition 
· Sparse acquisition
Static acquisition method:
· Static acquisition when we have access to the device itself. It is done on a computer seized during the police raid.
· It is a preferred way to collect digital evidence. 
· A clear picture of running system is not provided. example –RAM- contents at a particular instant of time. 
Live acquisition methods:
· When you are dealing with active network intrusion and attacks when you think that attacker may wipe of evidence if the system goes off-line when you want volatile information when you don’t know the password of the system.
· LIVE Acquisition Steps:
The following steps are required to perform a live acquisition:
· Firstly we need to create or download a bootable environment in USB drive or CD.
· Then we have to make sure to keep a log of all the actions.
· A network drive is ideal as a place to send information that we collect
· Then we need to make a copy of the physical memory –RAM-
· The Next step varies according to the incident that is under investigatation.
· Therefore we should get a –forensic- Digital –hash- value of all the files that we –retrieve- in this process.  
· Logical or sparse :
It can be done during –static- or –live- acquisition so collecting it may take several hours if time is limited logical or pass acquisition must be used. Fragments of unallocated or deleted data are collected by this method of sparse.
Data collection methods:
For any type of acquisition data can be collected by using four basic     methods:
· First creating a –disk- to image file. 
· Second creating a –disk- to -disk.
· Third creating a -logical –disk to disk- or -disk to data-.
· Fourth creating a sparse data copy of file. 
Data acquisition from clouds:
Digital investigators should first locate relevant cloud status centres legal and technical challenges related to cloud service providers (CSP)
Hashing the data:
Ensuring the integrity of data 
Most Forensics tools offer hashing of Image Files. Example: FTK Imager or Autospy.
Validating Data Acquisitions:
Very rating evidence maybe the most critical aspect of the beautiful and six because it requires a hashing algorithm.

Further there are two two more branches of digital forensics helps us to identify the deleted files which are being described below:
1. Network forensics
· It involves monitoring and analysing network activities and tracking network traffic
· Procedure.
· Network forensics can be long and tedious process. Standard procedures that are often used are:
· One must always prefer to use a standard installation image.
· Patch Vulnerability. 
· Try to Capture all the Packets. 
· Research on all the drives that are involved in incident.
2. Email forensics
· The most common way used by the scammer is phishing attack with the techniques of Social Engineering.
· Even investigations are similar to other kind of investigations
· Victim’s computer should be assessed to recover the evidence. Also the detailed investigation procedure to be followed is mentioned below.
Investigations:
· Extended Simple Mail Transfer can be used to check the integrity of the message.
RESTORATION OF DATA: 
For the Restoration following steps could be taken: 
· Taking the System Image
· Capturing RAM Memory
· Restoration of Deleted Files
Capturing the Image:
   Before starting the investigation or analysis a Forensic Image was captured in the storage device. And the image was created was bit-by-bit, physical copy of device. 
· Methods For Creating Image –
· By Using dd command of Linux
For the dd command we need not to install it in Linux because it is already built in Linux. By the use of this command a bit-by-bit image is created. To do this:

Firstly we need to find how our removal drives are represented in Linux. This can be done by:
	
	kali > fdisk –l

Afte our Removal Drive is represented in Linux. We need to capture the entire Disk.
	
	kali > dd if=/dev/sdb of= testimage.dd

After the command execution a bit-by-bit copy of the data will be generated. Output can be verified by using below command.

[image: Screenshot 2022-01-17 at 1.06.12 PM]
Figure 9: Listing Directories

· Using FTK Imager:
A Forensic suite developed by Access Data known as Forensic Tool kit or FTK . This tool is Open-Source that means it is available for everyone for use.

The link to Download the tool is : http://www.accessdata.com/downloads

Open the FTK Imager and access the GUI Interface of Software.

[image: ] 
			Click on Create Disk Image option from File Menu….
			[image: ]
			Window will be open and now select “Removable Drive”
[image: ]	
Now other window will be open which will be asking to select the location of Source Drive. And Now Select "General USB Flash Disk"
[image: ]
                                           Now Click “Finish”. After the Selection of Physical Drive.
Next Select the Destination Path where the Forensic Image will be Stored. And Select the Check box for the Image Verification.

[image: ]
                                                  Then There will be a prompt to Select the Image Type And select a “Raw”                                                                                 	or dd image.
[image: ]	










After filling the Appropriate Information hit the “Next” Button. Now there will be prompt for the Image Destination.
c:\images. I have also named the image file, "testimage.dd"





[image: ]






[image: ]Click oTap on  the –Finish- Button and You will be returned with -Create Image Window-. Tap on the Start Button.

	


Image Creation Process will start. It will take time as the Process of Image Creation Is Long.
[image: ]










When the Process is Successfully completed. There will be a Image Verification Process which will Provide MD5 and SHA1 Hash.
[image: ]
Live Memory Acquisition:	
In Our case we need to grab the information Stored in the volatile Memory. Remember Once the Machine is shut off all the information stored in RAM memory will be destroyed. 
There are Many Tools that Provide the capture of Volatile Memory.
· Steps Used to Capture the Volatile Memory
· Open the FTK Imager tool
· Now Click on the “File” Options and Click on -Capture Memory Section-
[image: ]

· It Will then Open Window like down below and ask for the Fields such as “Destination Path”, “File Name. 
[image: ]
· Fill the Above Fields and Start Capturing the Volatile Memory.

Recovering Deleted Files:
For the Recovering of Deleted Files we can use a Tool “Autopsy”, a open Source tool for identifying and recovering deleted files. The link to download the tool is: http://www.sleuthkit.org/autopsy/
After Installation in System, The Autopsy GUI look like below
[image: ]
Click on the “Create New Case” option. It will open a new window that will ask for some additional information like – “Case Name”, “Base Directory”. Make sure to put in C:\Cases base directory.
[image: ]		

Now hit ‘Next’. Then add some Additional Information about ‘Case Number’.
[image: ] 	
Click –Finish-.
Now click on -Add New Data- in the upper left corner. After Clicking a new Window will be Prompted Where one has to select the Image File.
[image: ]	
                      
Now Add “Firstimage.dd.001” image created from the Previous Steps.
[image: ]
Add the Image and click on Next option And to tool will start the process.
Click “Finish”.
[image: ]
Now notice that our Image file “firstimage.dd.001” will appear in Data Sources.
Now double tap on the Image file and Start to analyse the Deleted Files.
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# Nmap 7.92 scan 1initlated Wed Jan 12 10:
Nmap scan report for 13.126.252.213

Host is up (0.051s latency).

Not shown: 65533 filtered tcp ports (no-response)
PORT  STATE SERVICE

80/tcp open http

443/tcp open https

142 2022 as: nmap -T4 -n -Pn -p- -o allports.txt 13.126.252.213

# Nmap done at Wed Jan 12 10:38:18 2022 -- 1 IP address (1 host up) scanned in 1116.15 seconds
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nmap -sC -A -T4 -n -Pn -p 80 13.126.252.213 -o deepscan.txt
Starting Nmap 7.92 ( https://nmap.org ) at 2022-01-12 10:07 IST
Stats: 0:00:27 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 86.30% done; ETC: 10:07 (0:00:01 remaining)
Nmap scan report for 13.126.252.213
Host is up (0.060s latency).

PORT  STATE SERVICE VERSION
80/tcp open http  Apache httpd 2.4.46 (() OpenssL/1.0.2k-fips)
_http-title: Healios Pharmaceutical Company
vulner:
cpe:/a:apache:http_server:2.4.46:

CVE-2021-44790 7.5 https://vulners.con/cve/CVE-2021-44790

CVE-2021-39275 7.5  https://vulners. con/cve/CVE-2021-39275

CVE-2021-26691 7.5  https://vulners.con/cve/CVE-2021-26691

FDF3DFA1-ED74-5EE2-BFSC-BA752CA34AES 6.8  https://vulners.con/githubexploit/FDF3DFAL-ED74-5SEE2-BF5C-BA752CAS4AES  +EXPLOITH

CVE-2021-40438 6.8 https://vulners. com/cve/CVE-2021-40438
CVE-2020-35452 6.8 https://vulners. com/cve/CVE-2020-35452
4B10E2D9-ACSF-5B08-BFB3-DDAFA2F63332 6.8 https://vulners. con/githubexploit/4810E2D9-ACSF-5B08-BFB3-DDAFA2F63332  *EXPLOIT*
CVE-2021-44224 6.4 https://vulners. com/cve/CVE-2021-44224
CVE-2021-36160 5.0 https://vulners. com/cve/CVE-2021-36160
CVE-2021-34798 5.0 https://vulners. com/cve/CVE-2021-34798
CVE-2021-33193 5.0 https://vulners. com/cve/CVE-2021-33193
CVE-2021-30641 5.0 https://vulners. com/cve/CVE-2021-30641
CVE-2021-26690 5.0 https://vulners. com/cve/CVE-2021-26690
CVE-2020-9490 5.0 https://vulners. com/cve/CVE-2020-9490
CVE-2020-13950 5.0 https://vulners. com/cve/CVE-2020-13950

CVE-2019-17567 5.0 https://vulners. com/cve/CVE-2019-17567
N MSF:EXPLOIT/UNIX/WEBAPP/JOOMLA_MEDIA_UPLOAD_EXEC/ 0.0 https://vulners. con/metasploit/MSF: EXPLOIT/UNIX/WEBAPP/JOOMLA_MEDIA_UPLOAD_EXEC/ *EXPLOIT

*

_http-server-header: Apache/2.4.46 () OpenssL/1.0.2k-fips

Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: general purpose

Running (JUST GUESSING): Linux 4.X (87%)

05 CPE: cpe:/o:linux:linux_kernel:4.2
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(oot RN EE DS SIS ffuf -w /usr/share/wordlists/dirb/common.txt -u https://healios-pharma.com/FUzZ

A S N
NI/ NN

v1.3.1-dev

Method : GET

URL : https://healios-pharma. con/FUzz

Wordlist : : /usr/share/wordlists/dirb/common. txt
Follow redirects : false
calibration : false

Timeout : 10

Threads : 40

Matcher : Response status: 200,204,301,302,307,401,403,405

-htaccess [Status: 403, Size: 199, Words: 14, Lines: 8
.hta [Status: 403, Size: 199, Words: 14, Lines: 8
[Status: 200, Size: 21878, Words: 8757, Lines: 443]
-htpassud [Status: 403, Size: 199, Words: 14, Lines: 8!
assets [status: 301, Size: 242, Words: 14, Lines: 8
cgi-bin/ [Status: 403, Size: 199, Words: 14, Lines: 8
favicon.ico [status: 200, Size: 4286, Words: 6, Lines: 1
includes [status: 301, Size: 244, Words: 14, Lines: 8
index.php [Status: 200, Size: 21878, Words: 8757, Lines: 443]
phpMyAdmin [Status: 403, Size: 199, Words: 14, Lines: 8!
portal [status: 301, Size: 242, Words: 14, Lines: 8

[0:00:32] :: Errors: 0 :

: Progress: [4614/4614] :: Job [1/1] :: 315 req/sec :: Duratio
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oot YT SO nikto -host 13.126.252.213

 Target T 13.126.252.213
+ Target Hostname:  13.126.252.213

 Target Port: 80

+ Start Time: 2022-01-13 21:05:10 (GNT5.5)

Server: Apache/2.4.46 () OpensSL/1.0.2k-fips

Retrieved x-powered-by header: PHP/7.2.34

The anti-clickjacking X-Frame-Options header is not present.

The X-Xss-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS
The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type
OpenssL/1.0.2k-fips appears to be outdated (current is at least 1.1.1). OpenSSL 1.0.00 and 0.9.8zc are also current.
Veb Server returns a valid response with junk HTTP methods, this may cause false positives.

0SVDB-877: HTTP TRACE method is active, suggesting the host is vulnerable to XsT

0SVDB-3268: /icons/: Directory indexing found.

0SVDB-3233: /icons/README: Apache default file found.

8877 requests: 0 error(s) and 9 item(s) reported on remote host

End Time: 2022-01-13 21:15:20 (GHT5.5) (610 seconds)

+ 1 host(s) tested

B ———
Portions of the server's headers (Apache/2.4.46) are not in

the Nikto 2.1.6 database or are newer than the known string. Would you like
to submit this information (#no server specific data*) to CIRT.net

for a Nikto update (or you may email to sullo@cirt.net) (y/n)? n
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Retrieved x-powered-by header: PHP/7.2.34

The anti-clickjacking X-Frame-Options header is not present.

The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS
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