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Abstract: This report focuses on identifying the cyber threats and trends affecting FinSecure Ltd (FSL) and recommends a refined approach for improving cybersecurity for this organization. It focuses on creating and implementing appropriate security policies, mitigation techniques, and monitoring methods that lower the risks triggered by phishing attacks, unauthorized access, and internal vulnerabilities. Recommendations for FSL’s cybersecurity strategies include adopting international standards and frameworks, including the General Data Protection Regulations (GDPR), the NIST Cybersecurity Framework, and ISO 27001. Analysing internal and external threats, the report recognizes key weaknesses in current access controls, training programs, and incident response procedures. A revised set of security policies and employee awareness programs are recommended to enhance resilience and reduce the company’s exposure to potential risks. Mitigation strategies such as better software management, access controls, phishing simulations, and routine monitoring are outlined. The report suggests that regular threat analysis and frequent training sessions is essential for FSL to maintain an effective cybersecurity framework.    
Keywords – Cyber Threats and Trends, Phishing Attacks, Unauthorized Access, Confidentiality, Integrity, Accessibility Triad (CIA), General Data Protection Regulations (GDPR), National Institute of Standards and Technology (NIST)
[bookmark: _Toc173243131][bookmark: _Toc198034632]1. Introduction
[bookmark: _Hlk197961820]The purpose of this report is to discuss the development of security policies for FinSecure Ltd (FSL) with the aim of mitigating the risk of security incidents from both internal and external threats while improving awareness and resilience throughout the organisation. 
As FSL have experienced security incidents including unauthorized access and phishing attacks they are aware of the challenges that arise from protecting the data and assets of an organisation [1]. 
Applying effective and reliable security measures is a critical objective for any organisation to ensure the confidentiality, integrity and availability of their data is protected and the number of security incidents are minimal [3]. Achieving this will avoid the risks of data loss, data breaches and reputational damage for FinSecure Ltd [1].  
Using the information that’s available from international standards and frameworks such as ISO 27001, NIST Cybersecurity Framework, CIS Controls and GDPR will support FinSecure Ltd in creating stronger security policies allowing them to protect their data and employees from further cyberattacks.  
Considering the existing access control policies, verification measures and access permissions will identify areas of vulnerabilities that will need to be addressed during this exercise along with reviewing the current training materials for the topics of phishing and social engineering attacks.   
[bookmark: _Toc173243132][bookmark: _Toc198034633]2. Identification of Cyber Threats and Trends 
When relying on digital technology for managing, storing and processing sensitive data it’s important that cyber threats are identified at the earliest opportunity to ensure the correct mitigation measures, policies and procedures are in place to enhance resilience, effectively respond to cyber threats and minimise the negative impact they can have on the operations and reputation of a business.   
There are several cyber threats that can affect an organisation including phishing, social engineering, ransomware, software attacks, human errors and unauthorized access. These examples can be categorized into two parts which are internal threats and external threats as shown in the diagram below [1-4].  
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[bookmark: _Toc198028651]Figure 1. Internal and External Threats
Internal threats can be described as “a cybersecurity risk which stems from inside an organization to exploit systems and cause damage” [2]. Examples of the internal threats include human error and carelessness while handling data. This could be due to privilege abuse, storing information in the incorrect locations or accidentally deleting data [2]. 
Another common example of internal threats is employees clicking on malicious links or media displayed in phishing emails before investigating the email. As a result, employees could unintentionally download malware and viruses that could attack the entire network or cause data breaches where cybercriminals have obtained sensitive information to accessed servers and gain administrative privileges [2]. 
External threats are explained as outside attacks on organizations from experienced hackers with the objective of gaining unauthorized access to networks. These attacks are normally used to gather sensitive information using viruses and malware. However, they can also be used to modify existing programs using malware to destroy organisational systems and data assets [2].     
[bookmark: _Toc173243133][bookmark: _Toc198034634]3. Security Policies and Procedures
To ensure that the correct policies and procedures are in place, the function and requirements of FSL have been considered to provide the correct guidance for various aspects of the business. For example, polices for processing and handling data or working from home. The figure below lists examples of the policies that will be developed to improve the current security practises at FinSecure Ltd. 
	1. Access Control Policy
	2. Data Protection and Classification Policy

	3. Acceptable Use Policy
	4. Email and Communication Policy

	5. Incident Response Policy
	6. Remote Working and Bring Your Own Device (BYOD) policy



[bookmark: _Toc198028652]Figure 2. Policies and Procedures
“Examining the effectiveness of current cybersecurity strategies and policies” is a key part of addressing vulnerabilities of an organisation [5]. Plus, it can identify gaps in the support available for tackling future cyberattacks. For example, are there enough cybersecurity tools and resources available to FSL, where are extra resources needed and what areas will require further prevention methods [5].   
[bookmark: _Toc173243134][bookmark: _Toc198034635]4. Mitigation Measures  
[bookmark: _Hlk197979396][image: A diagram of a process

AI-generated content may be incorrect.]To fully understand the requirements of the mitigation measures, previous security risks and vulnerabilities will need assessed to allow FinSecure Ltd to achieve their goal of protecting data and employees from future attacks. 
In the list below are examples of the new mitigation measures that will improve security across the FSL organization through “strengthening the efforts to prevent, detect and respond to cyber-attacks” [16].  [bookmark: _Toc198028653]Figure 3. Monitoring and Responses

· Phishing and Social Engineering 
· Unauthorised Access Controls 
· Software Management Schedule 
· Implementation of Firewalls and Antivirus Software 
· Technical and Physical Security Controls   
To make certain that the mitigation measures remain effective and successful, regular risk assessments will be conducted while carefully monitoring network traffic to identify any anomalies to help FSL understand if any security incidents have occurred and if any new trends are found [16]. Any findings from these assessments will support FSL in further developing their guidance and training materials for employees along with revising company policies and procedures where necessary. 
[bookmark: _Toc173243135][bookmark: _Toc198034636]5. Monitoring and Responses 
To ensure FSL have an effective system in place for monitoring and responding to incidents, the NIST Cybersecurity Framework will be used to make sure incidents are handled efficiently [13]. This method focuses on six functions which all have vital roles when responding to incidents [14]. 
The first group of functions govern, identify and protect allow companies to prepare for common threats to make sure they have suitable preventive measures in place to reduce the impact [14]. The second group of functions detect, respond and recover encourage organizations to find new threats to “manage, prioritize, contain and eradicate” cyberattacks [14].  
[bookmark: _Toc173243136]Applying the NIST framework to future incidents will help FSL with the preparation of responses while supporting them in reducing the volume and impact of possible threats [13]. The framework can also “improve efficiency and effectiveness of detection, response and recovery times” [13]. This is because it encourages organizations to work towards continuous development in terms of monitoring and response strategies by using past experiences to understand how incident response and risk management processes can be improved. 
6. Training and Awareness
Supporting employees in developing their understanding and awareness of security risks is a crucial part of protecting any organisation. Having the right tools, support and resources available will help employees understand the potential security risks involved in everyday tasks and the precautions they can take to prevent incidents like data breaches or phishing attacks [10].
Making employees aware of their responsibilities will ensure FSL are compliant with security regulations and will promote security awareness throughout the organisation. To achieve this, new training programs will be implemented to focus on topics such as social engineering, phishing, ransomware, password management, two factor authentication, software management, working remotely and safe internet habits.   
To support FSL in meeting their goal of improving security awareness, there will be mandatory training for all staff to complete during the onboarding process to evaluate the knowledge and awareness of employees. This mandatory training must be completed again every 6 to 12 months to ensure employees are aware of changes to FSL policies and procedures and the latest trends in cyberattacks. Encouraging employees to check the expiry date of their training and if they have access to new modules will support the team with this. 
The company will arrange monthly meetings to share announcements, lesson learnt and new training materials/resources that are beneficial for the development of the team. Reminding staff that simple things such as wearing identification cards around the office, locking laptop screens, clearing desks of sensitive information and keeping software and operating systems up to date with the latest versions are all examples of security precautions [4].  
To assess the knowledge and awareness of the team, FSL will use phishing simulations and questionnaires to better understand where improvements are needed for our cyber security training programs.     
[bookmark: _Toc198034637] 7. Conclusion 
Throughout this report, the cyber threats that target FinSecure Ltd have been identified along with the essential changes that are needed to the security policies, mitigation measures and monitoring processes to create a safter working environment that has addressed previous vulnerabilities and developed suitable precautions to reduce the volume of cyber-attacks in the future.  
The security training materials have been revised to ensure the right information is available to support colleagues in spreading awareness of safe security practices to prevent security incidents and identify common cyber threats attempts such as phishing and social engineering.
Regularly analysing the latest trends in cyber-attacks will allow FSL to identify potential vulnerabilities within the organisation’s systems, meaning they can plan for changes to mitigation measures while also testing the effectiveness of their monitoring and response strategies.   
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Appendix A: Networks and Cyber Security Essentials Presentation Slides  
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Note: Presentation slides are also available to view in the additional links area.      
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