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On the indeed site [1], searched for network administrator jobs in the London area. The first job I came across was a network administrator job for large car finance company. It required that you had 5 years’ experience in administering and configuring windows servers, Linux servers, cisco routers and switches. It also stated that it would be desirable to have CISCO and Windows qualifications. See Appendix A for Job specification. 

A second network administrator job, I found on the indeed site  [1] for an anonymous company. It requested that the applicant should have experience in administering and configuring servers and network devices e.g. routers. Also the job required that you have network qualifications like juniper, cisco, arista (which is a cloud based network qualification), fortinet (which is a network security qualifications). Also a degree in computer science or computer related discipline was also required. See Appendix B for Job specification.

On the indeed site  [1], found a job for junior network security administrator role. It did not specify any qualifications were needed. It stated that the applicant needed a background in IT, firewalls and excel. See appendix C for job specification.

On the indeed site  [1], found another job called Data Centre Network Administrator (DCNA), the job involves managing and administrating data centres. The applicant must have experience of administering and configuring, windows servers, linux server, cisco network devices, virtual server technology and cloud based technology e.g. Azure or (AWS) amazon web services. No specific qualifications were required. See appendix D for job specification. 

Visited another job site, called reed [2]. When searching for network administrator jobs, was getting limited results, switch to searching for network engineer jobs, which yielded more results. Found a job that focus purely on configuring and administering network devices. It did not require any specific certifications. The salary scale was £45000-£55000. See appendix E for job specification. 

A second network engineer job I found on reed [2], required that the applicant have experience of using network equipment, and using cloud services such azure and AWS. It did state in the job advert that it would be desirable to have CCNA, CCNP or ITIL qualifications.   The salary scale was £40000-£55000. See appendix F for job specification. 

Found a network security administrator job on reed [2], which required the applicant to have experience of network devices and to have a CCNP qualification. The salary scale was £55000 – 65000. See appendix G for job specification. 

[bookmark: _Toc52887248]Interesting Jobs

Did not know there were jobs like Network security administrator and Data Centre Network Administrator (DCNA). Both these jobs interest me. The network security administrator job required you to have a CCNP (Cisco Certified Network Professional). It one of the higher cisco qualification. You would need the CCNA (Cisco Certified Network Associate) qualification and CNET (Cisco Certified Network Entry Technician) as prerequisites. These are the qualifications I would need to become a network security engineer. Also I would need experience of network routers, switches, wireless routers, access points and firewalls e.g. cisco ASA.

The data Centre network administrator job, did not specify any qualifications. It did requires that you had experience of using network devices, such as cisco routers etc. It also specified you needed the following:

Experience of using windows server technology, e.g. active directory and group policies. 
Experience of virtual server technology such as VMware. 
Experience of Linux servers.
Experience of cloud technology such as Azure and AWS (Amazon web services)
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Data Center Network Admil
Flatirons Solutions - London

Apply with Indeed 4

recommendations on purchasing to the organization.

rator (DCNA)

The administrator must have an advanced level of knowledge with
Windows and Linux servers, with a working knowledge of Active Directory
for central machine management. Prior VMware experience is preferred,
and on-the-job training via internal resources and/or third-party training
will be provided during the tenure of the position to expand this skillset.
Prior datacenter experience is required and the administrator will be
required to manage network, hardware, and virtualization layers of a
highly available enterprise environment in multiple physical locations.

The administrator creates and keeps documentation up-to-date and is
responsible for capacity planning to ensure the facility meets current and
expected power and cooling requirements. Administrators supervise and
monitor all data center solutions, including troubleshooting and hands-
on support to make sure the data center provides internal and external
customers with expected uptime metrics,

Work Requirements

« This position is work-from-home and thus requires an individual
who can stay on task with the distractions of such a position, and a
capability to work with co-workers remotely with minimal in-person
interaction.

« Trips to regional datacenters are required as needed. Datacenters
are within a 25 mile radius of Heathrow airport.
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« Trips to regional datacenters are required as needed. Datacenters
are within a 25 mile radius of Heathrow airport.

« OffHours availability is required as needed but
occurrence.

« This position includes an on-call aspect for off-hours issues.

« Candidate must be a UK national for export control requirements.

nota regular

Role Competen

« Adaptability: Adapts to the situation

« Application Development and Maintenance: Applies the
competency in new or complex situations and advises others.

« Attention to Detail: Confirms details before deciding how to act

« Change Management: Applies the competency in common
situations that present limited difficulties, working with a moderate
level of guidance.

« Collaborating with Others: Fosters collaboration

« Continuous Learning: Learns from available opportunities

« Creativity and Innovation: Identifies new approaches

« Cyber Security: Applies the competency in common situations that
present limited difficulties, working with a moderate level of
guidance.

« Decision Making: Makes decisions by interpreting guidelines and
policies

« Exemplifying Integrity: Acts in a fair, open, and respectful manner.

o Infrastructure/Platforms: Advanced: Demonstrates advanced
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ponces
Exemplifying Integrity: Acts in a fair, open, and respectful manner.
Infrastructure/Platforms: Advanced: Demonstrates advanced
knowledge and ability, and can apply the competency in new or
complex situations. Guides other professionals.

1T Support Troubleshooting: Advanced: Demonstrates advanced
knowledge and ability, and can apply the competency in new or
complex situations. Guides other professionals.

Managing Resources: Uses resources effectively

Networking: Establishes contacts

Resilience: Maintains productivity in the face of occasional
strenuous work demands

Teamwork: Proactively assists and involves others
Telecommunications Network: Applies the competency in new or
complex situations and advises others.

Purchase, provision, and maintain Server, Network, and Datastore
hardware

Provide regular software maintenance to Virtual Datacenter
environment, including patching of VMware products, and software
upgrades for hardware appliances.

Complete regular system administration tasks within Windows
Active Directory, including provisioning and decommission of
users, security group updating, applying and managing GPOs, and
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Complete regular system administration tasks within

indows

Active Directory, including provisioning and decommission of
users, security group updating, applying and managing GPOs, and
other tasks as assigned.

Assess, select, purchase, and implement datacenter hardware and
software.

and health monitoring of hosts and virtual machines.
Experience with Cisco networking equipment. This role will be
‘expected to setup VPNs to/from customers and internal networks,
and other advanced networking tasks which require a high
familiarity and experience with Cisco and other networking
equipment.

inux administration experience. Expected tasks in this category
will include LVM management, patch management, scheduling of
tasks, and other duties as required.
Configure, run, monitor, and troubleshoot backups for Virtual
Machines
Experience managing reporting and audit requirements including
but not limited to 1O 27001, IS0 9001, GDPR, NIST, UK Export
Control
Experience with Virtualization technologies such as VMware, AWS,
and Azure. Familiarity with software supporting virtual
environments such as Veeam, Zerto, Vrealize, and others is a plus.
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and other advanced networking tasks which require a high

familiarity and experience with Cisco and other networking
equipment.
« Linux administration experience. Expected tasks in this category

will include LVM management, patch management, scheduling of
tasks, and other duties as required.

« Configure, run, monitor, and troubleshoot backups for Virtual
Machines

« Experience managing reporting and audit requirements including
but not limited to 1O 27001, IS0 9001, GDPR, NIST, UK Export
Control

« Experience with Virtualization technologies such as VMware, AWS,
and Azure. Familiarity with software supporting virtual
environments such as Veeam, Zerto, Vrealize, and others is a plus.

Candidates must be UK nationals due to export control requirements.

Applications from candidates who are immediately available, or who have
short notice periods are welcomed.
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< search results

Information Technology > Engineer > Network Engineer > Job details

Network Engineer

Posted 8 September by Proactive Appointments 4 Easy Apply

(©) £45,000 - £55,000 per annum © London, South East England Apply now
(@ Permanent, full-time Register and upload your CV to apply

with justone click
Network Engineer

We are currently seeking a Network Engineer for a Global client with a passionate &
dedicated team based in an easily accessible part of London. The Network Engineer will be & sharejob
required to support the smooth and efficient operation of their Global Network by liaising
with both internal and external teams across the business.

Aworking knowledge of network technologies, LAN/WAN/Wireless technologies, VOIP and ACTIVE.IT
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Aworking knowledge of network technologies, LAN/WAN/Wireless technologies, VOIP and
Collaboration Solutions, remote access solutions, network security, identity management,
DNS, and DHCP s desired.

About this company >
The Network engineer will be required to participate in on-call rota which willinclude

occasional out of standard business hours work.
Role requirements:

« Diagnose and solve problems, frequently under time constraints and business pressure

« Contribute to detailed network performance analysis for application traffic

« Support firewalls and the remote access environment, including client VPN

« Conduct maintenance and patching of the operational environment with appropriate
testing

« Maintain and implement high quality operational standards, processes and procedures
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Technical Skills required:

« Proven track record of providing WAN & LAN support in diverse environments
o Network Automation tools and methodologies (Puppet, Chef, Ansible)
o Remote Access solutions (client VPN, small office VPN, business to business VPN)
o Network security (firewalls and security monitoring)
o Public and private DNS (Microsoft/AWS Route 53), DHCP
o Identity Management (Active Directory, ADFS, Azure AD, 2 Factor Auth, TACACS, Cisco
ACS, Radius, PEAP)

« Cisco Certification (CCNA or higher)
« Able to demonstrate a working knowledge with the following:
o Network infrastructure (WAN, MAN, LAN, Wi-Fi, QoS for Data, Voice, and Video)
o Network protocols (IP, OSPF, BGP, RIP, IPSec, etc.)
© MPLS / VPN / Hybrid WAN / SD-WAN / Metro Networks / leased lines
o Network Hardware (Cisco routers and switches, cabling, Palo Alto firewalls)
o Network configuration related to Cloud Providers such as AWS, Azure, and GCP
o Ability to code in common scripting language, Python preferred
o Network performance analysis and reporting

o Network Monitoring & troubleshooting (PRTG, Nagios, MRTG, Wireshark, NetFlow,
Riverbed Profiler. SNMP)
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o VOIP and Collaboration Systems (Skype for Business, Teams, Slack, Avaya)
o Operating systems: Microsoft (Server and Desktop), Mac OS X, Linux
o Microsoft Office 365 & Visio Professional
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Network Engineer

Posted 28 September by Ashdown Group 4 Easy Apply Featured

(® £40,000 - £55,000 per annum © London, South East England
@© Permanent, full-time

An established and renowned industry leader is seeking a proven Network / Infrastructure
Engineer to join their growing team based in central London. Please note, this is initially a
fixed-term contract for 6 months, however there is a chance this might be extended for the
right candidate.

Reporting into the Head of Infrastructure and as part of a sizeable infrastructure/ network
team, the successful candidate will work closely with enterprise architects / third party
providers and be responsible for providing enterprise-class network to multiple sites
throughout the UK using the latest network technologies from Cisco, FortiGate,
Checkpoint and Netscalers Load Balancers. Duties will include:

« Designing system configuration, directing system installation, defining, documenting and
enforcing system standards

o Maximising network performance

S

Apply now

Register and upload your CV 1o apply
with Just one click

o share job

Ashdown

Group

About this company >
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« Investigating data network faults

« Securing, supporting, administering and upgrading all network systems and firewall
solutions

« Reporting network operational status by gathering and prioritising information and
managing projects

« Upgrading data network equipment to the latest stable firmware releases
« Configuring routing and switching equipment
o Managing third-party relationships.

In order to be suitable for this role you must have proven experience in a Network Engineer,
Cisco Engineer, Infrastructure Engineer, Systems Administrator or similar network (office &
data centre) focussed role ideally in a large enterprise high availability environment. Itis
essential to have experience of designing, setting up, maintaining and improving large
network environments along with Cisco switches and Checkpoint load balancers like
Netscalers. It is essential to have in-depth knowledge of network types (LAN, WAN, WLAN)
and core Infrastructure services and functions (DNS, DHCP, LDAP, etc.) with experience
working in mixed on-premise/cloud environments e.g. Azure/AWS. The ideal candidate will
also have experience of planning and delivering infrastructure changes as well as identifying
and resolving information security threats, such as office moves when zero server downtime
is required, firewall migration (Checkpoint to Fortigate), infrastructure / network refreshes &
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In order to be suitable for this role you must have proven experience in a Network Engineer,
Cisco Engineer, Infrastructure Engineer, Systems Administrator or similar network (office &
data centre) focussed role ideally in a large enterprise high availability environment. Itis
essential to have experience of designing, setting up, maintaining and improving large
network environments along with Cisco switches and Checkpoint load balancers like
Netscalers. It is essential to have in-depth knowledge of network types (LAN, WAN, WLAN)
and core Infrastructure services and functions (DNS, DHCP, LDAP, etc.) with experience
working in mixed on-premise/cloud environments e.g. Azure/AWS. The ideal candidate will
also have experience of planning and delivering infrastructure changes as well as identifying
and resolving information security threats, such as office moves when zero server downtime
is required, firewall migration (Checkpoint to Fortigate), infrastructure / network refreshes &
moving into the cloud. CCNP, CCNA or ITIL certifications will be considered highly
beneficial, but are not essential.
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Network Engineer Security CCNP

Posted 24 September by Client Server Ltd. 4 Easy Apply ~Featured

(® £55,000 - £65,000 per annum © London, South East England

@© Permanent, full-time

Network Engineer (Cisco CCNP Multicast Security Firewalls). Are you a technologist Network
Engineer with experience in a financial services environment? You could be joining a City
based trading firm, working on complex real-time low latency systems, continually learning
and progressing your career.

As a Network Engineer you will maintain, support and ensure the security of the global Cisco
and Mellanox wired and wireless network infrastructure for business critical data feeds.
You'll build, maintain and monitor low latency networks; perform network engineering and
design for projects as well as BAU expansion; implement new services and work with
external vendors to support the global WAN infrastructure. You'll also analyse and monitor
security infrastructure and advise on and remediate network and security risks and issue.

As a Network Engineer you will join a collaborative team and will be encouraged to make
suggestions and improvements. You will be based in an informal atmosphere in the City
with a good work life balance (0900 to 1730 with flexibility), casual dress code, bright, open

Apply now

Register and upload your CV 1o apply
with Just one click

o share job

€9 crent server

About this company >
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plan offices and a peaceful work environment. The company is able to offer a remote
interview / onboarding process and complete work from home during the current social
distancing measures, with a gradual return to the City office in due course.

Requirements:
*Strong knowledge of Cisco network technology - ideally CCNP qualified

*Experience of working in a financial environment

*Experience of monitoring and supporting low latency networks

*Multicast experience

*Good understanding of network security

*Nice to have: experience of providing network support for data feeds; Mellanox switches,
Cisco Catalyst and Nexus series switches; Cisco ASA; Checkpoint Firewalls; Cisco Meraki
Wireless.

As a Network Engineer you will earn a competitive salary (to £65K) plus bonus and benefits.

Apply now or call to find out more about this Network Engineer (Cisco CCNP Multicast
Security Firewalls) opportunity.
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Network Administrator
Car Finance Giant - London

ply On Company Site M

Troubleshooting and admi
infrastructure.#Troubleshooting and administering existing server
infrastructure.#Building out new network and server
infrastructuresAssisting internal help desk with more complicated
problems/fixes.#Regularly auditing configurations and health of
systems.#Actively monitoring servers and network for any
issues.#Anything else requiring your abilities and expertise as they arise.
5+ years experience building, configuring and administering Windows
2008 and above servers #Experience setting up and administering Linux
serversiS+ years experience building, configuring and administering
Cisco routers and switches #5+ years experience building,
troubleshooting, and repairing desktops and laptops.#Ability to learn
quickly, demonstrating the ability to be a seff-starter and work in a fast-
paced and dynamic environment, and take ownership in work #CCNA or
better certification.#Preference will be given to those with Microsoft

certifications also.

30+ days ago - apply on company site
reportjob
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Network Administrator
Fortex - London
Part-time

o -

Term: project based or part time

Description: This Network Administrator role will maintain a reliable,
secure and efficient data communications network. The ideal can:
will be able to deploy, configure, maintain and monitor all active network
equipment in order to ensure smooth network operation.

ate

« Fully support, configure, maintain and upgrade corporate
customers’ networks and in-house servers

« Install and integrate new server hardware and applications

« Keep an eye out for needed updates

« Support and administer third-party applications

« Ensure network security and connectivity

« Monitor network performance (availability, u
and latency) and test for weaknesses

« Setup user accounts, permissions and passwords

« Resolve problems reported by end user

« Define network policies and procedures

« Specify system requirements and design solutions

« Research and make recommendations on network and server
system administration

ion, throughput
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Requirements:

« Proven experience in a network administrator role

« Hands on experience in networking, routing and switching

o Excellent knowledge of best practices around management, control
and monitoring of server infrastructure

« Experience with firewalls, Internet VPN's remote implementation,
troubleshooting and problem resolution is desired

« Ability to set up and configure server hardware

« Familiarity with backup and recovery software and methodologies

« Great at organizing, prioritizing and multitasking

« Arista, Fortinet, Juniper, Cisco training or certificate preferred

« BSc degree in Computer Science o related field

To apply for jobs, please send an introduction email and PDF of your
CV/Resume to careers@fortex.com

30+ days ago
report job
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Network Security Administrator - Junior
cer Financial - London
£220 a day - Full-time, Contract

Apply with Indeed o

Network Security Administrator - Junior
City of London

Contract

£220.00 per day PAYE

Our client, an international client are looking for 2 Network
Security Administrator to join their team in the City of
London. This is a junior role that would suit a candidate
with a degree in IT, and an interest in Network Security and
Firewalls.

The Network Security Administrator is a new role within the
Bank to provide day to day support for the network
security function. It will play a vital part in the maintenance
of the Banks Firewalls and the processes that surround it

‘The Responsibilities of a Network Security Administrator
willinclude:

- Performing admin duties surrounding the Firewall change
management system and processes for changes required
to all Bank Perimeter firewalls.
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system and processes for changes required to all Bank Perimeter
firewalls.

- Performing administration duties on the Firewall review procedure
ensuring that review of rules and components on the firewalls are
completed in a timely manner within SLA's.

- Performing reporting duties on the status of processes and SLA's
concerning firewall

- Assisting in remediation tasks required by audits, and document
exceptions as necessary.

- Providing support to the Network Security Group, building skills and
knowledge to provide an administration function working on day to day
tasks and processes

‘The Successful Network Security Ad

- Background in IT advantageous
- Knowledge of Firewalls in particular would be an advantage

- Akeen interest in the technical environment of the Internet, Firewalls
and associated systems and Computing would be an advantage

- Ability to grasp concepts quickly together with an analytical mind

- Competence in Excel spreadsheets may be helpful

Job Types: Full-time, Contract

Salary: £220.00 per day




