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Figure 1- Diagram showing seperation of management with XaaS model[1]
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Figure 2- ISP Password cracking time[2]
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III. Introduction

In recent years, the trend of ‘renting’ virtual services as opposed to physically owning them has continued to grow, and this one can only imagine it to continue growing in popularity as the years go on. As with all things, it comes with its advantages and disadvantages, and due to its popularity recently, you can imagine which of the two outweighs the other. This report will aim to investigate each “X as a service” method, its pros and cons, and whether it is useful in different environments/scenarios. The second half of the report will look into the risks present to a computer network, how they can be defended against, or prevented. As you can imagine, the risks present to an ordinary computer network are therefore present against the aforementioned “X as a service” methods, of which use cloud-computing as a means of communication. 
IV. [bookmark: _Toc514854024]‘X’ as a Service

X as a service, or as it is often referred by the abbreviation XaaS, or replacing X with the service, such as ‘Desktop as a Service’ being DaaS, for example. “The premise of these methods is that users can pay a per usage subscription fee without investing a huge amount of money to install and maintain necessary software and hardware. Users can access the service anywhere and anytime in the world as long as they have a device with internet access”[3] While these services tend to overlap in their territory to most people, their characteristics are separate, see figure 1 for reference. To most the term infrastructure and hardware are two terms often used interchangeably, but as seen in the aforementioned diagram, there is a distinct separation. This confusion also isn’t helped by the fact that quite a few large companies host their own infrastructure, hardware, platform and software, Google and Amazon being the two more known examples.
I. [bookmark: _Toc514854025]Software as a Service

The SaaS method is the means by which applications are hosted by a vendor or service provider and made available to customers over a network, typically the Internet”[4], typically as a subscription based product. A popular example of an SaaS would include product such as Cisco WebEx, Google Apps and so on.[5] As you can see by the example, SaaS’s are not always premium, in that the user must pay for them, such as email services or cloud computing services. The main advantages of this type of service is that the user can take full advantage of the perks that come with cloud computing, such as the fact that it can be accessed anywhere with an internet connection, and rapid provisioning of on-demand… services”[3]. It is important to note the distinction between SaaS and the perpetual license model, while often referred to interchangeably, SaaS is a software mostly hosted on the seller’s hardware, using their resources, you- the user, are only gaining access to the software hosted on their virtual environments. For example, when accessing Gmail, the email service is hosted by google, and you, the user are only accessing the software side. Further advantages include the increased level of reliability (level depending on host provider), the reduced initial investment, as you don’t need to buy large amounts of hardware to host the software and the reduction in physical space usage, for example instead of having large amounts of servers to host, a simply laptop with an internet connection and sufficient hardware should suffice. The disadvantages on the other hand include, limited choice of software to run in SaaS environment, often limited by what the host allows, little control of the software parameters and lastly and most importantly; the security issues. As the user has little to no sight on what is going on behind the scenes, they are forced to simply trust that the data they are imputing is both secure and only accessible to them, of which in most cases people trust, but to those who are slightly more paranoid, such as this writer, the inability to know your data is secure is a huge oversight.

II. [bookmark: _Toc514854026]Infrastructure as a Service

Infrastructure as a Service is the most accessible level of this type of service, as the customer/user can control nearly everything, including most of the hardware. The provider of the IaaS environment will “offer these cloud servers and their associated resources via dashboard and/or API. IaaS clients have direct access to their servers and storage, just as they would with traditional servers but gain access to a much higher order of scalability”[6]. Examples of an IaaS would be Amazon Web Services, Microsoft Azure and Google Compute Engine[5]. The advantages of IaaS include; the ability to have full control over the virtual environment, and therefore can run anything on there, this one imagines so as long as it does not break the terms and conditions, the ability to “run and control its own virtual infrastructure without the overheads of cost and maintenance from running its own hardware”[7] as well as the “control of processing inside the VM”. The disadvantages on the other hand include; the cost, as costs for such environments are often calculated by every cycle, hardware included, spaced used, and therefore it can become very expensive very quickly. This being said, the types of companies that would use an IaaS are the types of companies where spending huge amounts of such an environment is just part of the status quo. Also, as the user has full control, the burden of liability is now on the user as opposed to SaaS and PaaS, where backups are made by the host, that is now the user’s problem. Lastly there is also the inability to choose where the servers are physically based, which while minor to some may be a huge problem for larger companies.

III. [bookmark: _Toc514854027]Platform as a Service

The platform as a service model, as seen in figure 1, is the middle ground of the two previous mentions, SaaS and IaaS. The PaaS model allows for the user to control everything bar the physical hardware and the virtualisation that ‘sections off’ the hardware. Well known examples of a PaaS include; Microsoft Azure, Google App Engine and Apache Stratos. The advantages of an PaaS include; improved control over software parameters as opposed to an SaaS, control over who can access the software, further insight into underlying virtual environment and the fact that the management of the VM and underlying hardware, there is still a high level of reliability and redundancy that comes from a server host.[7] The main disadvantages stem from the fact that in exchange for more control, the liability of reliability is put onto you, as opposed to the host, for example where on an SaaS, the host would automatically update the software being used, and the overlaying OS and such, in the instance of a PaaS, that is not solely on the sure to do, so should a failure to update cause problems, it is now the user’s fault, not the host’s.

V. [bookmark: _Toc514854028]Conclusion

In conclusion, while each XaaS method does have their advantages and disadvantages, each come at a balance in control to reliability/liability. For example, comparing SaaS to PaaS, simply put you have more control at the cost of greater responsibility put on you, the customer. In terms of cost the cost becomes more efficient at the lower levels of control, for example an SaaS is deemed more cost effective than an IaaS, although depending on its usage, the SaaS may not be adequate for your usage.



IV. [bookmark: _Toc514854029]Risks to Computer Networks

Although this section will detail risks to computer networks, they none the less become risks to the aforementioned XaaS methods as detailed in the previous section, due to the fact that they all stem from cloud computing, that relies largely on computer networks to work successfully.
I. [bookmark: _Toc514854030]Data Loss

Data loss is one of the most common risks to computer networks and their connected devices and is accepted than no matter how prepared you are, there will always be data loss. That being said, there are ways to reduce the impact of data loss or mitigate the losses. A common method of mitigating the losses of data loss is an off-site backup, in office environments and areas of work where there is much larger stores of data, this is more often than not stored on tape drives as opposed to a mechanical drive due to the durability and nature of a tape drive it is much better suited to long term archiving.[8] As one of the biggest reasons for data loss is hardware failure, by moving it to a non-moving disconnected storage device, you remove a huge point of failure. Not only do you remove a point of failure, but you also reduce the risk of viruses and such gaining access to the backup if in the case it were still connected to the network. This being said, a singular backup is not enough for most IT premises, and so the rule of three comes into effect, only when there are 3 backups at 3 different locations is the data truly backed-up. When it comes to backups, it is a good way of thinking to imagine not will it fail, but when will it fail.
The second method of data loss mitigation would be to use good drives, assuming the majority of data will be stored via mechanical drives, their projected lifespan can vary greatly from drive to drive. Using a Seagate Barracuda 2TB drive vs a WD Red 2TB drive, the Seagate option while cheaper, has a projected lifespan of 0.8 years, whereas the WD Red is projected for 4-5 years. This difference is both due to price and what they are designed for, the Barracuda is designed for occasional usage at lower power, the WD Red on the other hand is designed for NAS systems, aka 24/7, heavy usage as well as long term performance and stability. At only an additional £20 for a WD Red compared to the Barracuda at the time of writing, it is very easy to see which the better choice of drive is.
II. [bookmark: _Toc514854031]Natural Disasters

When it comes to natural disasters, although there are many things you can do to prevent damage, it’s one of the few risks you cannot prevent, bar moving to a new country with less natural disasters. One of the few ways to prevent data loss due to a natural disaster is “by maintaining an up-to-date copy of your data offsite in a high-security facility.”[9] In addition to this, a policy should be put in place to create the aforementioned up-to-date copy of data so that should a disaster happen, the lost data can be relatively easily recovered. Of course, there is the option upgrading the server room into a high-tech security-enabled faraday cage, but then in the event of flooding or an earthquake, a high-tech server room means nothing if the surrounding building comes down, taking it and all of the data with it. As an absolute method the company could build an earthquake proof building, but even should the company invest billions turning the building into a Fort-Knox-level-of-security, the risks would never truly be solved, only reduced.


III. [bookmark: _Toc514854032]Password Cracking

On the topic of password cracking, it can vary greatly from person to person, for most people would use a relatively simple 7 character password with 1 number, and according to an online password-cracking-time calculator online[10], the formula of which it uses can be found in the source, it would take only 2 hours for such a password to be cracked. Now, taking that 7-character, 1-number password and adding a uppercase letter, using the same calculator, it would now take 3 ½ days to crack. Using this as a baseline you can see how little changes can improve the security of whatever the password is protecting very easily at little cost. Not to mention the fact that it is very common for people to use the same password for everything, you can get the gist of why passwords in general can become a huge security flaw. In the case of networks, should an unauthorised user gain access to the network using a password cracker, they can rain down havoc upon the network so to speak, using a multitude of attacks such as man-in-the-middle attacks, in which case all of a sudden said user can gain your most important data such as bank details and such. Take for example this writer’s passwords for their network, while not completely confident in the security it brings, he is relatively confident in it. Using the same calculator as before, using a password of similar length and character set, it would take 774102 millennia by 2018 standards, so it is on the rather safe side.
Back to the topic at hand, to further secure passwords and such in an office environment a policy should be put into place needing users to have a 7-character minimum password that must contain 1 number, 1 uppercase letter and 1 symbol for a minimum, that must be changed every 4 months, and you will not be able to use your previous 3 used passwords. Now, while this is a huge inconvenience from an employee/user perspective, of which this writer can personally attest to having had to do so in multiple situations, at the cost of improving security majorly at the cost of a relatively minor inconvenience, it is a pretty clear choice from a management perspective. Training should also be considered to remove or lessen the threat of both viruses and other similar attacks as well as social engineering attacks. While it seems obvious to not give your password to unfamiliar websites or anyone really, as an IT person, we must always assume the user is as stupid as they could be to minimise risks to the network and its surrounding devices.

IV. [bookmark: _Toc514854033]Denial of Service attacks

Denial of Service attacks are a “method of stopping a website or service from running”[11], by basically “flooding” a singular node, or multiple nodes depending on the type of attack, therefore basically stopping or reducing the effectiveness of the network’s connectivity by overloading the node(s). In the same loop there are DDOS attacks that instead of using a singular computer to attack a singular resource, the usage of multiple computers to attack a range of resources is done. For this reason, DDOS attacks are more well-known as they are of the two the type of attack that would take place against large companies, the attack of which would then end up on the news.
To mitigate or reduce the effectiveness of a DOS/DDOS attack, there are a few methods that can be used, such as web authentication, “intrusion detection systems (IDSs), firewalls and security enhanced routers”[12].  Quite a few number of website hosts and 3rd party routers nowadays come with DOS protection as standard, definitely so on a number of cisco routers. A policy should be put in place for logging the packets used, DOS attacks and such last for a relatively long time, and in that time more often than not, a good enough team can start to use the source addresses and such to start blocking the DOS-attacking-packets via the firewall or ACL (Access Control List).

V. [bookmark: _Toc514854034]Conclusion

In conclusion, no matter the risk, there will always a way to, at minimum, reduce the risk if not stop it all together, the only problem being the cost, resources and training needed to implement these aforementioned procedures or security implementations. In most data centre scenarios, the majority of the methods mentioned in this report can be implemented, maybe barring moving to a different country, as that is another level of cost entirely, depending on the datacentre or company involved. Although from this writer’s point of view saying no security implementation would never work 100%, may sound like paranoia to some, in a security sense, it has basis in the fact that no security has ever worked 100% of the time for an extended period of time, no matter what the security, in the end somehow, it will always fail in some way.
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