




Chinese balloons over North America	
Jordan Hayston 1910612
Electromagnetic Radiation
ACDB5009


Background and Issue
Between 28th January and 4th February, a high-altitude balloon was spotted over North America, having flown over Canada, and the United States of America [1]. The Chinese-operated device, which flew at around 60,000 ft (18.3 Km), was shot down over US waters on February 4th by a sidewinder missile fired from an F-22 Raptor, a tactical stealth fighter aircraft used by the United States Air Force. 
[image: A US Air Force U-2 pilot looking down on the Chinese spy balloon over Montana on 3 February. Pic: Department of Defense/US Air Force]
Figure 1, Balloon image taken from aircraft.
It has been claimed by the Chinese government that the balloon was a civilian meteorological ship (weather balloon) however, the American and Canadian governments announced that its intentions were for surveillance. 
This incident presents an interesting issue, particularly for those associated with North America (NATO countries). There is not a lot of known information about the balloon currently, as it is still being investigated and there is minimal confirmed information about its capability or intention. Therefore, I have carried outlined some of the known information with some theoretical threats below to provide an understanding from my electromagnetic radiation background.
Weather Balloons
China has claimed that the balloon in question was simply a weather balloon used to gather information on weather conditions, that had flown off course. Despite this, it has been confirmed that the balloon had the capability to steer and change its direction. It was observed flying over multiple US military bases, in some instances flying in a figure eight above certain locations. 

Standard weather balloons are typically large devices which consist of a flexible, lightweight balloon filled with helium carrying a package of instruments and sensors to collect data on weather conditions. The devices are flown to the stratosphere (10-50 Km) to gather information on temperature, pressure, wind speed, humidity, and other atmospheric variables. The balloon is filled with helium, which carries the upward. As it rises, the decreasing air pressure causes it to expand until it gets too high and bursts. Normally, weather balloons will be in flight from 90 minutes to 2 hours – not multiple days. 


Types of Electromagnetic Radiation 
Gamma
Gamma radiation sits at the very end of the electromagnetic spectrum, having the smallest wavelength and most energy of the seven groups. It is a type of ionising radiation produced by atomic nuclei, which can penetrate most materials. Gamma rays are normally produced in the process of radioactive decay. This is where the nucleus of an atom transitions from a high energy state to a low energy state by ejecting particles [2]. 
The gamma rays produced are in the form of high energy photons which travel at the speed of light. They can be used in industrial applications for material testing, or in the medical field for treating cancer. On the contrary, if a person is exposed to high levels of gamma radiation, they will experience severe health effects such as an increased risk of cancer and radiation sickness. 
X Rays
X-rays are another form of ionising radiation, which can penetrate optically opaque materials. They differ to gamma as they are produced by electrons and not atomic nuclei. A device called an electron tube creates x-rays by firing high-speed electrons at a metal target, such as tungsten. As this happens, the high-energy electron and an inner shell electron are both ejected from the tungsten atom leaving a hole which is replaced with an outer shell electron. The loss of energy is emitted ass an x-ray photon [2]. 
X-rays can be used in a wide array of applications, such as security screening, medical imaging, and material testing. Despite the benefits, x-rays can also be very harmful at high levels. Exposure to large amounts of x-rays can damage living tissue, leading to increased risk of cancer and radiation sickness. 
Ultraviolet
Ultraviolet radiation is a form of non-ionising radiation, which cannot be seen by the human eye. It forms around 8% of the radiation given off by the sun, and the shorter wavelengths are biologically harmful. Aside from the sun, UV Radiation can be created artificially using lamps, LEDs, plasma sources and lasers [3].
UV radiation damages living cells by breaking the chemical bonds in molecules, such as DNA, and causes them to mutate or die. This can result in various skin issues in humans, such as sunburn, skin cancer and aging. Despite this, it can also be used for sterilisation purposes, and is imperative for the production of vitamin D. 
Visible Light
Visible light sits in the middle of the electromagnetic spectrum, between the frequencies 400THz-750THz. This type of radiation can be seen by the human eye, but only wavelengths between 380-700nm. The sun is the primary source of visible light on Earth, which is produced from the nuclear fusion process. Visible light can also be produced from artificial sources such as lightbulbs and LED’s. It is essential for human vision and can also be used in photography and communication. 
Infrared
Infrared radiation sits in between visible light and microwaves on the electromagnetic spectrum and can induce heat in conductors and non-conductors. It is often referred to as thermal radiation as it is produced by objects that emit heat. Any object that has a temperature above absolute zero (-273°C) emits infrared radiation; the hotter the object, the more IR radiation is emitted. IT can be created artificially using lamps and lasers [4]. 
Infrared radiation can be used for a variety of applications such as cooking, heating, and astronomy. It can also be used in military and security backgrounds for missile guidance systems and night vision technology. 
Microwaves 
Microwave radiation sits between the wavelengths of 1mm-1m and the frequencies of 300Mhz-300Ghz. Much like some of the other groups of the electromagnetic spectrum, it is produced naturally by the sun and the stars. It is also produced by man-made devices such as microwave ovens, wireless communication equipment and radars. 
With regards to wireless communication applications, it is used for satellite communication and mobile phones. Whilst it is useful in this aspect, it is much alike the other forms of radiation in that it can cause tissue damage and increase risk of cancer if a person is exposed to it for extended periods at high intensity.  
Radio Waves
Radio waves are the group on the electromagnetic spectrum with the longest wavelength, which can reach up to 100Km. Much like other parts of the EMR spectrum, they are naturally emitted by the sun and stars, in this case lightning too. Radio waves can also be created artificially using a transmitter or antenna. When an electrical current flows through a wire, it produces a magnetic field, which is strongest closest to the wire but expands outwards in all directions. By changing the direction of the current rapidly, the magnetic field also changes, and this creates an electromagnetic wave that radiates outward. The design of the antenna can be altered to change the shape and direction of the electromagnetic waves. For long distance transmission, a parabolic (dish) antenna is best suited as it focuses the waves in a specified direction as opposed to radiating in all directions.  

This concept is applied to a vast number of technologies such as tv/radio broadcast, wireless communications, and navigation systems. It can also be harmful in large doses. 

Potential Threats
EMP
There has been some speculation in the news that the balloon could have carried some form of Electro-Magnetic Pulse (EMP) device [5] . An EMP can severely disrupt and damage electronic equipment as it is a high energy burst of electromagnetic radiation. When an electromagnetic wave passes through a conductor, it induces high voltage currents and voltage surges which can overload and damage circuits. If the balloon was to be carrying such a device, it would most likely be a small nuclear weapon. If a nuclear weapon was to be detonated at high altitude, it would release a devastating EMP that covers a large area. The wave would interact with the Earth’s magnetic field, causing disruption in long conductors such as communication and power lines. Due to the nature of this attack, harmful gamma radiation could also be emitted and cause severe illness to those below.
It is difficult to provide complete protection against EMP devices however, there are some measures which could be taken. To physically protect vulnerable systems, shielding materials can be used to stop or reduce the effect of an EMP. Surge protectors could also help stop systems from overloading. If systems are affected by and EMP, the next best option is to have backup power and communication systems. 
Intercepting Communications 
It has been claimed by the US government that the Chinese balloon was equipped with multiple antennas and had the capability of intercepting communications and collecting intelligence [6]. Wireless interception can be used to intercept and capture sensitive information from the likes of mobile phones and other wireless communication devices. It can be done using specialist equipment such as radio scanners, which are designed to extract information from wireless signals. Different information can be extracted from different kinds of signals; for example, internet traffic and sensitive login information can be intercepted from Wi-Fi signals or phone call and text message conversations can be captured from intercepting mobile phones. 
There are a few methods which can be used to prevent this from happening. The first would be to use more secure communication protocols, for instance encryption. This would not necessarily stop the data from being intercepted, but it would make it unusable. A second method would be to use shielding to protect the information, such as a Faraday cage. This would prevent the signals from being accessed from outside of the cage.
Visible Light and Thermal Imaging
One report suggests that the balloon may have utilised long range visible light and thermal imaging devices to discover hidden facilities by fusing thermal and visible light still images of similar focal lengths together [7]. Using long range thermal imaging, it is possible to pickup any hidden or underground pathways as they could appear to be cooler than the surroundings. Visible light cameras can also reveal changes in terrain, which when combined with the thermal imaging, could reveal hidden locations used by the military. To produce a sharp image from such a high altitude, two overlapping cameras can be used. The two lower quality images can be integrated to produce one higher resolution photograph of the overlapping area (seen in Figure 2). The visible light imaging can also be used to gather information on any visible targets, such as weapons and vehicles, that are out in the open.
[image: ]
Figure 2
There are several ways to protect against both thermal and visible light imaging. For thermal imaging protection, thermal barriers such as reflective films and ceramic tiles can be used to reduce the amount of infrared radiation is emitted from a building. Insulation can also be used to minimise temperature differences between a specific location and its surroundings. To protect against visible light imaging, the first line of defence would be to obscure the view of sensitive areas. This can be achieved using walls, trees, and other landscaping elements. Another method would be to use strategically placed lighting to create glare or reflections. This would make it difficult for the camera to focus and take clear images. 
Readiness of Response
One theory on the motive for the use of the balloon is that the Chinese government wanted to test the response of the US government and military. The first test would be to see how quickly they reacted to the potential threat, which could provide insight into how to carry future surveillance programmes. Another test would be to see how they respond, what they do to neutralise the threat. Once the target was over American waters the air force flew an F-22 Raptor and used a sidewinder missile to take it down. The balloon could have recorded data given off by both the jet and the missile before it was destroyed, such as infrared signatures and other electromagnetic signals. This would provide the Chinese government with information on the capability of the US military’s arsenal. 

Data Transmission
It has been confirmed by the US military that the device in question had the capability of transmitting data back to its origin in real-time [8], which can be done using a radio transmitter or an antenna. Radiosondes (weather balloon instrument) can typically provide data from up to 200 Km away, which is significantly less than the distance the balloon was from its point of origin. As a result, it can be assumed that the antenna(s) used were larger and more powerful.  

Recommendation and Timing
At this moment in time, my key recommendation with regards to electromagnetic radiation is to remain vigilant and be aware of what could happen if there is a similar event here in the UK. Each part of the electromagnetic spectrum can be used in a malicious way to cause disruption to the defence industry, whether it is to simply spy on our assets and information or the cause physical damage. 
I currently believe that there is no imminent danger here in the United Kingdom however, this could change in the future, and we should be prepared to protect our site against all threats considering the nature of our business.
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