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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	A
	172.16.2.0
	255.255.255.224
	172.16.2.1
	172.16.9.254
	172.16.9.255

	B
	172.16.10.0
	255.255.248.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	C
	172.16.12.0
	255.255.255.248
	172.16.12.1
	172.16.12.254
	172.16.12.255

	D
	172.16.13.0
	255.255.254.0
	172.16.13.1
	172.16.13.62
	172.16.13.63

	E
	172.16.13.64
	255.255.255.192
	172.16.13.65
	172.16.13.94
	172.16.13.95

	F
	172.16.13.96
	255.255.255.0
	172.16.13.97
	172.16.3.102
	172.16.2.103

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



[bookmark: _Toc25862120]Report – Features of IPv6
[bookmark: _Toc25862121]Introduction
Internet Protocol Version 4 (IPv4) has been in use since the creation of the internet. The pool of public Internet Protocol (IP) addresses is expected to be depleted by 2021 [1]. To address this concern, Internet Protocol Version 6 (IPv6) was introduced to replace IPv4. An initial specification was first published in 1995 [1]. It moved to a full Internet Standard with the publication of RFC 8200 in 2017 [2]. 
[bookmark: _Toc25862122]Address structure
IPv6 uses 128-bit addresses, theoretically allowing 2128 unique addresses versus 232 possible IPv4 addresses. This makes end-to-end device communication possible [3]. IPv6 addresses are split into eight 16-bit blocks. Each block is represented as hexadecimal numbers to make them easier to interpret [4]. The blocks are separated with colons. For example, consider the address below.
	0100101010010110
	0110001000010111
	0111111110010011
	0000000101010100

	1000100010011110
	1011110100011101
	0000000000000000
	0000000000000000



The representation of the address in hexadecimal is shown below.
4A96:6217:7F93:0154:889E:BD1D:0000:0000
The address can be further shortened if any of the blocks have leading zeros after being converted to hexadecimal. This is demonstrated in the fourth block below.
4A96:6217:7F93:154:889E:BD1D:0000:0000
In cases where there are two or more consecutive blocks made up only of zeros, double semi-colons can be used in their place. Double-semi colons can only be used once in an address. An example of this type of address is shown below.
4A96:6217:7F93:154:889E:BD1D::
A zero can be used in place of any blocks remaining that only contain zeros. 
[bookmark: _Toc25862123]Packet structure
IPv6 has a simplified basic packet header made up of 8 fields with a total size of 40 octets (320 bits) (IPv4 packets are made up of 12 fields with a total size of 20 octets (160 bits)) [5].
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Figure 1: Basic IPv6 header format. Source: [6]
It is possible for extension headers to be included between the basic header and the data. The number of extension headers is not fixed [5]. 
[bookmark: _Toc25862124]Neighbour discovery 
Network Discovery Protocol (NDP) defines nine different ‘mechanisms’ for solving ‘problems related to the interaction between nodes’ [7], as well as five different Internet Control Message Protocol Version 6 (ICMPv6) packet types that are used for those mechanisms [7]. Much of the functionality is similar to that of Address Resolution Protocol (ARP) and ICMPv4 in IPv4 [8], although differences include use of multicast groups in place of broadcasting [9].
[bookmark: _Toc25862125]Address allocation
Dynamic Host Configuration Protocol Version 6 (DHCPv6) offers three different methods for the allocation of addresses to devices [10]. These are:
· Stateless Automatic Address Configuration (SLACC);
· Stateless DHCPv6; and
· Stateful DHCPv6.
SLACC is the most straight-forward method to configure, as the client can generate its own address based on information it receives from the router. It uses NDP to send a Router Solicitation (RS) message. If there is a router present on the network, it will respond to the client with a Router Advertisement (RA) message containing the default gateway and the global unicast prefix (i.e. the advertised link-local prefix). The client will use this information to generate an address using the EUI-64 technique [10][11].
[bookmark: _GoBack]Stateless DHCPv6 works in a similar way to SLACC, with the addition of a DHCPv6 server. The process of the client creating an address is the same as with SLACC, but the RA message to the client includes an additional flag. The flag instructs the client to send a DHCPv6 request to the DHCPv6 server once it has generated an address. On receiving the request, the DHCPv6 server will send additional information back to the client, such as DNS information [10].
Stateful DHCPv6 is similar in approach to DHCPv4, that is, the DHCPv6 server allocates addresses to the clients [10]. 
[bookmark: _Toc25862126]Security
IPv4 is a more mature standard than IPv6 and the IPv6 specification has had less scrutiny than the IPv4 specification. The implication of this is that security vulnerabilities may not yet have been discovered and IPv6 deployments may be less refined than IPv4 deployments [12]. However, the consensus is that IPv6 is not necessarily more or less secure than IPv4, and that the security is largely down to how it is deployed [12][13][14].
Additionally, Network Address Translation (NAT) is not necessary for IPv6 due to the increased address space. Whilst NAT was introduced to IPv4 as a temporary solution for the lack of public IP addresses, it also provides an additional layer of security as the network can be advertised to the outside world as a single IP address, essentially hiding the internal network [15]. It is recommended that stateful firewalls should be included in IPv6 deployments to replicate the security of NAT [16].
Internet Protocol Security (IPsec) is a feature that was developed in tandem with IPv6 to provide network layer security, with its inclusion in the IPv6 stack being mandatory [17]. However, usage of IPsec is not mandatory [18]. IPsec is also available for IPv4, but the use of NAT means it is rarely used for end-to-end security. 
Similar to ARP and DHCP in IPv4, neighbour discovery (ND) does not incorporate authentication and is consequently susceptible to similar attacks. Secure Neighbour Discovery (SeND) has been created as a counter-measure to this, adding three additional features: address ownership proof, message protection and a router authorisation mechanism [19].
Administrators should also be aware of the security risks of ‘tunnels’ that allow IPv6 packets to be transmitted over IPv4 networks. As the IPv6 packets are encapsulated in the IPv4 packets, they are essentially disguised as IPv4 traffic and can be used to instigate IPv6-based attacks [20]. Administrators should deploy IPv6-aware security to ensure encapsulated packets can be analysed [20][21]
[bookmark: _Toc25862127]Conclusion
The author believes the rollout of IPv6 to be a necessity due to the limited address space of IPv4. IPv6 implementations require a different network topology to equivalent IPv4 implementations. The author believes organisations should invest in training their staff to ensure best practice is followed for IPv6 implementations and security issues are mitigated, which may include creating test or ‘pilot’ networks to trial the implementations.
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