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Abstract
This report entitled ‘Ransomware, CryptoWall Trojan’ main objective is to identify ransomware but the CryptoWall virus as the main topic of discussion. This report also highlights the different methodologies cybercriminals use to lure victims into downloading the virus.
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This report will define a trojan, virus and malware and also in particular the CryptoWall trojan. This report will also go into the specifics of the threat, its infection methods procedures of eradication. The report will also suggest good practices to adopt as well as back up procedures. 
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It is it important to firstly establish what trojans and viruses are and how the infect a host’s computer. 

Firstly, Trojans. As stated by the Cambridge Dictionary a Trojan is “a computer program that has been deliberately designed to destroy information, or allow someone else to steal it.” [1] As clearly described by the Cambridge Dictionary the main aim of a trojan is to destroy a victims information. For the cyber criminals behind the attack their aim is to extort money from the victim in the form of a Cryptocurrency, and in return will receive a decryption key. Despite the cybercriminals promise of a decryption key Microsoft has made it clear that “cybercriminals won’t always follow through and unlock the files they encrypted” [2]. 

Next, Viruses.  As stated by the Cambridge Dictionary a Virus is “a computer program or part of a computer program that can make copies of itself and is intended to prevent the computer from working normally.” [3] An example supplied by the Cambridge Dictionary states “The virus deletes files and corrupts essential core microchips leaving computers unusable.” [3]

Now that its been established what both trojans and viruses are it is important to note how they infect your computer. There are a number of ways which both trojans and viruses are infect a host. These include: Malicious Ads, Phishing Emails and Exploit Kits. 

Firstly, Phishing emails. It is correct to firstly define what phishing is. As stated by the Cambridge Dictionary phishing ‘an attempt to trick someone into giving personal information over the internet or by email that would allow someone else to take money from them, for example by taking money out of their bank account’ [4]. As defined by the Cambridge Dictionary phishing, an attempt to trick someone. Most phishing emails imitate legitimate companies such as social media platforms Facebook for example, financial institutions such as an individual’s bank for example The Royal Bank of Scotland or a public sector service for example NHS Wales. Infosec states phishing emails can differ such as the above which is also referred to Deceptive Phishing. Infosec also advises on nine other types of phishing attacks these include ‘Spear Phishing, Whaling / CEO Fraud, Vishing, SMiSHing, W2 Phishing, Pharming, Ransomware Phishing, Dropbox Phishing and Google Docs Phishing’ [5].  So, what happens when a victim falls for a phishing email? According to varomis.com ‘Phishing emails try to trick users into clicking a link which downloads malware onto their computer. [6]. 
Secondly, Exploit kits. As the name suggests an exploit kit benefits from particular susceptibilities. When this happens, the malware will then be released onto the victim’s computer. As stated by varonis.com ‘Known vulnerabilities can be in the operating system, in application you use, or in websites you visit, like WordPress’ [6]. 
Finally, Malicious Ads. Malicious Ads ae advertisements online which have been designed and developed by criminals with the intent to place malware onto a victim’s computer via their internet browser. varonis.com advises ‘Hacked ads often try to run JavaScript in your browser to download the malware without you noticing’ [6]. 
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According to one of the global industry leaders in technology Microsoft ‘Ransomware is a type of malware that encrypts files and folders, preventing access to important files. Ransomware attempts to extort money from victims by asking for money, usually in the form of cryptocurrencies, in exchange for the description key. But cybercriminals won’t always follow through and unlock the files they encrypted [7]’.
Ransomware can work in a number of ways these include: making multiple copies of ransomware and exploiting server vulnerabilities. 
There are numerous ways on protecting a device from ransomware. Microsoft suggests checking all updates on devices have been installed. Microsoft states: “Windows Update downloads updates for Windows Security automatically to help keep your PC safe and protect it from threats.” [8]
There are a number of filetypes which can be targeted by CryptoWall varonis.com has suggested 48. Some of the more commonly known filetypes include ‘.XSL, .PDF, .MPG and .H’ [6]. 
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It is important to note that no matter how up to date a device is or how expensive a user’s protective software is just like biological viruses both viruses and trojans adapt. Never the less performing the following will minimize any potential threat on a device. 

Software updates. Ensuring your devices are up to date will decrease the chances of viruses on your computers. Companies such as Microsoft and Apple have teams ensuring their systems and services are updated with the most recent updates which have been designed to fight against any new or developed viruses an / or trojans. 

Emails. If an email has been received and no initial email was sent there’s a high possibility that the email is a phishing email and could be holding a virus or trojan. Don’t click on the email, just delete it. 
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Back up procedures. There are a number of back up procedures a user can implement. Some suggestions include:

Firstly, a manual copy. This will require an external memory store which is independent to the device. This will hold files and will require manually copying files across. 

Secondly a data center. This could be as big or as small as the user requires, the purpose of the data center is to be independent of the device but also be synchronous with the host device. 
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