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[bookmark: _Toc151210888]1. Introduction
	This report’s intention is to provide a brief outline of what ransomware is. It will look at the ways ransomware works and how it is deployed, as well as why it is such a threat. Specifically, it will investigate an example of a ransomware attack know as ‘Cryptowall’, its’ history and purpose. It will also look at the current threat of ransomware as well as the common and most effective methods to prevent or mitigate an attack.


[bookmark: _Toc151210889]2. Ransomware

[bookmark: _Toc151210890]2.1 What ransomware does
[bookmark: _Int_JwHBlKyi]	Similar to a hostage situation, ransomware is a form of malware that, once it has infected a user’s device, prevents access to the user’s files until a certain condition or payment is met. [1] Its main methods of deployment are very similar to other forms of malware; the top 5 most common methods of ransomware attack are:
1. Phishing – where the malicious code is downloaded to the user’s computer through a download triggered by a URL or link on an email. 
2. Remote Desktop Protocol – a way of accessing systems by sending a request to a certain port on a network’s server, allowing the attacker to then brute force an attack to become a system administrator.
3. Drive-by Downloads – attackers deliver the ransomware by embedding code onto legitimate websites. When the user navigates to this website, it may then be able to automatically download the malicious code to the user’s device.
4. Pirated Software – malicious code is embedded to a copy of an old software which has a weakness, and is then re-distributed on torrent websites, which a user is then able to download, thinking they are receiving the software instead.
5. Removable devices – attackers download the ransomware code to a portable device such as a USB, which unknowing users will then plug into their devices.    [2]

[bookmark: _Toc151210891]2.2 How it works 
	Ransomware follows several steps over the process of attacking. It initially must infect the user’s device, then encrypts or manipulates the user’s files before finally making their ransom demand [3].
[bookmark: _Int_l6aDl0P5]Different types of ransomware will attack the user’s files in different ways. For example: 
· Locker ransomware, lock the user out, preventing access to the whole system. 
· Crypto ransomware encrypts the user’s files, which requires a decryption key to crack. 
· Extortionware makes a copy of the user or organisation’s files, also preventing their access to them. They will then threaten to make the files public or available on the dark web. [4]


[bookmark: _Toc151210892]3. Cryptowall

[bookmark: _Toc151210893]3.1 History
	Cryptowall was a piece of ransomware distributed as a trojan [5]. A trojan si a piece of malware that is installed onto your computer by disguising itself inside another piece of, often reliable software. It will then be unknowingly installed into the victim’s device when the piece of software is downloaded. [6] 
	 Cryptowall was originally developed after the ransomware ‘CryptoLocker’ was cracked by cybersecurity experts in 2015. Since then, it has iterated many variations as each one has eventually been defeated, another version of Cryptowall has been released [7]. The most recent version of Cryptowall is Cryptowall v5.1, which does not feature much of the original Cryptowall’s code, instead being based on the HiddenTear Malware. [8]
	
[bookmark: _Toc151210894]3.2 Effect
The two main signs that a device had been encrypted by Cryptowall were:
1. Some types of file format would either be displayed incorrectly, or not open at all, showing an error message instead.
2. The file directory would now contain three files named “DECRYPT_INSTRUCTION” [5]
	Cryptowall was incredibly successful; between 2014-2015 it made up of 58.84% of all ransomware variants documented by Kaspersky Labs, generating over 320 million dollars of revenue alone. [9] 
	The ransom that Cryptowall will ask for in exchange for the victims’ files is typically around $500, which it will ask for in the form of Bitcoin. Recently however many prices have increased, and attacks have been known to request up to $1,000 in Bitcoin. [7]


[bookmark: _Toc151210895]4. Current threat

[bookmark: _Toc151210896]4.1 Description 
	Ransomware is still a very real threat: in Sophos’ report about the state of ransomware in 2023, 66% of responding organisations mentioned that they were subject to a ransomware attack of some kind that year. [10] According to another report, the rate of ransomware attacks withing the United Kingdom have increased by 87% in the first half of 2023 compared to the latter half of 2022, meaning it is becoming increasingly widespread and with larger companies being targeted such as Royal Mail. [11]
	While the rate of ransomware attacks has risen to around 21 successful attacks per month (not including successful unreported attacks), this is still only slightly higher than rates in 2021. [11] Although these attacks are becoming more common, in the UK, 93% of organisations who were attacked managed to retrieve their data, despite only paying the ransom 48% of the time. [10]

[bookmark: _Toc151210897]4.2 Prevention methods
	The type of ransomware attacks that gained the most profit in Sophos’ 2023 report were attacks that started by exploited vulnerability within an organisation’s network. [10]
	To protect data, it is recommended to implement regular backups. [12] By frequently making copies of your data, you can easily retrieve it if it has been compromised in some way without paying the ransom (as long as backups are stored in a separate device that cannot be accessed from the same network).
	As a business owner, it is also recommended to provide security awareness training to all employees. [12] This will better inform them against common methods of attack, and reduce the risk of ransomware attack by exploiting human weaknesses, such as through phishing emails.
	It is also very important to maintain an up-to-date antimalware software on all devices [13]. This will scan emails for signs of viruses an malware and can prevent the email from reaching your inbox, protecting the user from any malicious links or attachments. Firewalls can work in a similar way to protect against suspicious websites [13], it will scan all incoming and outgoing data to and from a network, and can prevent malicious code if detected, identifying where it came from and whether it can be trusted or not.
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