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1. Abstract
This report shows the different aspects of BYOT (bring your own technology). It unveils the advantages and disadvantages of BYOT and the flaws that it can cause. But there are a lot of ways that flaws can be fixed or prevented.

2. Introduction
BYOT (Bring Your Own Technology) is an ever-growing trend within many businesses. Most businesses are realising that having BYOT will help make them have a better financial gain, but every good thing has a side effect to it. Within this report, the writer discusses the different bad and good points of BYOT, and how flaws are prevented. Also, he has created a BYOT framework which is in a separate file.


3. Related Work

3.1.  Mobile device management software
The mobile device management software that the writer thinks is the best software to use in the BOYT network is Intune Enterprise Mobility plus Security. This software is one of the leading mobile device management software’s available and will make sure that the devices joining the network are safe and secure. Intune is a flexible software and allows you to fit your BYOT strategy y to the network using the flexible software tools. It provides a lot of different security including Microsoft office 365 data protection, information protection and identity-driven security [1]. Another advantage of using Intune is there is no need for any physical hardware to run the software, the software it runs on the cloud and allows the user to remotely access the software from another place [2]. Intune also allows mobile application management and device management and are accessed in one console [3]. The software also comes with an integrated computer management system and identity and access management [4]. The integrated computer management system will allow users within the business to help manage the files within the system which will then increase the amount of work completed which will help the businesses production and have a financial gain. Once the system enforces policies, the device management system will help track devices and mitigate any data roaming within the system [5]. Intune also supports most operating system and browsers, these include:
· Apple
· Google
· Microsoft
· Chrome
· Safari
· Firefox
· Microsoft edge
Intune will be accessible through the online office 365 portal which can be accessed on the majority of operating systems and devices, and the Azure portal [6].


3.2.  Advantages of ‘bring your own technology’
Price of hardware and software decreases 
The price purchasing hardware and software will decrease because the employees will be using their own hardware. Also purchasing software for employees will decrease because some employees will have bought software licenses before as part of their job. This will allow the business to spend money on a more useful aspect of the company such has advertisement etc [7].
Familiarity with their computer system
Employees will have more familiarity with their own devices rather than the business systems. This will also increase the productivity of the employee and work rate because they know where everything is located. For example, if an employee was used to using a windows device and the business only had apple devices, then the employee could bring their windows device in such as a laptop and they will have a better understanding of the window operating system rather than Mac OSX [8].
Hardware efficiency
Having one computer will help employees not having to keep restoring backed up data from their business computer to their personal computers every day. This will save time and will allow the employee to be more productive than waiting for the files to transfer.


3.3.  Disadvantages of ‘bring your own technology’
Security
One of the main disadvantages of ‘bring your own technology' is the security aspect. Security is one of the main objectives of a successful business and without it, the business will not be able to function. The main flaw of a network would be if a device containing a piece of malware is connected to the network, then the network would be viable to a cyber attack if there are no countermeasures to mitigate the threat. To prevent this there must be more firewalls and other tools to prevent the virus from spreading from the infected devices, but that will cost the business more money [9].


Software support
Software support is a common disadvantage to a lot of operating systems on different devices. For example, there will be problems if someone needs software for a piece of work and certain software does not support that operating system. Then that person will have to work either on a suitable operating system or jailbreak the current operating system to function using the software, but that would drastically decrease the amount of security on that device. [10].


3.4.  Types of data retained by mobile devices
Data that is retained by devices connecting to the hyper-fort network could be anything from normal data to sensitive data or even worse malicious data. The most common threat to the hyper fort network would be the malicious data. This could cause the network and business a lot of problems. These problems could include the destruction of all data, data theft which leads to data leakage and DOS (Denial of service) attack. DOS can bring down the whole network leaving breach holes within the network for hackers to gain access to sensitive data. In the BYOT framework, it includes multiple firewalls that are placed between the access points and the switches to ensure that no malicious data can access the network and would be terminated. The firewalls would include access levels to make sure that the network is strict enough to not allow any unwanted data past them.



3.5.  Data Leaks
There is a high chance that the data that is kept on the hardware after it leaves the business environment could be leaked. There are multiple ways in which data could be leaked, these include:
· The device that has the data on could be stolen and accessed by an unauthorised person. Then the data is at risk of being taken and published, sensitive data will be one of the most common pieces of data that will be published online for other people to see [11].
· A device could have the basic amount of security on it, allowing people with technical experience to access the device and take the sensitive data from it. The data is then leaked either to another person or even worse online.
· As the writer states in the security for ‘BOYT’, jailbreaking can cause a lot of flaws on the device. It disables most pre-built security tools on the device and will be vulnerable to most cyberattacking methods.
· Lastly, employees who have little technical skill will be lacking awareness of security and how crucial it is to have on every device they own. Most hackers can gain access to a device by going through basic security such as a password or username and will easily have access to data that is stored on that device.


3.6.  Blend of personal and business device usage
There are many different methods that can help the blending of personal and business devices within the office. This includes:
· First, making sure that the personal device does not have any malicious software’s or files that can cause the network a lot of problems. Adding antivirus software’s to the personal computer before connecting 
· Downloading software’s that allow you to use one keyboard and mouse on both devices will help users access both devices at the same time. Software such as ‘Synergy’ [12] will allow this. Also, it will allow files transfers to happen between two or more devices.
· Lastly, Keeping the sensitive data on the secure business computer and the non-sensitive data on the personal device will allow the user to make sure that no data will leave the business environment and get leaked somewhere.

3.7.  Brands of Devices
The number of brands of devices is increasing monthly, with new brands bringing new technology there are restrictions to where old brands and devices can’t run any of the new software’s and programs. Restricting employees to only using set brands of devices but allowing them to have a preference on an operating system of their choice on their devices. This will make sure that they are still familiar with the operating system and will increase their productivity and prevent any unwanted or old brands into the network.


3.8.  Operating systems platforms
Keeping to the main three operating systems will allow business to know what built-in security the operating systems have. These operating systems include Linux, Windows or Android, and Mac OSX or IOS. Especially Windows and Mac have good built-in security that will help block any unwanted visitors accessing the device's system. Limiting the Type of Linux operating systems to Qubes OS or Tails OS will allow you to have even more security for the users who opt for the Linux operating system [13].






3.9.  Application on user devices
[bookmark: _GoBack]Many devices that are brought to the business will want to have applications that are on the businesses’ systems, but there are security risks that will develop if a user downloads the application on their device such as, licensing on the product, privacy and support issues. There is a strategy that will help prevent the security risks, this is purchasing an enterprise mobility management software that will help provide different applications for download on the business application store [14]. For example, Microsoft imagine provides students with applications such as office 365, visual studio etc.

3.10. Mitigating strategy
When a device is lost there is a certain method that can be done to completely wipe to the device and lock and secure remotely. The method is be going to your brand or operating system website and seeing whether there is an option to erase the current contents on the device. Operating systems such as IOS, MAC OSX and android and windows all have a function that will lock and erase the current content on the device [14]. Another scenario is if the user leaves the current job role in the businesses then there is a tool online called ‘G Suite Admin'. This software was developed by Google. It allows businesses to wipe confidential and sensitive data from the ex-employees device [15]. If the device fails, then the only option is to destroy the storage device that the data is stored on.

4. Implementation

4.1.  Policies 
Polices are vital when allowing employees and guests to use their own devices in businesses. It will provide a guideline for people to use and prevent them from using the device incorrectly. Below are created policies for the BYOT framework. 
User Policy
The purpose of the user policy is to provide a framework for the users’ using the BOYT network. It should be thoroughly read by every user before they use their devices in the business. The user policy is for all employees, customers, and guests. Hyper-fort should not be used to download, store or transfer: any data that may cause harm to the company or others, any offensive or immoral materials, any personal emailing should not be used through the business email, any data that inflicts any race or gender. If any of these guidelines are broken, then users accounts will be terminated, and the data will be removed and stored for evidence. Employees, customers, and guest are prompted with the user policy and have agreed to the conditions before having access to the system.
Device management Policy
The purpose of the device management policy is to provide a guideline on the limitations of using your own device on the network. Before allowing users to bring and use their devices on the network they must agree to the device management policy. Any device that has not got the desired software, will not be able to gain access to the network. Any device that has malicious software, must have it removed and wiped from the computer system before they are able to connect to the network. If the computer system has any sort of destructive data and it gets onto the system, then the user is at fault.

Security Policy
The purpose of the security policy is to provide a guideline of the required amount of security within a business. The guideline is based around the ‘CIA' concept, Confidentiality, integrity and availability. All information and data must be kept secure and confidential. All employees and guest must read and take knowledge of the safeguarding of sensitive information. The user must agree to the use of hashing, validation checks on the data and the access controls used to increase the integrity of data. All systems must be backed up daily, Operating systems and hardware must be up to date. System redundancy is a must to prevent any data transfer failures.

4.2.  BYOT Architecture
Below is a design for the implemented network. It was created using Visio and will help structure the network implementation on Cisco Packet Tracer.
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4.3.  BYOT network design
The BYOT network that was designed has a lot of different security features within the network. These security features will help harden the security of the network. These features include.
Router / Switch security
The routers within the network are all security hardened. They all have an encrypted password to gain access to the privilege exec mode on the command line interface. They are also set up to allow data to travel across the network. The switches have all been configured with encrypted passwords for the privileged exec modes and both routers and switches have banner MOTD to show a message for security reasons.
Firewalls
The firewalls are set up to reduce the risk of any malicious data accessing the network. They are located between the private and public access points and the internet. There are only two firewalls within the network because there is no need to add one to where there is not a source of malicious data being sent into the network e.g. The server rooms. This will then prevent slowing the traffic within the network.
Redundant routers
The is a triple router set up because, if one router fails then there will still be traffic entering and exiting the network. This will make the network more redundant from hardware problems.
Public and Private access points
Within the network there are public and private access points, the public ones are more secure and will use a different network connection to the firewalls and will have more access rules to prevent any unwanted data or access into the network. The private access points will require the device to enter the SSID and the PSK Pass Phrase. The private access points are set up on the WPA2-PSK authentication to ensure that any unauthorised access is not granted. The type of encryption that is used on the access points is AES, this will ensure that nobody can intrude into the network by attacking it.
Motion detection system
There is a motion detection system within the network and it functions by the motion detection unit detecting motion in the server room. Once it detects a motion the data will be sent from the detector to the server, then the server will send a piece of data that will turn the webcam on within the server room.



5.  Findings / Results
When researching about the pros and cons of bringing your own device, the writer has found that bringing your own technology will increase the productivity of the employee, but it also has a lot of security risks added to it. The writer thinks that allowing employees to bring their own devices will outweigh the security risk towards the business if done correctly with the correct software and hardware installed. If not installed properly then it will be a big problem for the business due to the big holes left in the businesses network. It will be difficult for a hacker to gain access to a network that has a lot of hardened security, but there will be gaps that will have to be secured. Overall, security will not stop hackers from accessing the network but will reduce the chance of them accessing the network. There is a saying ‘A hacker is always a few steps ahead’ [16].

6. Conclusion

To conclude, the writer has found a lot of new interesting findings of the security of business and network. He will further study into the use of firewalls and how they are placed and configure across a network. He also recommends a further read into "device management software" as he found this very interesting.
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