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[bookmark: _Toc131513565]Introduction

	In this report I will cover various aspects of cloud computing, starting with an explanation of virtualization in the context of cloud computing and virtual machines The benefits of cloud computing for small and medium-sized enterprises (SMEs) looking to migrate their eCommerce website and associated web service to the cloud. Through this report, we will examine the benefits and drawbacks of Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS). We will then evaluate the availability considerations for a company that has decided to transition to an IaaS model. The report will discuss the concepts of locations, availability zones, and resource groups in the context of Azure, as well as recommendations for providing high-availability services with very high budgets and medium budgets with some loss of service tolerance. The report will also address cloud computing security concerns. It will explain the distinctions between authentication and authorization, the significance of multifactor authentication (MFA), the use of least-privilege permissions, network security groups, and Bastions (also known as Jumpboxes) to improve network security. When deploying a public service to the cloud, the report will emphasize the importance of addressing cyber security. Images, diagrams, and examples will be used to illustrate key points throughout the report.

[bookmark: _Toc131513566]Virtualization in the Context of Cloud Computing
	
	Cloud computing is a service that provides shared computing resources (software and/or data) on demand over the Internet12. Virtualization is software that makes computing environments independent of physical infrastructure. Because it enables the simultaneous operation of multiple virtual machines (VM) on a single physical system, virtualization technology is crucial to cloud computing. Virtualization is a key technology that allows multiple virtual machines (VMs) to run on a single physical server, enabling cloud computing. Each VM is self-contained, with its own virtualized hardware, operating system, and application stack. Virtualization is widely used in the context of Microsoft Azure to provide the underlying infrastructure for cloud services such as virtual machines, virtual networks, and storage accounts. [1] 
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Figure 1 Virtualization vs Cloud Computing
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	A virtual machine is a software-based model of a physical machine. Virtual machines, which can run multiple operating systems and applications on a single physical machine, are created using virtualization technology. Virtual machines are used in cloud computing to create virtual instances of computing resources like servers that can be easily provisioned, configured, and scaled to meet demand. [2] Virtual Machines (VMs): Azure offers a variety of preconfigured VMs that can be used to quickly spin up a new virtual machine. These virtual machines come preinstalled with a variety of operating systems and software, making them suitable for a wide range of use cases. Azure Virtual Networks: Azure Virtual Networks allow you to create isolated virtual networks within the Azure cloud. Each virtual network is completely customizable, with its IP address range, subnets, and security policies. Azure Storage Accounts is a highly available and scalable way to store data in the cloud. These accounts, which can be accessed from anywhere in the world, can be used to store files, blobs, tables, and queues.
Overall, virtualization is an important enabler of cloud computing because it provides the flexibility and scalability required to support modern cloud applications and services. To build and deploy your cloud solutions, you can use Microsoft Azure's extensive virtualization capabilities. [1]
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Figure 2 Virtualization in Cloud Computing


[bookmark: _Toc131513568]Evaluation of Cloud Benefits

Moving an on-premises application to the cloud can provide numerous advantages, including lower costs, greater scalability, and increased reliability. IaaS, PaaS, and SaaS are three service models provided by cloud providers, each with its own set of advantages and disadvantages. Moving an on-premises eCommerce website and associated web service to the cloud can provide numerous advantages, including cost savings, scalability, and simplified management.
[bookmark: _Toc131513569]Infrastructure as a Service: Benefits and Drawbacks

Infrastructure as a Service (IaaS) replaces conventional on-premises data center infrastructure by offering computation, memory, storage, networking, and related software, such as operating systems and databases, as a cloud service. [3] Allows businesses to use computing resources on a pay-as-you-go basis, removing the need for costly hardware purchases and maintenance costs. It also gives businesses the ability to scale up or down their computing resources as needed.
Some of the benefits of IaaS include:
· Scalability
· Cost savings
· Flexibility
· Security
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Figure 3 Infrastructure as a Service
	In any case, IaaS does have a few potential downsides that businesses ought to be mindful of such as need of control when businesses outsource the administration of their IT [4]

[bookmark: _Toc131513570]Platform as a Service: Benefits and Drawbacks

Platform as a Service (PaaS) is a cloud computing service that offers virtualization to provide developers or businesses with an application-development platform. This platform offers various app development services as well as computation, memory, storage, and databases and it gives businesses more flexibility, scalability, and management ease. [5]
[bookmark: _Toc131513571]Software as a Service: Benefits and Drawbacks

SaaS gives businesses pay-as-you-go access to software applications, eliminating the need for costly software licensing and maintenance costs. It also gives businesses the ability to scale up or down their software usage as needed.
When comparing these service types, the main distinction is the level of control and management provided by each. IaaS gives you the most control over the underlying infrastructure, whereas PaaS and SaaS give you more ease of management but less control over the underlying infrastructure. The advantages and disadvantages of adopting each approach will be determined by the specific needs and requirements of the business.
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[bookmark: _Toc131513572]Comparison of service types and the benefits/ drawbacks of moving to each approach
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Infrastructure as a Service (IaaS) is a cloud service that offers pay-as-you-go virtualized computing resources such as servers, storage, and networking. Businesses can quickly scale up or down their infrastructure with IaaS, pay only for what they use, and avoid the capital outlay of owning and maintaining hardware. However, it is the user's responsibility to manage and maintain the infrastructure. [4]
Platform as a Service (PaaS) (PaaS) is a cloud service that provides a platform for app development, testing, and deployment. PaaS vendors manage the underlying infrastructure and offer tools for developing and deploying applications. As a result, users can concentrate on developing their applications rather than worrying about the underlying infrastructure. However, users' options for operating systems, programming languages, and tools may be limited. [5]
Software as a Service (SaaS) is a cloud service that provides online access to software applications. Users can access applications via SaaS from any device with an internet connection. The provider manages and maintains the software, and users only pay for what they use. However, users may be restricted in their ability to tailor the software to their specific requirements.
In general, IaaS is best suited for organizations that require complete control over their infrastructure, such as those with special security or compliance needs. PaaS is ideal for organizations that want to concentrate on developing and deploying applications rather than worrying about the underlying infrastructure. SaaS is ideal for businesses that want to use software applications without having to manage and maintain them.
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The advantages of moving to the cloud include cost savings, scalability, flexibility, and increased productivity. However, there are some disadvantages to consider, such as the loss of control over infrastructure and potential security concerns. Before deciding to migrate to the cloud, it is critical to carefully weigh the benefits and drawbacks of each service type.
[bookmark: _Toc131513573]Evaluation of Availability 

Azure divides resources into locations, availability zones, and resource groups. A location is a geographical region where Azure resources are hosted. An availability zone is a physically separate data center within a region that provides redundancy and resiliency. A resource group is a logical container for resources that have the same lifecycle, security requirements, and policies.
High availability is critical for businesses that need their services to be available 24 hours a day, seven days a week with minimal or no downtime. Azure resources are divided into "locations," "availability zones," and "resource groups."
Locations are geographical regions where resources are hosted, whereas availability zones are physically distinct data centers within the same region. Resource groups are groups of resources that are managed in tandem.
We would use multiple availability zones within the same region and replicate data across them to provide high availability with no cost limit. To ensure seamless service continuity, we would also use load balancers to distribute traffic across multiple virtual machines and configure automatic failover.
In the case of a medium budget, where some service disruption is acceptable, we would use a single availability zone and configure the virtual machines to restart automatically in the event of a failure. We would also employ backup and disaster recovery strategies to ensure that data loss is kept to a minimum in the event of a disaster.
To ensure high availability for a project with a very large budget and ……
[bookmark: _Toc131513574]Security considerations:

Authentication is the process of verifying a user's or application's identity, whereas authorization is the process of granting access to specific resources based on the verified identity.
MFA adds an extra layer of security by requiring users to provide multiple forms of authentication, such as a password and a one-time code sent to their mobile device.
[bookmark: _Toc131513575]Conclusion

In conclusion, cloud computing provides numerous advantages to small and medium-sized businesses, including scalability, flexibility, and cost-effectiveness. The type of cloud service chosen will be determined by factors such as cost, the support provided, and the required expertise. For SMEs, IaaS is frequently the best option, whereas PaaS and SaaS can provide more streamlined options for specific use cases. When deploying public services to the cloud, it is critical to ensure high availability and cybersecurity. This can be accomplished through a variety of measures such as redundancy backups, multifactor authentication, and least-privilege permissions.
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