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Objectives 

Note 1: This is an independent activity for you to understand Social Engineering: No 
prerequisite is required to complete this activity. 

Recommendation: It is advised to complete the activities outlined in this document 
during Week 6. 

1. Social Engineering Toolkit: Use SET to harvest credentials from social 
websites 

2. Use Netcraft Toolbar and PhishTank to detect phishing sites and protect 
your network 

 
Optional Changes: Considering the number of Virtual Machines, you might ignore 
ClientL1 in your Activities. For Testing Purposes from a Client Machine, use ClientS1. 
However, if you wish to include ClientL1 in your Topology/ Testing, you are more than 
welcome. 
 

ETHICAL STATEMENT 

The tools and techniques you are exposed to’ in this lab is to work only on a 
virtual machine environment and the purpose is entirely to demonstrate various 
types of cyber-attacks. Experimentation with these tools, techniques, and 
resources is at the discretion of the instructor and institution. If you as a student 
consider using attack tools for educational purposes on an outside 
environment, you should get approval from your lecturer prior to any 
experimentation. 

Note: Unauthorized access to data, computer, and network systems is a crime 
in many jurisdictions and often is accompanied by severe consequences, 
regardless of the perpetrator’s motivations. It is the learner’s responsibility, as 
the user of this material, to be cognizant of and compliant with computer use 
laws. 
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1. Use Social Engineering Toolkit to harvest credentials from social 
websites 

Install and assess from: Kali Linux 

Victim: Windows Machine 

References: https://github.com/trustedsec/social-engineer-toolkit  

Let’s get into a scenario: 

You are receiving a link from your friend asking to look at his post in LinkedIn 
or any social media websites. You click on the link, and it takes you to the official 
login page. You enter your credentials and login. It loads and asks for the login 
credentials again. No doubts for you, (maybe thinking of some internet/ 
application issue) and logging in again. It takes into your account. But you could 
not see your friend’s post.  

What will you do?  

Maybe, (General users) think that the link is not working. I the meantime, your 
eyes caught another interesting post and started focusing on it. 

What might have happened?  

Your friend sets you a trap by sending the link. It is to harvest your credentials. 
Because you did click the link, that was sent to you, your username and 
password are now with your friend. 

(No worries ahh!!! It’s your friend. Your friend might not harm you) 

What is the risk?  

Your friend might me a victim of an attack. His account might have been 
compromised by a Criminal (hacker) who sent you a link in the name of your 
friend setting you a trap through the link.  

(or) 

You are the target for the attacker. He knows about your friends’ details. 
Spoofs your friend’s id/ number and sends an email/text message to you. 

The outcome is  

“Now your username and password are with some criminal” 

Imagine the next day morning. You wake up anddd….. 

It is a nice story. But is it possible?  

Yes 

How? 
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1. In Kali Linux, Open Social Engineering Toolkit. 

 
Agree to the terms 

  
Select Social-Engineering Attacks  Website Attack Vectors  

What is Spear-Phishing Attack? What are their vectors?  

 

 

What are the other Social Engineering Attacks found in SEToolkit? Try to 
simulate one of the attacks (not listed in the activity) and document the outcome. 



ACCB6000 Dr. Nitheesh Murugan Kaliyamurthy – n.kaliyamurthy@uwtsd.ac.uk 
 

4 
 

 

 

 

  

Select Credential Harvester Attack Method  Site Cloner  Give your Attacker 
machine IP Address as the POST back address. Give the name of the site to 
clone. (in my case it is LinkedIn)  

What would you do to target a victim outside your network? By giving this 
private IP address of the attacker, will you receive the harvested information if 
your target is outside your local network? Document your thoughts with 
necessary references, screenshots, and citations. 

2. Use any communication medium (Email/ Text/ Whatsapp etc) to embed the IP 
Address with a catchy link name and send to your own email (in this case – for 
demonstration purpose). 

What catchy name did you use?  

3. Login to your Windows Client machine (in Virtual Lab). Open your 
communication medium (Email/ Text/ Whatsapp etc) and click the link.  
(Note: The actions may vary depending on the communication medium you 
selected.) 

Which webpage opened on clicking the link? Document your 
observations on the webpage. 

 
4. Give your user credentials and click login. 

 
What happened after clicking login? What is your observation here? 
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5. Go back to your Kali Linux and observe. Did you able to harvest the credentials? 

 
6. Document. 

a. Observations on Site Cloner 
b. Observations on targeting a victim outside your network.  
c. Simulate and document another Social Engineering Attack using the 

Toolkit. (Other than Site Cloner) 
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2. Use Netcraft Toolbar, PhishTank to detect phishing sites and protect 
your network 

Install and assess from: Windows Server 2022 

(Refer to our earlier lectures and activities) Detection of phishing activity is one of the 
primary goals to achieve in order to secure our network. Netcraft tool helps in detecting 
few vital actions like phishing, fraud/malicious websites by bringing in required data. 
There are many features Netcraft is capable of. However, in this task, we shall use 
Netcraft Toolbar for your browser to quickly gather information on websites we are 
visiting.  

Download Netcraft Toolbar.  

1. In Windows Server 2022, Open your installed browser. Download and Install 
Netcraft Toolbar for your browser. 

  

 

 
2. Open your browser and visit websites. Test the website based on the 

information provided by the Netcraft Toolbar. 
 
Name of the website visited: 
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Risk Rating of the website: 
Other relevant details: 
Click on the Site Report: 
Relevant details about the website: 
(Repeat this for all the website you are visiting)  
 
Referring to our previous task, did you check the link you generated to 
harvest the credentials using Netcraft toolbar? What is the outcome? 

 

3. Try to visit any website that is identified as a phishing site. Did Netcraft 
Toolbar react to that?  

 
How did netcarft toolbar respond to the phishing site? 
What action did you take? Why 
 
On your views, how would Netcraft Toolbar help general user to protect 
themselves from Social Engineering Attacks? Document your thoughts with 
appropriate references, screenshots and citations. 
 
4. Scenario: You receive the following message in your inbox: 

 

 
Now, based on the earlier lectures and recent activity, you must be aware of 
phishing attacks and have idea about appropriate tools to identify the phishing 
sites.  

a. Look at your emails/ SMS and find out any emails/ messages like the 
above and copy the link and paste in it the browser where you 
installed Netcraft Toolbar. (Only in a Simulated Environment. DO 
NOT use in your production environment.) 

b. What happened? Did Netcraft respond to this phishing site? Record 
your outcome. 
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c. Now, lets use another tool. Search Phish Tank in your browser  

Which link did you use to download the tool? Why? 

What is the purpose of this tool? 

d. Click on the PhishTank website. Paste the above link in the below 
input box and click “Is it a phish?” Button. 

 
e. What was the outcome?  
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f. You could also look at some of the suspected phishing websites. Use 
those phishing links in your browser and check the outcomes from 
netcraft. Document your findings and analysis. 

 
 

Name of the visited LINK: 
Risk Rating of the website: 
Other relevant details: 
Click on the Site Report: 
Relevant details about the website: 
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Lab Topology 

 

Task 3: Work as a Team of 2-4 to attempt “Social-Engineering Reconnaissance 
and Defensive Countermeasure Design”.  

Prepare:  

You shall reference the above Swansea.acca (Enterprise Network Topology) 
provided. The System Administrator is the Lecturer (creator of the topology) who holds 
privileged knowledge of services, credentials, and original security controls. 

a. Construct a realistic pretext scenario (150–200 words) that justifies interaction with 
the System Administrator.   

b. Formulate 5–7 open-ended questions embedded within the scenario that indirectly 
reveal the following (not limited to):   

   - Installed network services and their host locations   

   - Authentication mechanisms (e.g., local vs. LDAP)   

   - Backup and recovery procedures   

   - Access control policies (e.g., VLAN segmentation, jump-box usage)   

   - Incident response contacts   

Constraint: Direct queries such as “What services are installed?” are prohibited. 
Questions must be contextually framed to appear legitimate. 

c. Documentation of Scenario & Questions 

- Pretext narrative   

- Numbered question list   

- Expected information yield (hypothesised response → topology impact) 
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d. Schedule a 5-minute live interaction (in-person, Microsoft Teams) with the Lecturer 
(System Administrator).   

e. Record the entire session.   

Ethical Boundary: Cease immediately if the target expresses discomfort. No deception 
beyond the approved pretext is permitted. 

Complete the following table in your report: 

Question  Response Inferred Topology 
Details 

Confidence Level 
(H/M/L) 

    
    
    
    

f. Answer **yes/no** with justification:   

 “Was sensitive information obtained that would enable lateral movement or privilege 
escalation in the topology?”   

If yes, explicitly map the data to MITRE ATT&CK - Phishing for Information or 
equivalent. 

g. Draft a one-page policy document titled:   

 “Social-Engineering Resilience Framework for SWANSEA.ACCA - Enterprise 
Network”   

Structure:   

Technical Controls, Procedural Controls  

Awareness Training Module Outline  

Reference at least TWO standards: NIST, ISO/IEC 27001. 

How could the elicited information be weaponised in a real attack (e.g., 
credential reuse, backup tampering)?   

Propose two behavioural indicators (e.g., urgency framing, authority 
impersonation) and corresponding playbook actions.   

One actionable habit you will adopt (e.g., “I will verify all password-reset 
requests via the official ticketing portal”).   

Reference: 
https://www.youtube.com/playlist?list=PLddfEpDxAoTt8mx4VcThYm_hSDid1
WjZd 

https://www.youtube.com/playlist?list=PLddfEpDxAoTt8mx4VcThYm_hSDid1WjZd
https://www.youtube.com/playlist?list=PLddfEpDxAoTt8mx4VcThYm_hSDid1WjZd

