Task 1
Network forensics tool:
	Tool name
	Description

	Wireshark
	Wireshark is an open-source network protocol analysis tool and one of the most popular network packet capture and analysis tools. It provides deep visibility into data traveling through the network, helping forensic investigators track suspicious activity. Second, it can capture and playback in real time, monitor network traffic in real time, and analyses historical data afterwards. In addition, the Wireshark provides a powerful filtering function so that users can quickly locate key information. In addition, the Wireshark supports multiple platforms and is compatible with Windows and Linux systems.  [1]

	Snort
	Snort is an open-source network intrusion detection and prevention system originally developed by Martin Roesch in 1998 and later acquired by Cisco. It analyses network traffic in real time to detect and block potential cyber threats. Snort is highly regarded for its ability to detect malicious activity on the network.[2]  The great thing about Snort is that it's open source and free, highly customizable, and can meet the security needs of networks of all sizes. In addition, Snort has a strong community of support, with security researchers around the world constantly updating and contributing to the rule set, ensuring that its detection capabilities continue to improve.[3]


	Nmap
	Nmap is widely used for network discovery and vulnerability scanning. It is ideal for identifying open ports and services running on remote systems. [4]     Because it can find hosts, services, and potential vulnerabilities in the network by sending packets and analysing the responses. And Nmap can support a variety of operating systems, but also can adapt to a variety of sizes and types of network environment. [5]





Mobile forensics tool:
	Tool name
	Description

	Elcomsoft iOS Forensic Toolkit
	Elcomsoft iOS Forensic Toolkit is a professional iOS device forensics tool that enables the extraction and analysis of data from devices such as iPhone, iPad, and iPod Touch. It can perform complete file system mirroring, extract device keys and passwords, and decrypt file system mirroring. The tool supports all versions of iOS and offers physical and logical acquisition options. Features include fast file system acquisition, the ability to extract and decrypt protected keychains without jailbreaking, zero-footprint operation, and multi-platform support. In addition, it supports low-level extraction through proxies and is available for a wide range of devices and iOS versions. [6]

	Mobile Verification Toolkit (MVT)
	The Mobile Verification Toolkit (MVT) is an open-source tool developed by Amnesty International for forensic analysis of Android and iOS devices to identify potential security threats. It decrypts iOS backups, extracts Android apps, analyses device data, and can be compared against common threat Indicators (IOCs) to detect malicious activity. MVT generates detailed logs and timelines to help investigators understand the sequence of device activity. Key benefits include automated analysis, cross-platform support, and integration with Virus Total for further security assessment. [7]

	Oxygen Forensic Suite
	Oxygen Forensic Suite is a powerful digital forensics software for a wide range of forensic investigations on mobile devices and computers. It supports multi-device forensics and can extract data from mobile phones, computers, drones, SIM cards and other devices. At the same time, Oxygen Forensic Suite has data recovery, password cracking application data analysis capabilities. Oxygen Forensic Suite also supports real-time collaboration among multiple people to generate detailed investigation reports after the completion of forensics.[8]





Digital forensics tool:
	Tool name
	Description

	FTK Imager
	FTK Imager is a free and open-source digital forensic tool developed by AccessData, Inc., which is used to create and analyses accurate images of storage devices. It supports multiple file systems at the same time, can extract specific files, metadata, keyword search, filter sorting, and generate reports. Its advantages include the use of disk mirroring and hash validation techniques to protect evidence integrity, legal acceptability, support for multiple file formats, and advanced analysis capabilities, and it is free.[9]

	X-Ways Forensics
	X-Ways Forensics is a powerful commercial computer forensics software that provides an integrated forensics environment that supports multiple file systems and enables disk mirroring, data recovery, and analysis. Features include flexible and customizable search and filtering capabilities, portability, efficient evidence processing options, and powerful data recovery mechanisms. As a network Forensics tool, X-Ways Forensics benefits from its high efficiency, low resource footprint, fast file recovery capabilities, and competitive pricing compared to competitors.[10]





Malware analysis tool:
	Tool name
	Description

	Static analysis tool

	IDA Pro
	IDA Pro is a professional interactive disassembly and debugging tool. It is widely used in reverse engineering, malware analysis and vulnerability research.[11] Because IDA Pro can help analysts more intuitive and detailed analysis of malware function structure, data flow, working principle and dynamic behaviour. [12]

	Radare2
	Radare2 is an open-source reverse engineering framework for analysing and manipulating binaries. As a network forensics tool, it supports a variety of file formats and processor architectures, with disassembly, debugging, and binary file manipulation capabilities. [13]

	Dynamic analysis tool

	Cuckoo Sandbox
	Cuckoo Sandbox is an open-source automated malware analysis tool that is widely used in digital forensics and malware analysis. It is able to execute and analyses suspicious files in an isolated virtual environment, recording their behaviour in detail.[14]]
It supports a variety of file types, including Windows executables, documents, scripts, etc., and can generate detailed analysis reports. [15] Features include automated analytics, behaviour monitoring, virtual environment execution, and multi-platform support. As a network forensics tool, the advantage of Cuckoo Sandbox is that it is open source, free, highly customizable, and can quickly provide behavioural analysis results of malware to help users identify and understand potential threats.[16]

	ANY.RUN
	ANY.RUN is a cloud-based interactive malware analysis platform that supports multiple file types, including executables, scripts, PDFS, and documents. ANY.RUN captures and visualizes all network traffic, including DNS queries and HTTP requests, and saves it in PCAP files for further analysis by analysts. ANY.RUN can automatically extract malware metrics, such as IP addresses, domain names, and file hashes, and the software supports collaborative environments. [17]





Data recovery tool:
	Tool name
	Description

	TestDisk
	TestDisk is a free and open source data recovery tool that can help you recover lost partitions or repair damaged file systems. It supports multiple operating systems and can restore deleted partitions, rebuild partition tables, and rewrite master boot records.  [18]

	Stellar Data Recovery
	Stellar Data Recovery is a powerful data recovery software that supports multiple file systems and device types. It is capable of recovering various types of files, including photos, videos, documents, etc., and is suitable for a variety of data loss scenarios, such as accidental deletion, formatting, system crash, etc. Therefore, as a network forensics tool, Stellar Data Recovery has powerful data recovery capabilities, which can help users quickly recover important files in the case of data loss. At the same time, it also provides a variety of practical functions, such as creating start up disk, disk image, etc., further enhance its application value in the field of data recovery and forensics. [19][20][21]



Email forensics tools:
	Tool name
	Description

	MailXaminer
	MailXaminer is a professional email forensics tool developed by SysTools and widely used in email investigations in the legal, IT and enterprise fields. It supports multiple email clients and file formats, including desktop mail applications and cloud mail services. In terms of data forensics, it can analyse text in attachments through OCR technology, including but not limited to PDF, DOC, JPEG format text. MailXaminer also provides word cloud analysis, timeline analysis, and link analysis to help investigators delve deeper into email data. [22]

	Aid4Mail
	Aid4Mail is an email processing tool that provides a comprehensive email extraction, analysis and reporting solution for personal mailboxes and large mail servers. Aid4Mail is widely used in the fields of email forensics, electronic discovery, and data conversion. As a network forensics tool, Aid4mail can recover deleted and corrupted emails, even if other tools cannot. And Aid4Mail supports Python scripts, which can automate tasks. [23]





Real-time forensic tool:
	Tool name
	Description

	OSForensics
	OSForensics is a powerful digital forensics tool designed for the rapid discovery, extraction, and analysis of digital evidence. [24]
It supports multiple file types, including Office documents, PDFS, emails, and attachments. As a network forensics tool, OSForensics features include quickly searching files, recovering deleted evidence, analysing user activity, cracking passwords, and accessing hidden areas of the hard drive. It also supports shadow copy browsing, which helps investigators see the state of the disk at a point in time in the past.[25]

	EnCase Live
	EnCase Live is a professional digital forensics tool that is widely used in legal, law enforcement and corporate investigations. It supports multiple operating systems and file systems, enabling rapid collection and analysis of digital evidence. As a network forensics tool, EnCase Live features fast data acquisition, powerful search capabilities, multi-device support and cloud service integration.[26]

	CAINE
	CAINE is an Italian GNU/Linux distribution designed for digital forensics and Incident Response (DFIR). By default, CAINE sets all block devices to read-only mode, preventing data from being overwritten accidentally and ensuring data integrity during forensics. CAINE also provides a complete forensics environment that integrates multiple software tools as modules and provides a user-friendly graphical interface.[27]








Dark web forensics:
	Tool name
	Description

	Tor browser
	Tor Browser is a free and open-source software based on Onion routing technology designed to protect users' online privacy and anonymity. It works by directing Internet traffic through a network of servers relayed by volunteers around the world to hide a user's location and network usage from network monitoring and traffic analysis.
The main feature of Tor browser is the ability to hide a user's real IP address, so that users cannot be easily traced when they visit a website. In addition, Tor Browser is designed to prevent websites from identifying users through their "fingerprints" or browser Settings, improving user security. [28]

	ADF Solutions
	ADF solution is a digital forensics tool provided by ADF Solutions that is designed to help investigators quickly collect and analyses digital evidence. It supports the collection of evidence from Mac, Windows, Linux, and ChromeOS devices with fast connectivity, automated collection, and analysis. [29][30]
At the same time, ADF solution provides powerful scene investigation capabilities, which can quickly classify equipment and collect evidence at the crime scene, reducing investigation time and workload. ADF solution is also easy to learn and deploy, scalable, supports multiple device types, and can generate detailed reports to support legal proceedings. [31]
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Conclusion Report of Digital Forensics Cases
Case Number :CMMC2024001
Report Editor: Troy Simpson
Submission date: April 5, 2024
Submission targets: The CMMC Board of Directors, the National Crime Agency (NCA) of the United Kingdom, and the legal advisory team
The purpose of obtaining evidence: To prove the criminal acts committed by Rich Daley and provide direct legal evidence for CMMC Company to prosecute the criminal suspect Rich Daley.

Case background confirmation event overview:
RichDaley, a former senior designer at CMMC, deliberately carried out the following actions before his departure on March 1, 2024:
① Data corruption: Deleted the core GUI design files of the Samsung GalaxyZFlip6 (12 items, with a research and development cost of 3.2 million pounds).
② Commercial spy: Leaking designs to competitor 360tech through encrypted transmission.
③ Anti-forensics operation: Use BleachBit to erase 7pass and tamper with the system time masking trace.

Impact of the case:
① Direct economic loss :£3,200,000CMMC. Data from the financial audit report (2024Q1).
② Potential licensing revenue loss :£18.3M/ year (for the next 3 years).
③ Brand value depreciation: The industry ranking drops by 2 places.

Investigation Objectives：
① Confirm whether there is any deliberate data destruction or transfer behavior;
② Restore the deleted key design files;
③ Track whether the data is transmitted to external devices or networks;
④ Collect evidence that can be used in legal proceedings or criminal charges.

Hardware requirements for the forensic workstation:
① Host: High-performance workstations (such as DellPrecision7920) run forensic software and process large amounts of data.
②CPU: IntelXeon8 cores or above, capable of quickly handling hash calculations and data analysis.
③ Memory: 64GBDDR4ECC, supporting multitasking and memory forensics.
④ Storage: TBNVMeSSD (forensic tool) +10TBHDD (evidence storage), ensuring sufficient space for evidence storage.
⑤ Write protection device: TableauTX1 or WiebetechForensicDock. When creating the original image, the source data is not modified.
⑥ External storage: Encrypted USB3.0 hard drive (≥4TB), used for secure transfer of evidence data.

Requirements for forensic tool software:
① Disk image: FTKImager,Guymager, create the original image (.e01 /DD format).
② File recovery: Autopsy,RStudio,PhotoRec, recover deleted Maya design files (.ma/.mb).
③ Memory analysis: Volatility,Rekall, analyze dormant files and running processes.
④ Log analysis: LogParser,Splunk, parses Windows event logs and network logs.
⑤ Network forensics: Wireshark,NetworkMiner, for detecting suspicious external data packets.
⑥ The registry analysis: RegistryExplorer, RegRipper, extract the USB traces using records and user activity.
⑦ Timeline reconstruction: Plaso,Timesketch, establish a file operation timeline.

Professional software support:
① Autodesk Maya: Used to verify the integrity of the recovered design files
② EnCase/FTK: Comprehensive Forensic Analysis (If in-depth investigation is required)
③ CellebriteUFED: Mobile device forensics (such as checking Rich's mobile phone)

Auxiliary tools:
① Hash tool: HashCalc (Verifying data integrity)
② Encryption tool: VeraCrypt (Protecting Sensitive evidence)
③ Document tool: Doxygen (generating forensic reports)

Evidence:
Through the investigation of RIch daley's work computer, company server logs (including file access records, deletion records, etc.), external device usage records (USB, cloud storage, email attachments), network traffic data, as well as Rich's communication records and financial transactions. I confirmed his criminal facts and found the following evidence.

Evidence of file deletion：
The NTFS '$MFT' record shows that 'galaxy_z6_final.ma' was deleted by the 'del/q.' command at 2024030 14:32:18GMT.
The deletion operation is triggered by the preset scheduled task (' Cleanup_Design '), and the task creation time is 48 hours before departure.


Data leakage path:
Wireshark captured a 285MB encrypted ZIP file and transferred it to a Lithuanian IP address (185.159.157.17), with the target being Mega.Nz cloud storage.
Chrome history shows that Rich logged in with the 'rich.daley@360tech.com' account and completed the upload (timestamp: 2024030115:30GMT).

Anti-forensic confrontation：
BleachBit erasure traces were detected (registry entry 'HKEY_USERS\<SID>\Software\BleachBit').
System time tampering (BIOS time deviates from the log by 3 hours and 15 minutes) was confirmed through NTFS '$LogFile' cross-validation.

Key design recovery/Intellectual Property Verification:
The recovered file contains the CMMC patent logo and has been officially certified by Autodesk as an original design.

Details:
[bookmark: _GoBack]Before entering the investigation site, I pre-set up a laboratory area with a temperature control system and a complete monitoring system. Moreover, the laboratory is equipped with an independent power supply system to prevent data damage caused by unexpected power outages. Meanwhile, a dedicated network environment capable of data isolation is set up in the laboratory to physically isolate the Internet.

Then I cordoned off the scene, initiated physical isolation, set up warning lines, restricted the entry and exit of personnel, and immediately sealed Rich daley's computer to prevent others from operating it unintentionally or maliciously. Then immediately disconnect the physical connection between the device and the company network (unplug the network cable instead of disabling it through software), extract RAM data through Magnet RAM, and then place Rich's mobile device in the Faraday belt for storage and isolation to avoid damage at the physical level and network level such as remote erasure. Since Rich's desktop computer contains a solid-state drive (SSD), this means that the suspect may have saved the data to the SSD. To prevent it from being erased by the background, I through the registry ` HKEY_LOCAL_MACHINE \ SYSTEM \ CurrentControlSet \ Control \ FileSystem ` modify ` DisableDeleteNotification ` to 1 to disable the TRIM. And maintain the power supply status for the operating equipment (prepare the UPS).

At the beginning of this digital forensics, I found that some compressed files (.zip) and documents on the target computer were password-protected. After being authorized by the law enforcement department, Hashcat was used to carry out dictionary attacks and hybrid cracking on encrypted files, successfully opening multiple files containing design materials. Furthermore, it was found that the suspect used BitLocker to encrypt some disk partitions. By analyzing the backup locations of the recorded and restored keys in the TPM module, the encrypted partitions were successfully extracted and decrypted, ensuring the integrity of the evidence.

Meanwhile, it was identified in the investigation that Rich Daley used Windows Hello for daily logins. By comparing the system Event log (Event ID 4624/4625) with the Windows Hello authentication log, it was confirmed that its last login was 10:02 a.m. on March 1, 2024, matching the file deletion time. Further analysis revealed that it did not use Pins or passwords to bypass biometric authentication, ruling out the possibility of replacing user operations. This biometric login record provides strong support for confirming the user's identity and file deletion behavior.

During the process of collecting and organizing through technical means, in order to ensure that the data is not tampered with and complies with legal admissibility.
We locate the equipment and record its physical status, namely on/off/dormant. Shoot the connection topology diagram of the equipment (such as the positions of electronic devices, USB devices and network cables). When doing data image backup, I used Guymager to create an E01 format image (including metadata) and record the device model and serial number. And in order to ensure the validity as legal evidence, I also calculated the SHA3-512 hash value of the image. Meanwhile, I extracted the synchronization logs and version history of the device to check whether Rich was using enterprise cloud or personal cloud storage (such as OneDrive or SharePoint) to avoid missing any remaining files before deletion.

When conducting data collection, I strictly adhered to the four principles of ACPO, namely, not modifying the original data, having professionals operate, fully recording the process, and complying with legal requirements. Meanwhile, in order to ensure the originality and continuity of the evidence. As well as the legality during the forensics process and the integrity during the transmission of volatile data. I used hard disk image hash verification, exported firewall logs and mail server metadata, and recorded the entire process using the C4M forensic log tool. To ensure the integrity and real-time performance of cloud data, the login status of the browser is saved (using the Chrome password export tool), and the cloud synchronization client is frozen. At the same time, tamper-proof tags and RFID tracking chips are used to activate the evidence that has been obtained to ensure its security.

Therefore, for the management of the evidence chain, I will use a secure and compliant chain management approach to obtain, store and record the evidence. During the collection process, a two-person witness system will be adopted. During transportation, GPS tracking and temperature and humidity recorders will be used. The evidence will be stored in an encrypted safe under 24-hour monitoring, and all operations will be recorded on video. The results obtained will undergo necessary cross-validation. When archiving, blockchain timestamps will be used.

For data recovery, Autodesk Maya file feature analysis is utilized, that is, to view the header identifier of the Maya ASCII file ('.ma ') as' //Maya ASCII '; The header of the binary file ('.mb ') is identified as' 0x4D41 5941 '(" MAYA "). And manually verify the file header using Hex Workshop to eliminate forged files. Next, scan the 'autosave' folder in 'C:\Users\Rich\Documents\maya\projects' to restore the automatically saved copy of'.ma '. Extract the Maya rendering cache files ('.iff ', '.map ') in the Windows temporary directory (' %TEMP% '). Through the above operations, I can verify whether the recovered files are valid and genuine Maya format files, distinguish between renamed, extended or tampered and forged files, and prove the legitimacy of the file source. Overall, through the above operations, I can determine whether Rich daley intentionally deleted the Maya project files, forged files or evasive behaviors, and also determine the specific work content and time point of Rich's recent writing.

Based on the investigation of the evidence, it was found that RIch's criminal timeline:
20240225: Completed the design of the Samsung GalaxyZFlip6.
20240301: Delete files → Send encrypted emails → Upload to cloud storage.
20240308:CMMC discovered data loss and reported the case.


Investigation conclusion:
Legal conclusion: Determination of Illegal acts：
① Criminal offenses:
Article 3 of the Computer Abuse Act 1990: Intentional Obstruction of a computer system (maximum sentence: 10 years).
Section 2(1)(c) of the Trade Secrets Protection Act 2018: Unlawful disclosure of trade secrets (with a maximum fine of £5 million or 10% of global revenue).
② Civil tort:
Violation of the confidentiality clause of the employment contract (claim base: £2,500,000).
360tech's unfair competition behavior (claim base: £18,300,000 per year).
③ Admissibility of evidence
Hard disk image: Hash check consistency (SHA256).
Memory process record: Expert witnesses (CHFI-certified analysts) appear in court to support.



Follow-up action suggestions:
① Criminal procedure: Immediately submit an application for case filing to the NCA.
Carry out cross-border manhunt against Rich Daley through the European Arrest Warrant (EAW) system.
② Civil litigation: Initiate an injunction application against 360tech (in accordance with Part25 of the Rules of Civil Procedure of the United Kingdom) and freeze the funds involved in the case. Submit a request for evidence preservation to the local court (Mega.nz server log).
③ Employee compliance: Mandatory signing of the "Data Sovereignty Agreement" (including block chain evidence preservation clauses).
Annual anti-commercial espionage training (pass rate ≥95%).

Professional conclusion:
Based on the integrity of digital evidence, the rigor of technical analysis and legal compliance, experts have reached the following conclusions:
Rich Daley deliberately destroyed the core design files of the Samsung GalaxyZ6 mobile phone.
② The deleted files are substantially similar to the commercial data obtained by 360Tech (hash value matching rate >95%).
Highly likely conclusion (confidence level >95%) :
Data corruption directly led to CMMC economic losses of at least £8.7 million (based on Deloitte's assessment model)
②360Tech Company conducted transactions despite knowing that the data source was illegal (in accordance with Section 45 of the Criminal Finance Act of 2017)
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Invoice & Digital Forensics Report

INVOICE

Invoice #: 2025-DFR-0429 Date: April 29, 2025


Bill To:

Ker Walters

Cyfusion Mobile Manufacturing Company
London, UK
Ker001@cmmc.com

From:
Troy Simpson
wales, UK
+44 207 048 6755


Description of Services:
- File Restoration Services: 5 hrs @ ￡150/hr = ￡750.00
- Digital Forensics Analysis & Report Preparation: 6 hrs @ ￡175/hr = ￡1,050.00



Subtotal: ￡1,800.00 Tax: ￡0.00
Total Amount Due: ￡1,800.00



Payment Terms: Due upon receipt

REQUIRMENT 3


Invoice & Digital Forensics Report
Payment Method: Bank Transfer / PayPal / Other



DIGITAL FORENSICS REPORT SUMMARY




Case Reference: DFR-0429-2025

Client: Ker Walters
Date of Investigation: April 26-28, 2025

Investigator: Troy Simpson, Certified Digital Forensics Analyst



Objective:
To recover lost/deleted files and determine the cause and extent of data loss on the client's digital system.



Methodology:

- Forensic disk imaging using FTK Imager and Autopsy.
- Recovered 85% of deleted/lost files.

- Metadata and timeline analysis conducted.
- Chain-of-custody maintained for digital evidence.



Findings:

- Deletions occurred on April 05, 2024, 10:12-10:45 AM.

- No external intrusion detected.

- Deletion traced to local user account ([Username]).
- 97 files recovered and verified.



Recommendations:

Invoice & Digital Forensics Report

- Restrict user access.

- Enable system backups and monitoring.

- Secure log management.



Attachments:
- Recovered files summary (.csv)
- Detailed forensic timeline
- Chain of custody log
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