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This report will look into the different internet protocols and discuss the advantages and disadvantages of both. Firstly the report will discuss the two internet protocols like IPv6 and IPv4 and go on to state the advantages and disadvantages. This report will go into detail about IPv6 advantages and improvements to its predecessor IPv4. The report will then go on to discuss the different address types and briefly explain their purpose in the network. 

 
[bookmark: _Toc40110520]Internet Protocols 
Internet Protocol (IP) is a communications protocol used to identify and locate devices on the internet. IPv4 currently routes most of the traffic on the web, however due to exhaustion of Ipv4 addresses it is imminent we switch to Ipv6. This is because Ipv6 is able to provide a larger address base, using 128-bit addressing to support around 340 trillion addresses. In comparison, Ipv4 uses 4 sets of one to three digit numbers, while Ipv6 uses eight teams of 4 hex digits separated by colons. Ipv6 uses a 128-bit address size in comparison to the 32-bit system used by Ipv4, giving the ability of a multitude of IP addresses, enough for each person in the world many times over. This 128-bit system enables multiple levels of hierarchy and flexibility in ranked addressing and routing, a feature that is not found in the IPv4 based web. IPv6 was created by Internet Engineering Task Force (IETF) in 1998.
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Some of the limitations of IPv4 resulted in IPv6 being developed. Ebisin (2014) argued that some of the limitations stem from the configuration and service quality, scarcity of addresses, and the low quality of security available on IPv4 networks. Manjaiah (2008) went on to discuss limitations of IPv4 including the large sized routing tables, like when each network needs a separate and unique routing table entry, so any network which includes more hosts than the set class, it results in the need of moving up to the subsequent class or having two IP addresses of the same class. According to Albkerat (2014), most of the internet current depends on the IPv4 protocol, which is 32-bit and can cover around 4.3 billion nodes. Because of this and developing technologies, this internet protocol is approaching its limit, being not enough IP addresses from service providers in order to meet increasing demands. Therefore, IPv6 is critical in order to maintain the pace of the internets development with its efficiencies in scalability, reliability, speed, and security. Several countries have already begun using IPv6 including China, India, and Japan. According to Ali (2012) IPv6 over IPv4 tunnels are widely used in order to connect large regional networks due to the fact that it is harder to construct an international or cross-continental native IPv6 network.

Issac (2014) goes on to say that IPv6 can cover 340 trillion, trillion, trillion nodes while IPv4 is only able to cover around 4.3billino nodes. This new internet protocol is necessary in order to built future infrastructure and it does not require NAT as IPv4 does, with security protocols being built in. The flow of control also provides higher priority for specific traffic in order to relieve congestion, and the connection will be end to end. In addition to this, the IPv6 header is much simpler than IPv4, containing fewer fields which help data to process faster, resulting in higher performance. Every piece of technology that needs to connect with the internet needs a globally distinct IP address, and when IPv4 was introduced they did not foresee the explosion of technology and the importance of it in todays globalized society. One of the advantages of the absence of NAT is the reduced difficulty in configuring a network. Another benefit of IPv6 is the ability to provide better end to end connectivity. Exciting developments currently like online multiplayer video games, video conferencing, file sharing and VOIP can make extensive use of IPv6 in peer-to-peer applications with its massive address house not needing NAT and may help guarantee true end-to-end capability. In peer to peer networking, computers and devices will communicate directly with each other and not need a central server.
 
Furthermore, IPv6 has better autoconfiguration abilities than its predecessor IPv4. Whenever a node plugs in and desires to be a part of the network, IP address and router info is needed in order to properly piece the node and find it running. In the past, there have been fewer devices in networks, with the majority of them being static and IP addresses manually assigned. However with increasing use of computers and network connected devices it became essential for the ability to automatically configure new devices connecting to a network. IPv4 uses dynamic host configuration protocol (DHCP) which administered a list of hosts and keep track of the addresses that are signed to those hosts. IPv6 offers automatic configuration and additional straightforward configuration means, which is referred as plug-and-play. Another advantage is that IPv6 offers a simplified header structure leading to faster routing as compared to its IPv4 counterpart. The IPv4 packet contains 20 bytes of data thereby all potential choices forcing intermediate routers to decide whether or not these choices exist, and if they do, method them before forwarding.

Another major advantage of IPv6 is the ability to provide better security for applications and networks. IPv4 was designed with no early security in mind and assumes the specified security is going to be provided at the tip nodes. In IPv6, IPSec is a major protocol requirement and is one of the factors which ensures that IPv6 provides better security than its predecessor in combating threats like Denial of Service Attacks (DDOS), Malicious code distribution, man in the middle attacks, fragmentation attacks and intelligence activity attacks. This helps IPV6 provide a better quality of service with its much simpler packet header. This allows the routers to process datagram packets more efficiently. IPv6 is able to provide better multicast and anycast abilities, in instance a packet is derived from one stage right down to another in a hierarchal tree-like structure rather than pulling it from the supply directly. This ensures that there are fewer packets in the network thereby optimizing bandwidth and reducing resources needed at every node. This multicast technique is helpful when streams of information have to be compiled to be accessible to an array of connected devices and not only a single destination. IPv6 also offers better mobility features for instance when mobile devices change location but remain connected to existing networks.  IPv6 follows key designs from the predecessor which should allow for a smooth transition from IPv4 globally (Issac, 2014)
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According to Graziani (2017) a unicast address uniquely identifies an interface on an IPv6 device, with a packet being sent to the unicast address being received by the interface which is assigned to that address. With unicast sending a single packet to a single destination address. The unicast address identifies a unique node on the network. There are different types of unicast addresses including Global unicast, Link-Local, Loopback, Unspecified address, Unique local, and IPv4 embedded. Global unicast is a routable address in the IPv6 internet similar to a public IPv4 address. Link-local is used as a communication link between devices on the same local network. Loopback is an address that is not assigned to any physical interface that could be used for a host to send itself an IPv6 packet. Unspecified address is used as a source address and indicates the absence of an IPv6 address. Unique local is similar to a private address in IPv4 and is not meant to be routable in the IPv6 network. And finally IPv4 embedded is an IPv6 address that also carries and IPv4 address in the low-order 32bits of the address.
Graziani (2017) goes on to say that multicast is a process in which a device sends a single packet to a multitude of destinations at once, either on the same device but different interfaces or to a multitude of different devices. An IPv6 multicast address groups a set of devices together to become known as a multicast group. IPv6 multicast addresses send a packet to the multicast group and alwas has a unicast source address, with the multicast address never allowed to be the source address. Unlike IPv4, in IPv6 there is no broadcast address, rather only a multicast address. Graziani (2017) defines an anycast address as an address that can be assigned to more than one interface (usually different devices rather than multiple interfaces in one device). Multiple devices may have the same anycast address, with each packet being sent to an anycast address being routed to the nearest interface having that address, according to the router’s routing table.

.
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In conclusion, this report has demonstrated the importance of transitioning to the upgraded internet protocol, being IPv6. The report has demonstrated how the IPv4 protocol is on the brink of exhaustion due to the increased demands due to exponentially increasing advancements in technology and the need for better secured networks. 
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School of Applied Computing – 441 pcs/hosts
School of Automotive Engineering – 285 pcs/hosts
School of Architecture, Built and Natural Environment – 352 pcs/hosts
School of Engineering, Manufacturing and Logistics – 278 pcs/hosts

The network that I choose to subnet is 172.16.0.0/19
Available IP addresses in Major network: 8190
School of Applied Computing needs 441 hosts.
School of Automotive Engineering needs 285 hosts.
School of Architecture, Built and Natural Environment needs 352 hosts.
School of Engineering, Manufacturing and Logistics needs 278 hosts.
Number of IP addresses needed: 1356





	Network ID
	Needed Size
	Mask
	Assignable Range
	Broadcast ID

	172.16.0.0
	441
	/23
	172.16.0.1 – 172.16.1.254
	172.16.1.255

	172.16.4.0
	285
	/23
	172.16.4.1 – 172.16.5.254
	172.16.5.255

	172.16.2.0
	352
	/23
	172.16.4.1 – 172.16.5.254
	172.16.1.255

	172.16.6.0
	278
	/23
	172.16.6.1 – 172.16.7.254
	172.16.7.255




Test centre 15pcs, 1 IP phone, a printer and 1 video camera
Open Access Lab 240pcs and 5 printers
	Network ID
	Needed Size
	Mask
	Assignable Range
	Broadcast ID

	172.16.0.1
	18
	/27
	172.16.1.1 – 172.16.1.30
	172.16.1.31

	172.16.0.0
	245
	/24
	172.16.0.1 – 172.16.0.254
	172.16.0.255


The address I’m using for the Test centre and Open Access Lab is 172.16.0.0




	
