Academic and employment skills, IEEE Referencing & use of AI

Academic and employment skills – 1a

Introduction
Essential Skills for Study and Employment in Cybersecurity
Cybersecurity focuses on protecting computer systems, networks and sensitive information from cyber threats. A career in this field requires technical knowledge, problem-solving, communication and other important skills[1]
Technical Knowledge – Technical knowledge is essential in cybersecurity, as professionals need to understand computer networks, operating systems, programming, encryption and threats such as phishing and malware. Developing these skills through university assignments and practical activities will help students understand how cyberattacks happen and how they can be prevented. This knowledge will also support future employment as a cybersecurity analyst or security engineer. [2]
Problem-solving and Critical Thinking – Cybersecurity involves investigating suspicious activity, identifying weaknesses and finding suitable solutions. University assignments and practical exercises help students develop independent thinking and problem-solving skills. These skills are important in employment, as security professionals must investigate incidents carefully rather than make assumptions about the cause. [3]
Communication and Teamwork – Cybersecurity professionals often work alongside IT departments, managers and other employees to explain security risks and recommend solutions. Group projects, presentations and written assignments help students develop communication and teamwork skills, which are useful when working with others in a professional environment. [4]
Research and Time Management – Cybersecurity is constantly changing as new threats and technologies emerge. Students need to research reliable information, reference sources correctly and complete assignments on time. These skills also support employment, where professionals must continue learning about new threats and managing their responsibilities effectively.  [5]
Overall, developing these skills at university will help students prepare for employment and improve their ability to respond to challenges within cybersecurity.


Analyse several popular AI assistants – 1b

The top seven AI tools to use are as Follow;

· ChatGPT – A chatbot used to explain topics, answer questions, proofread writing and support problem-solving.  [6]
· Microsoft Copilot – Helps users create and improve content in Microsoft applications, including Word and PowerPoint.[7]
· Zapier – Automates repetitive tasks, such as scheduling, data entry and reporting, across connected applications.[8]
· Grammarly – Checks spelling, grammar, punctuation and writing clarity in documents and emails.[9]
· Midjourney – Generates images from written prompts, making it useful for creative work. [10]
· Grok – Answers questions and can help users explore information and discussions on X.  [11]
· Canva Magic Studio – Provides AI tools for creating and editing images, videos and designs.[12]

Using ChatGPT to help identify a phishing email within a SOC analyst role 
1) ChatGPT was able to quickly analyse the image to detect if it was a phishing email.
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2) ChatGPT was able to see the biggest signs like urgent timescales, awkward wording and unusual sender details.
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3) ChatGPT was able to give steps to investigate how server the attack was.
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4) Using the AI tool, it created a table to list the levels of severity.
[image: ]





5) Using ChatGPT to structure the highest priority for the investigation.
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6) This shows the steps ChatGPT gave to contain a phishing attack, as well as what should be done first.
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7) It helped structure an incident report for management after containment.
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Task 1c – Turnitin Similarity Score and Self-Assessment
After submitting the assignment to Turnitin, a similarity score of 19% was received, when reviewing the report, most of the highlighted similarities came from the citations and bibliography, whereas the main written sections showed little or no similarity. This suggests that the work was mainly written in the student's own words.
Improvements could still be made by checking the IEEE referencing format, improving grammar and reviewing the similarity report carefully. Correct references should not be removed just to reduce the similarity score.
Using the Generic Assessment Criteria, the student would award the assignment 65%. For engagement with literature, 12/20 would be awarded because several sources were used, although more academic research is needed. Knowledge and understanding would receive 14/20, as the work explains important cybersecurity skills and AI tools. Cognitive and intellectual skills would receive 12/20 because more detailed analysis could be included. Practical application would receive 15/20, as seven screenshots demonstrate how ChatGPT could support a SOC analyst investigating a phishing attack. Finally, transferable skills would receive 12/20 because the work demonstrates communication and research skills, although the academic writing could be improved.
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What should be investigated first?

Priority
Urgent
Urgent
High
High

Important

Investigation

Did anyone enter their password?
Are there suspicious logins?

How many handlers dlicked?

Did any devices download files?

Was customer data accessed?

Why it matters
Accounts could be compromised.

Could indicate unauthorised access.
Establishes the scale of the incident.
Helps identify possible malware activity.

Determines the business and data-protection impact.
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Seven steps to contain the phishing attack
1. Block the malicious link — The SOC analyst should work with the security team to block the confirmed
phishing URL or domain using Admiral’s approved email, web-filtering and security tools. This would help

prevent other employees from accessing the malicious website.

2. Remove the phishing email from inboxes — The SOC should search the company’s email security system
for copies of the RBC email and quarantine or remove them. This would reduce the chance of more handlers
clicking the link.

3. Secure affected employee accounts — If any handlers entered their login details, the SOC should arrange
for their passwords to be reset, suspicious sessions to be revoked and multifactor authentication to be
checked.

4.1s0late compromised devices — If endpoint security alerts indicate malware or other suspicious activity,
the SOC should isolate affected computers through approved security tools. This would help prevent further
unauthorised activity.

5. Check for unauthorised access — The analyst should review login records and security alerts to determine
‘whether attackers accessed any Admiral accounts or systems. Confirmed unauthorised sessions should be

terminated.

6. Warn other Admiral employees — The SOC should issue an internal security warning explaining that the
RBC email is suspicious and instructing employees not to lick its link. Employees who have already
interacted with it should be told how to report what happened.

7. Monitor and confirm containment — The SOC should continue checking email security logs,
authentication events and endpoint alerts to make sure no further suspicious activity is occurring. The team

should record all actions taken and escalate any suspected customer-data exposure.

Which actions should happen first?

Immediate  Block the link and remove the email

Immediate Secure accounts where credentials may be exposed
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At the beginning of the report, include a small summary table so management can understand the situation

quickly.
Key information Example entry

Incident type Phishing

Current status Contained

Employees affected To be confirmed

Severity Based on investigation findings
Customer data affected To be confirmed

Further action Monitoring and security improvements
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Yes — looking at the screenshot, this email has several strong signs of a phishing scam, so it should not be
treated as genuine.
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‘The biggest sign that this email s fake is the threatening, urgent message asking the recipient to click a
link and verify their account information.
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If several Admiral insurance handlers have clicked the link in the suspicious RBC email, the SOC team would
need to investigate whether any accounts, devices or customer information have been affected.

Assessing the impact and severity within Admiral
1. Identify how many handlers clicked the link — The SOC analyst would check email security logs to find

out how many Admiral employees received the phishing email and how many clicked the link. This would
help determine how widespread the incident is.

2. Check whether any information was entered — The analyst would investigate whether the handlers only
opened the link or entered usemames, passwords or other sensitive information. Entering login details
would make the incident more serious.

3. Investigate the affected devices — The SOC would use endpoint security tools to check whether dlicking
the link caused any suspicious downloads, malware alerts or unusual activity on the handlers’ computers.

4. Check for suspicious account activity — The analyst would review authentication logs for unusual login
attempts, unfamiliar locations, unexpected account changes or unauthorised access after the handlers
clicked the link.
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Situation

A handler dlicked the link but entered no information. and checks show no
compromise

Several handlers dlicked the link, but the investigation has not established whether
information was entered

A handler entered their work login details

An attacker gained access to Admiral systems or sensitive customer data

These are ilustrative severity levels, not Admiral's official incident classifications.

Possible severity

Low

Medium, pending investigation

High

High or Critical, depending on the
impact




