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A webserver, which can be referred to as the hardware, the computer, or the software, is the 

computer application that delivers content that can be accessed through the Internet. 
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Hacking web applications refer to gaining unauthorized access to a website or its associated data.  

 

Task 1: Performing Shellshock Exploitation on a Web Server and Gaining Unrestricted 

Access to the Server 

 

Shellshock is a family of security bugs in the Unix Bash shell, which affects Bash, a program that 

various Unix-based systems use to execute command lines and command scripts. 

 

Lab Scenario 

To be an expert ethical hacker and pen tester, you must understand how to test the security 

architecture of a Unix system in order to safeguard it from attacks as Shellshock. 

 

Lab Objectives 

This lab helps students learn how to: 

 Test Ubuntu Server for Bash Vulnerability 

 Exploit the vulnerability and ain control over the system. 

 

Pre- Activity exercise 

To carry out the lab, you need: 

 Test Ubuntu Server for Bash Vulnerability 

 A virtual machine running Kali Linux 

 

 

Overview of Shellshock 

 

Shellshock is often installed as the system’s default command-line interface.  In Unix and other 

Oss that Bash supports, each running program has its own list of name/value pairs called 

environment variables for the new program. 

 

 

 

 

 

Activity: 

Note: Screenshot may varies from the one in this lab. 
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Task 2: Using Stored XSS attack to Hijack an Authenticated User Session 

 

Stored attacks are those in which the injected script is permanently stored on a target server, 

such as in a database, in a message forum, visitor log, or comment field.  The victim then 

retrieves the malicious script from the server upon requesting the stored information. 

 

Lab Scenario 

 

Lab Objectives 

The objective of this lab is to help students learn how to test web applications for vulnerabilities. 

In this lab, you will: 

 Stored cross-site scripting 

 

Pre- Activity exercise 

To carry out the lab, you need: 

 MovieScope website configured during the lab setup 

 GoodShopping website configured during the lab setup 

 Windows host machine 

 Windows Server2008 or Windows 7 or Windows 10an Attacker Machine 

 Windows Server2008 or Windows 7 or Windows 10 as a Victim Machine 

 Microsoft SQL server 2012 or later 

 A web browser with an Internet connection 

 

Overview 
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Activity: 
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