


This essay will seek to critically analyse the strategies, tactics and attack methods adopted by the Islamic State in order to explore the challenges posed by terrorism within contemporary society. The Islamic State (IS) was selected as the focus of this study as research has suggested that this terrorist organisation marks a distinct evolution in Islamist terrorism, developing on existing methods to become a uniquely dangerous and effective terrorist entity (Martin and Solomon 2017).  Furthermore, this distinct evolution in tactics, and strategies intertwined with the groups innovative use of attack methods as demonstrated by the thousands killed globally by its supporters (Ismail and Mishra 2019) clearly rendered this terrorist organisation fertile ground for academic analysis.

When seeking to critically analyse the strategies of the Islamic State it is first crucial to explore the ways in which the Islamic State has utilised social media and cyberspace. This analysis of the groups cyber-strategy is particularly critical within the digital age as research has argued that the internet has been utilised by IS to cultivate support, disseminate propaganda and recruit a new generation of sympathisers familiar with the digital sphere (Friis 2017). In addition to this, when examining contemporary terrorism, research has argued that the internet and social media has created a space wherein terrorist organisations may disseminate their ideology, recruit sympathisers and inspire violence across borders without the traditional constraints of space and time (Hossain 2018). Therefore, examining the ways in which IS has maximised its effectiveness within this environment may offer an insight into the ways the group operates and seeks to achieve its overarching goals. 

Whilst a number of terrorist groups have exploited the new possibilities afforded by the evolution of cyberspace, research has argued that the Islamic State has carefully crafted a bespoke approach to maximise its appeal online, particularly on social media, focusing not only on the establishment of a physical caliphate but a digital caliphate which extends the groups reach across global borders (Greenberg 2016).This specific focus on the digital caliphate has inherently afforded the group new opportunities to grow and expand within the digital age and it has been suggested that the Islamic State has been particularly effective in utilising cyberspace space as a tool to maximise its power, reach and lethality (Lee et al 2021). Building on this assertion, it has argued that whilst the Islamic State is less established than other organisations such as Al-Qaeda, the group has been extremely quick to garner a prominent online presence, using this presence as a tool to recruit supporters, inspire violence, disseminate propaganda and raise funds among other functions (Macnair and Frank 2017). 

Examining their rapid rise to prominence online, it is clear the Islamic State’s focus on cyberspace is a key pillar of their overarching strategy, this is anchored by evidence that the Islamic State has constructed an intricate web of supporters known as the Islamic State Electronic Army whose sole purpose is to promote the groups ideology, achievements and goals online to a global digital audience (Greenberg 2016). The effectiveness of this digital caliphate within IS’ wider strategy is further anchored by wider literature, for example Haykel (2016) proposes that the Islamic State’s propaganda prowess has been fuelled by a vast amount of slickly designed material ranging from videos to magazines which are distributed online by an intricate web of supporters. Haykel (2016) has gone on to assert that this online network has been crucial in disseminating content across the globe drawing tens of thousands of sympathisers to join the ranks of IS, commit violence in their own countries and engage more deeply in violent Jihadi ideology. 

Examining the content of this online propaganda, research has argued that the Islamic State has particularly tailored its media to a new wave of Jihadis who have grown up with the internet, offering them a plethora of material easily accessible online littered with extreme violence such as mass-executions, crucifixions and executions performed by children (Friis 2017). This content has been carefully orchestrated to maximise the effectiveness of Islamic State’s propaganda, for instance Milton (2018) has argued that IS has employed extreme violence within its propaganda to create shock-value online which serves both to intimidate the groups enemies whilst simultaneously attracting supporters to its cause. Therefore, it is evident that within its strategy the Islamic State has placed a keen focus on the opportunities afforded by the digital sphere, regarding the digital battlefield as a vital pillar of its global presence and a key element within its overarching strategy. However, whilst this analysis has clearly demonstrated that IS has been unique in its ability to utilise cyberspace as a tool to promote its goals, there is contestation in the academic field regarding the extent to which online engagement produces offline engagement. For example, research suggests there is an extremely nuanced relationship between online support and offline action (Zeitzoff 2017), therefore the exact scale of the relationship between IS’ digital presence and their ability to garner support remains nuanced. 

In addition to this, when analysing the strategies employed by Islamic State it is also critical to note that it has significantly diverged from a number of other terrorist organisations in its use of nation-state building strategies in order to create legitimacy, maintain order and as a propaganda tool to attract recruits (Al-Rawi 2019). During the peak of its power, the Islamic State controlled an area within Syria and Iraq almost the size of Iceland which encompassed 11 million inhabitants (Brzuszkiewicz 2018), whilst the group has subsequently lost this territory, it is crucial to note that this governance of land marked a distinct diversion in strategy from other Jihadist groups such as Al-Qaeda. Research has argued that this focus on territory was not a mere by-product of Islamic State’s military prowess but rather the group made a concerted effort to acquire territory as a tool to cultivate legitimacy among supporters, sow fear into the minds of enemies and to assert dominance as the most prominent jihadi terrorist organisation on the world stage against competitors such as Al-Qaeda (Kraidy 2017). This distinction between IS and Al-Qaeda is critical, as the two entities have increasingly competed for the favour of the global Jihadi movement, therefore the Islamic State’s ability to hold territory has perpetuated the groups key narrative that it is the only movement capable of sustaining a physical caliphate (Brzuszkiewicz 2018). This narrative has been fundamental in distinguishing IS from other Jihadi groups it is competing with for fighters, funding and infamy as its ideological underpinning has become dominated not solely with regional dominance or foreign attacks like other groups such as Al-Qaeda but rather a wider overarching goal to establish an Islamic State dominated by Jihadist ideology (Kumar 2018). 

Expanding on this, it has been argued that use of governance and territory acquisition as a strategy to solidify the strength of IS among the global Jihadi movement has been carefully orchestrated, for example IS propaganda is littered with symbolic and political imagery such as the destruction of border posts between Iraq and Syria, signalling to its audience the strength, legitimacy and ideology IS seeks to embody (Haykel 2016). Building on these notions of legitimacy, it has been suggested that the Islamic State’s focus on capturing territory and governing was initially driven by a desire to construct a foundation of influence among the Jihadi movement (Ubayasiri 2019). Therefore by declaring a physical caliphate the group was able to offer sympathisers a clear vision of their potential role in the Muslim world, demonstrating the ways in which territory was manipulated by IS as a tool to attract tens of thousands of supporters to Syria and Iraq (Ubayasiri 2019).  Examining the literature, it is evident that the Islamic State’s governance of territory served a number of functions within the groups wider strategy, allowing IS to invoke legitimacy by demonstrating its ability to govern whilst simultaneously offering the group significant propaganda opportunities to attract new recruits (Kumar 2018). However, it is important to acknowledge that whilst the group has made a concerted effort to invoke legitimacy by establishing a physical foothold this strategy has begun to crumble as the caliphate in Syria and Iraq has dissolved following a string of military defeats (Ceron et al 2019). Despite this dissolution of the caliphate in Syria and Iraq, rather than destroying the group, this has simply shifted IS’ focus away from this strategy towards a more global approach, a shift which will be discussed within the forthcoming section.

When seeking to critically evaluate the Islamic State it is also vital to explore the tactics employed by the group, particularly as research has argued that the group has an unprecedented level of adaptability which allows it to utilise a wide range of tactics in order to achieve its overarching goals (Brzuszkiewicz 2018). 

This adaptability is primarily evidenced by the groups pivot away from focusing so heavily on Syria and Iraq following the dissolution of the caliphate within this region towards a model more reminiscent of Al-Qaeda where the focus has expanded to incorporate international franchises who may carry out attacks and operations under the banner of the Islamic State (Kraidy 2017). Whilst it has taken Al-Qaeda many decades to weave a network of international branches, it has been argued that Islamic State fuelled by territorial gains and slick propaganda has been far quicker to garner the allegiance of extremist organisations stretching the globe placing it at the forefront of the contemporary Jihadi movement (Kumar 2018). This notion that IS has increasingly sought to spread its presence through a network of affiliates is supported by research which has argued that IS has sought to construct branches in a plethora of countries ranging from Nigeria to the Philippines, particularly exploiting political instability and tensions within these nations (Lister 2016). Lister (2016) has gone on to argue that this pivot towards a transnational network of terror is tactically vital for IS, as they remain in competition with Al-Qaeda for dominance of the global jihadist movement, rendering it crucial that they continue to demonstrate relevance at a local, regional and international level. 

The ability of IS to absorb other terrorist groups into its wider organisation is demonstrated by a number of salient examples around the globe, for example in 2015, Boko Haram, a key player in the African Jihadi movement, pledged allegiance to IS, essentially becoming another of the groups global franchises (Mutanda 2017). The ability of the Islamic State to retain these strong links offers a number of substantial opportunities for IS, allowing the group to operate at a transnational level and to gain a foothold in areas where it may help local groups co-ordinate attacks under the banner of the Islamic State, perpetuating the groups prominence on the global stage (Mutanda 2017). This focus on attaining prominence within a number of regions is a key pillar of Islamic State’s tactics, demonstrating the group’s goal of constructing a climate wherein it is seen as the only organisation capable of bringing together a plethora of transnational Jihadi movements under one umbrella with the united goal of a global Islamic Caliphate (Bandopadhyaya 2019).

Within this analysis of the Islamic State, it is also imperative to critically analyse the attack methods employed by the group, particularly as research has argued that Islamic State developed on existing terrorist attack methods to weave a global web of terror which utilised excessive violence and a wide-range of tactics to maximise the psychological impact on their enemies around the world (Friis 2017). 

When critically examining the methods of violence employed by the Islamic State to further their goals there is little doubt that IS has differentiated itself from other Jihadi organisations by actively engaging in extreme acts of violence intended to strike fear into the hearts of enemies, subdue those under their control and inspire their sympathisers (Haykel 2016). The notion that the violence employed by IS marks a distinct evolution in the violence utilised within Jihadi terrorism is anchored by wider research, for example Cemgil (2016) has argued that the brutality employed by IS ranging from mass-beheadings to slavery and mass rapes was so extreme that it was considered shocking among other Jihadi groups such as Al-Qaeda and the Taliban, creating a clear distinction between these groups and the Islamic State. Examining this more deeply, academics have proposed that this utilisation of extreme violence is part of a wider Islamic State initiative to cultivate a climate of fear, instilling terror in those opposed to the group by purposefully adopting tactics which may be deemed barbaric (Kumar 2018). 

Examining the underpinning of this violence further, Lister (2016) has gone on to argue that IS’ strategy of engaging in extreme violence ranging from mass beheadings to crucifixions is not rooted in mindless violence but rather fulfils a number of core functions including supressing dissent among governed populations, creating a sense of fear associated with the group and attracting a new wave of supporters eager for increasingly brutal violence. This notion that the Islamic State has deliberately engaged in acts of extreme violence to maximise its effectiveness may be related back to the key concept of the ‘propaganda of the deed’ wherein it has been argued that terrorists engage in acts of violence not solely to cause death and destruction but to ensure their message is conveyed to a global audience by attracting the world’s attention as a means to disseminate their propaganda and ideology (Milton 2018). Research has gone on to argue that IS has been particularly effective in utilising this strategy of intertwining extreme violence with propaganda, for example Milton’s (2018) empirical study demonstrated that IS sympathisers were most likely to engage with propaganda which featured extreme acts of violence and retribution, demonstrating the ways in which IS has utilised brutality as a tool of inspiration and recruitment.  

In addition, examining the violent methods employed by the Islamic State, it is also crucial to explore the ways in which IS has encouraged and inspired lone actors to commit violence. This is particularly critical as whilst the role of lone actors within Jihadi terrorism is not a new phenomenon, empirical research has suggested that IS has specifically retained a focus on this form of terrorism, finding that IS had inspired a higher proportion of lone actors than other prominent groups such as Al-Qaeda (Lee et al 2021). This specific focus on lone actor terrorism may be directly attributed to ideological survival, for instance research has argued that following the collapse of the Caliphate IS has had to increasingly move away from encouraging supporters to flock to Syria and Iraq, rather encouraging them to stay in their home countries and commit acts of lone terrorism (Brzuszkiewicz 2018). This is echoed by wider studies, for example research has demonstrated that following the dissolution of the physical caliphate, IS has increasingly encouraged and provided inspiration to lone actors across the globe, particularly perpetuating a narrative that lone actor attacks are now vital to the groups objectives and asserting that an attack in foreign land is more valuable than joining the ranks of fighters in Syria and Iraq (Ceron et al 2019).  

This distinct relationship between IS and lone actor terrorism may be directly linked back to the groups effective use of propaganda, cyberspace and social media as research has argued that it has created spaces within the online environment wherein lone actors may engage with IS content and are actively encouraged by both propaganda and other IS sympathisers to commit independent acts of violence (Cremin and Popescu 2021). The use of propaganda to encourage acts of violence is a key component of IS’ global strategy, for instance within IS propaganda supporters are encouraged to kill citizens of the west with whatever means necessary ranging from stabbings to vehicle-borne attacks (Lister 2016). It is clear when examining recent terror attacks that the call for small, improvised acts of terror have been heeded by supporters of IS, for instance vehicle-borne attacks in cities such as Berlin, Nice and Barcelona by sympathetic lone actors have required little planning but inflicted mass-casualties (Brzuszkiewicz 2018). This focus on more spontaneous, opportunistic acts of terrorism demonstrates a significant shift away from the spectacular attacks of Al-Qaeda to attacks which focus on using any means necessary to inflict casualties and psychological fear (Lister 2016). However, it is important to acknowledge that whilst links have been drawn between the ability of IS to inspire lone actor terrorism and cyberspace, Cremlin and Popescu (2021) have also suggested that the relationship between online consumption of IS material and offline violence is not clear-cut but nuanced and requires deeper academic investigation. 

Before concluding, it is important to note that whilst this study has specifically focused on the ways in which the Islamic State has increasingly encouraged lone actor terrorism since the collapse of its Caliphate this is not its sole method of violence. For example, IS has also adopted a range of other attack methods ranging from military offensives in Iraq and Syria to suicide bombings and coordinated cell attacks in the western world such as the 2015 Paris attacks which were composed of a bombing, shooting and hostage taking spree more comparable to the attack style of Al-Qaeda (Kim 2020). However, this study has specifically focused on lone actor terrorism as this tactic has most commonly been adopted by IS, particularly within the west during recent years (Bandopadhyaya 2019) rendering it a key area of analysis when critically exploring the attack methods of IS.

Following this analysis of the strategies, tactics and attack methods employed by the Islamic State a number of conclusions may be drawn. Firstly it is evident that IS successfully employed the creation of both a digital and physical Caliphate as key pillars within its overarching strategy, allowing the organisation to expand its reach across the traditional constraints of space and time whilst simultaneously invoking legitimacy and out-manoeuvring  competitors such as Al-Qaeda. This analysis has demonstrated that whilst IS has lost its grip on territory in Iraq and Syria, the groups tactics have simply shifted towards a model which places the focus on global franchises who operate as separate entities whilst united under the banner of the Islamic State, allowing the group to exploit instability and tensions across the globe whilst cultivating violence at a transnational scale. Within this analysis it is also evident that the Islamic State has carefully cultivated a culture of extreme violence orchestrated to strike fear into the hearts of enemies, attract sympathisers and suppress dissent amongst those under the groups control. This distinct brutality interwoven with the groups increasing focus on lone actor terrorism, wherein it has sought to encourage supporters across the globe to act independently under the group’s name has distinguished the Islamic State as a uniquely dangerous and volatile terrorist entity as asserted by Martin and Solomon (2017). In conclusion, it is clear that the Islamic State is a sophisticated terrorist entity which has successfully adopted and evolved its strategies, tactics and violence over a number of years to maximise its appeal, power and lethality rendering it a uniquely formidable organisation and key player within the world of contemporary terrorism. 
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