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Description automatically generated]Student 1:  As I am student 1, I think I did a good amount of work which contributed into the worksheet as that I’ve had previous experience with virtual machines, so initially I took the first step into setting up the virtual machine, and when the a problem was faced with the group with the virtual machine would be that I would try and find solutions which could resolve the problem, but I think I could’ve been more open to my other teammates to find solutions and that I could I focus on the other tasks that my teammates were doing to make it fair as a team.

Student 2: For student 2 it was Kai and he did put in a lot of work for the team as he has had previous experience with virtual machines, but due to our group using virtual machines on our personal computers and not used on the university PC’s his specifications could not use it due to multiple virtual machines running at the same time, but he would support us as a team when it came to problem solving as well as find solutions, and was also available to work on the worksheets when asked from the team.

Student 3: Student 3 was Jack and he did do the least amount of work due to him having a busy outside of university and there was times where he could not support the team in working and this did cause confusion to when he did come and help with us due to him needing a refresh on what is happening, but when he did contribute it was helpful such as finding 

[bookmark: _Toc129224180]Abstract
In this assignment there is going to be screenshots from my team creating a network using Oracle Virtual Box and will explain how to setup a domain and create client accounts from the server and then to be access the accounts from the client virtual machines. As well in the task 3 I will be talking about hypervisors, DHCP and different types of tasks which were assigned to complete the worksheet.

[bookmark: _Toc129224181]Introduction
The overview of this assignment is about creating a network from virtual machine, as creating networks from a virtual machine is normal a lot of people do it due to the flexibility, scalability and is the safest way to install other operating systems. The purpose of this assignment is to document our work from creating a network on the virtual machine and talking about the importance of certain choices we made as a group to enhance our network to run smoothly and properly.
[bookmark: _Toc129224182]Part 1 (Group Work – Task 1 & 2 in Worksheet 1)
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In this screenshot as me and Kai were configuring the PublicNet network IP address as this is the DNS server in which will allow the clients to connect to the domain from their own workstations to allow them to join the network. (Kai)
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This screenshot shows the group configuring the IP address and subnet mask for the other network which is PrivateNet1 for the server in which the clients should be able to communicate with this network without installing any roles and features from the server manager.(Peter and Kai)
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Before, testing the connectivity with the server and the client I remembered that you have to disable to firewalls in both the server and client virtual machine to allow the packets to be accepted and received on both ends.(Peter)
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This first image is the server pinging the client workstation which is successful with all the packets which were sent to be received and in which no packets were lost.(Peter and Kai)
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Also in this screenshot it displays the client pinging the server in which was successful as just like the server to the client no packets were lost and all the packets sent were received to the server. (Peter and Kai)
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In this screenshot the server workstation needed a hostname which was unique in which had a purpose to be named in which Peter changed to “DMC1-NT” (Peter)
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Once the name was changed the server had to be restarted for the changes to take place in which in this screenshot shows that the name was changed.(Peter)
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To allow a domain to be created it was crucial install the active directory domain services as this allows us to create user accounts for the domain (Peter)
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In this screenshot we had to create a domain in which we used the name as accatask.msft in which the clients would join from their own workstations to access their user accounts on the network (Jack)
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In this screenshot we’re in the active directory users and computers in which for the domain controllers it shows that the server workstation is a part of the domain controllers (Kai)
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Created a secondary domain user as a backup if the main one has any security issues (Peter)
[image: Graphical user interface, application

Description automatically generated]
In this screenshot it displays all the user accounts which are present on the domain (Kai)
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Adjusting the login hours in which a regular user on the network is able to access their account due to the privileges which a regular user account can have they will need restriction(Kai)
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Likewise as the user cannot change their own password once is created. (Kai)
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In this screenshot it displays that there are no present client computers on the domain connected to the network yet (Jack)
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As of now we added the client PC which is going to be named “WCT-NT” in the domain (Jack)
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Changing the name of the client PC to what it was named in the active directory (Peter)
[bookmark: _Toc129224183]Part 2 (Individual Work – Task 3 (Observational Task) in Worksheet 1)

As the group used type 2 hypervisors in the tasks because the purpose of a type 2 hypervisors is that it allowed the group to install another operating system on top of the existing host operating system which was being used and for the main purpose of the task which the group had to overcome it was most suited and beneficial to use a type 2 hypervisors rather than a type 1 hypervisor.[5] But as the group worked through the task there was incidents where they thought where a type 1 hypervisors could provide more benefit than using the type 2 hypervisor, an example of a scenario which occurred in the group in the practical task was that the due to the type 2 hypervisor running on the host operating system it the process was slow and loading times would be a lot longer and the group could’ve overcome this problem by using a type 1 hypervisor which solely runs on the hardware meaning the performance completing the tasks would occur smoother and the completion would’ve been more efficient. Carrying on from the last point I made there are some benefits which the group could’ve taken using a type 1 hypervisor rather than a type 2 hypervisor, but also with benefits comes with disadvantages. An example of the disadvantages if the group would’ve used a type 1 hypervisor would be that typically type 1 hypervisors are used at enterprise level from businesses and as type 1 hypervisors are used by enterprises it would’ve been a lot more complex to use and configure the network than using a type 2 hypervisor as the type 2 hypervisors are used for personal use or in small group work, so type 1 hypervisors are overkill for small group work due to the complexity which would introduce more problems than good.[6] Another disadvantage which the group could’ve faced if a type 1 hypervisor is that the hypervisor may not be compatible with the groups systems used to complete the task and with type 2 hypervisors there is a broader range of system which can be compatible with using a type 2 hypervisor. But even though the group used a type 2 hypervisor there is also drawbacks of the group using a type 2 hypervisor is that the security of type 2 hypervisor is far weaker than a type 1 hypervisor as a type 2 hypervisor runs on an existing operating system and if the security of the existing operating system is weak and easy to infiltrate then the virtual machine is also vulnerable to an attack and type 1 hypervisors have better security due to the type 1 hypervisor being able to be used without an operating system, but runs on the hosts hardware instead and this is also known as “bare metal”. Another disadvantage which the group faced when using a type 2 hypervisor which occurred a lot was the resources which the type 2 hypervisor used as the type 2 hypervisor is running from a existing operating system it is already using the hardware to run the existing operating system and due to the task minimum of two virtual machines had to be running on at the same time to and this caused the performance to be poor and loading times as well as navigating on the virtual machines being inconsistent with the performance with crashing etc.[8]

DHCP is also known as a dynamic host configuration protocol and DHCP dynamically assigns IP addresses within a network, an example of this in a real world situation would be that at home when you’re using your own personal network when a device joins the network it will assign an IP address to the devices on the network which all the IP addresses will be unique to each device connected to the network. How DHCP works in a network is that when a device connects to the network the devices will request access and then will request for IP address which DCHP will assign and this can either be in IPv4 or even IPv6 and it will assign the devices with default gateway, subnet mask and DNS server. DHCP was crucial in for the group when they created the network because DHCP holds the DNS server which means when the group implemented a user in the domain controller and when the client virtual machine connected to the domain the client workstation would be prompted at login with a user account which would be signed in from the network.[2]
Active Directory 
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There are many terminologies which are important for when the group did have to test the if connectivity between the server and client virtual machine were working. One of the terminologies which were used was “ping” and the purpose of ping is to test if packets would be sent and received to the other end, an example of ping being used would be the client virtual machine pinging to the server. Also when you’re pinging a different IP address on Windows it will provide 4 replies to the user in the command line and then it will give a summary of the information, such as how many packets were sent and how many packets were received or even if any packets were lost when the client pinged the server, and the difference when you ping someone on Mac it gives you many more replies and it does not give a summary of how many packets were sent, received or lost which is an important characteristic to have when working as an administrator as it can help identify the problem within a network and this just doesn’t provide enough information for an administrator to work with unlike using Windows command line.[9] Another important key was the server management on the server virtual machine as the group had to add more roles and features onto the server which allows user accounts to be created and accessed on the network from the active directory and this the server manager is important as if a business was to hold many user accounts on the network the business would need to install the correct services on the server manager for the user accounts to be accessed from the client workstations. Another terminology which was used when the group created the network was the firewall on windows server as on windows the firewall is also known as Windows Defender and this this is enabled automatically when the user creates the virtual machine and when the client is trying to send information to the server it is unable to due to the firewall being enabled automatically, so the administrator would need to disable the firewall manually for both private and public networks as firewalls filters packets which are sent as Ipv4 or Ipv6, so to allow the client virtual machine to reach connectivity and same with the client virtual machines they’re enabled automatically, so the user would need to manually disable the firewalls. But the security aspect of the firewall in Windows server is that you can openly configure the firewall to change rules suited for the server.[3] Comparing to the Linux firewalls the differences which appear in Linux systems is that firstly if you’re configuring the firewall, you strictly must configure the firewall in the command line, and this can be intimidating to users which are new to networking or users which only have experience to using a graphical user interface. Also, a main difference between both firewalls is that the architecture of the Linux system is that Linux uses a packet filtering system essential means the Linux firewall inspects all the packets which pass the firewall and based on the configuration of the firewall the packets either get accepted or rejected.[1]
OOBE is also known as out of box experience and this is when a user uses a product or service for the first time and this creates an impression for the user and for the group as we used Windows server 2019 for the virtual machine initially for the setup firstly we were given an option for choosing either Windows Server Standard or Windows Server Datacentre and it provided the option of a desktop experience which was very helpful due to the group as they did not know how to create a network using the command line and with the desktop experience it is more friendly and easier to navigate. Also, with Windows Server operating system it had everything which was needed to create a network such as server manager which is only present in the Windows Server operating system, and this provided everything needed to complete the worksheet which was that the group needed to install services to on server manager to allow the users to be create in the active directory.[4] Comparing the Windows Server to Linux Server operating system is that Linux uses less resources than Windows which means Linux Server operating system can run on older hardware unlike Windows the operating system uses more resources.[7]
[bookmark: _Toc129224184]Conclusion
In this conclusion of the assignment, I think discussing the importance of the settings which were used were discussed and compared to different operating systems and provided why Windows Server operating systems are most likely suited for our network for the group. But for the group work when working on the virtual machine we should’ve put more time into creating the virtual machine as well as starting earlier. But if I could change anything in the future, I would make sure to do a lot more research as well as encouraging my team to host more calls or meetups to work towards the virtual machine network.
[bookmark: _Toc129224185]Reflection on collaborative work
Reflecting on the group work which my team participated in, I do believe we’ve could’ve achieved better results and this is due to the team being unorganised with having meet ups to when we can work on the virtual machine and due to this we did not have enough time or preparation and this could’ve been solved if we worked on it consistently through each week and scheduling meet ups to progress on the virtual machine. I do think if we could do it again, we would schedule times where we would meet up and work on the virtual machines and do more in depth research in the logical aspect of the network.
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