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In today’s world, there is a rise in network security because information and data are been transferred globally. As a result of that, organizations have become more vulnerable to network threats and attacks worldwide. 
Many tools have been invented which aid in the breaking and bypassing networks. The sensitive information being transmitted within the network can easily be accessed by an unauthorized user for malicious purpose.
 Organizations have been facing interruption, interception, modification and fabrication of their sensitive data and information from unauthorized sources which break into their security codes. As a result, information security and network security has become an extremely important aspect to ensure our data and information is safe and secured during transmission.
1. Network security
Now our days there is a lot of news and stories regarding networks being attack by hackers. Some years ago, the department of defence was the victim of a successful hacker attack. the hackers succeeded in penetrating computers in that network. Rather unfortunate for the hackers the computers contained raw data i.e., information which was not important or relevant, so national security was not in danger.
   Every organisations or companies that belongs to network faces the threat of getting hacked by an individual or group of hackers within or out of the organisation.
   Every organisation should pay attention to its system of the risk of unauthorised access. this monitoring process has to be part of their daily routine. The IT unit should make sure this is always done to safeguard the organisations information.
    The safest way of securing computers is by not connecting them to the internet and keep them locked in a safe place but that’s not practical computers are meant to be put on a network in order to share resources. When you decide and take the risk to network your computers, they are some precautions you need to be aware of to prevent attacks or unauthorised access 
    Each year companies, organisation and government spent a huge sum of money billions to ensure network security [1]

a. Importance of network security 
        It is very crucial for companies and organisation to define network security and to determine how they will achieve this level of security. Network security/computer security are important because of various reasons listed below:
· protect companies’ assets/information:
This is one of the main objectives of network security asset or information protection. Information is very important in network security and it is concerned with the availability, integrity and protection of information.
· Gain advantage over competitors:
 maintaining a firm and strong level of security can be advantageous for a company over its competitors. Network security is very important when it comes to internet financial services and e-commerce. E.g., no one will want to use an internet banking company knowing quite well the were hacked in the past they will instead go to its competitor whom have a strong security and has no history of being hacked in the past. 
·  saves cost of spending:
when a business has an insecure network, it puts the entire company at risk. it’s better to get it secured than for it to stay insecure easy to penetrate which will cause more harm and lose.
Improves operation:
A network which is well secured makes it smooth to work with the people are confident with whatever they are doing on the network and they know it’s safe.it is more productive, efficient and more manageable [2]
Increases productivity:
When your network is been compromised by an attacker the level of productivity is going. To reduce with unauthorised use of your network bandwidth. While when your network is secured, it leads to increase in productivity and efficiency.
Combat spread of malware:
With network security you can prevent all sort of malware know when u are been attacked by one and know the techniques and method to ger rid of it and prevent it from attacking you next time [3]
Types of network security 
· Firewalls:
It is a networking device which is used to block or allow network traffic from going into the network or out of the network based on its security policy
· Email security:
Email security is simply a techniques or process used to secure and protect communication, contents, and email accounts from attackers or unauthorized users. Attacks always used emails to carry out their malicious functions and spam.
· Network segmentation:
It divides the network into small parts making it easy to manage and maintain its security policies boosting up its performance.
Access control:
Here access is been given to a particular or group of users or user not everyone should have access to your network. Using authentication it helps verify users identity to make sure they are who the claim they are and give them authorization.
· Application security:
software’s used in the organisation/company needs maximum protection even if it was been built by your IT staff because they might always be vulnerability somewhere in it attackers can use to penetrate the network.
· Virtual private network:
It helps protect the communication between devices on your network and the internet. Any communication between you and the internet is been encrypted. [4]
     They exist several which I haven’t named on here
Fundamentals of network security Confidentiality:
     It is known as the CIA three exist which are :
· Confidentiality:
It is very important for us to protect our sensitive information from unauthorised users. Confidentiality is gained by either encrypting our data making it meaningless to unauthorised users or putting a ban or restriction to it only certain users can access it.
· Integrity:
Here the modification, deletion or misuse of data is been protected against unauthorized users. Should in case an authorised person changes the data it can be fixed.
· Availability:
Here only authorised users can access certain information to some extent. Authenticated users can access information when required the system and other networking mechanisms needs to work properly to ensure the information is available when needed [5]
TYPES OF THREATS/ATTACKS
· The insider threat:
This is someone who works with the organisation/company and has full knowledge of the company’s system and how things functions. His act could be intentional to carry out a malicious attack or mistake he didn’t do it on purpose it was an accident.
· Reckless use of WIFI hotspot:
Here the attack intentionally makes his hotspot available so users can sign or login for free he then captures their information and use for his malicious purpose
· lost of removable/portable devices:
many users accidentally drop their portable devices like mobile phones, usb flash etc which facilitates the work of the attacker to steal sensitive and important information from them.
· Unnecessary internet surfing by employee:
When employees browse through websites which is not related to their job trojans and viruses can easily get into the network  
· Computer virus:
It is a malicious code that infects a computer and starts spreading from one computer to another. They can send spam, damage your hard drive, corrupt your system and information in it.
· Password attacks:
Here attackers try to discover your password using various methods and techniques 
· Man in the middle attack:
Here the attacker position himself in the middle of two authenticated users and tries to capture and modify data the exchange between them.
· Backdoor attack:
Here cyber criminals gain unauthorised access to your network by installing malwares through unsecured points of entry like outdated plugs etc. Once the enter through the backdoor they have access to all the company information
· Denial of service attack:
Here users are being blocked from accessing a particular network. It floods the entire network with packets making it difficult for users to access the content they want to [7] [8] [9] [10]
· Phishing attack:
This attack usually comes in the form of a trust worthy person with its goal of getting sensitive data from the user like passwords credit card information etc. usually an email is sent to the user with a link to click on once that link is clicked the attack then launches [11] [12]
· Rootkit attack:
This is a software tools that allows us to remotely control and gain administrative access on a computer or network. Once obtained the rootkit can starts it attack like keyloggers, disable anti viruses etc [12]
· Spyware attack:
It is like a software which attacks a network or users’ computer and gathers sensitive information from there and sent it to the attacker without the user’s knowledge.
Tools and procedure to mitigate the network attack  

Your network faces different type of threats and attacks which my occur on it so you most put in place tools and procedures how to stop or reduce this attack several tools exist and procedure to reduce network attacks which are:
Access control:
If the attackers are unable to access your network the amount of damage, they will be able to do will be very limited.be aware that even unauthorized user can access your network. Access control helps you increase your network security by limiting access and resources i.e., users are able to access only a specific number of resources which consents them and so they can’t access other things which is not related to them.
· Anti-malware software: 
Malware like viruses, worms etc can easily infect and spread through your computer system and network. Anti-malware software is designed to help protect your computer system and networks from such malwares and prevent them from entering into your system.
· Anomaly detection:
It analyses your network in case of any network breaches it alerts the user as soon as possible so he can easily tackle the issue. 
· Application security:
Attackers mostly use applications to exploit people’s networks. Application security helps build and maintain security on your important applications on your network. 
· Email security:
It helps the user to identify and remove dangerous email. It is also used to block any form of malware attacks coming through the email. It prevents sensitive information from being shared.
· Firewalls:
The act like gates between your network and the external internet. It prevents traffic from going in and out of the network as per the policy given thus securing your network from attackers and unauthorized users.
· Intrusion prevention system:
It scans, analyse and fetch out all data packets and network traffic in the system, to easily identify different forms of attacks and take immediate action on them. All the attacks it detects is been kept in the database so it can easily recognise it next time with ease.
· Network segmentation:
It gives you the right to allow or block traffic into or out of the network. Granting you the right resources and denying the bad ones.
· Security information and event management:
Gathering the correct information from various tools and resources is very difficult, especially when time is an issue SIEM software and equipment’s give you the information to act quickly.
· Virtual private network:
VPN tools helps authenticate communication between a network and an end device. Remote-access VPNs generally use IPsec for authentication, creating an encrypting line to block other parties from eavesdropping [13]
· Physical security:
Fire alarm, sprinkles, ventilation, ventilation air conditions etc are used or put in place to prevent physical data security centres.
Adaptive security appliance (ASA):
It provides stateful firewall features and establishes secure virtual private network (vpn) tunnels to various destination.
SOHO are typically protected using a consumer grade router, such as a link system home wireless router. This router provides basic security features to adequately protect inside assets from outside attackers. 
Fundamental principles of securing a network
These are the primary goals of securing a network. 
Now our days the demand for e-commerce and most customers’ needs the internet or network for connectivity. Today’s cooperate network is very large and interconnects with other networks. Devices and applications used in this cooperate network are rapidly increasing in complexity because almost or all cooperate network requires network security and they exist three main principles of network security which is listed below:
· Confidentiality:
Which means making your information/data private and accessible only to you and anyone you want them to have access to it to. The data is been restricted to unauthorized persons either logically or physically. Logically on a network this restriction is done by encrypting the data so unauthorized users cant read it even if they succeed to access it. Policies should be set in order to monitor and control this sensitive information.
· Integrity:
It helps ensure you that data or information hasn’t been changed, deleted or modified by any chance. Integrity do not protect only your data/information but also helps protect your operating system, hardware and applications from being altered by unauthorized users. Data integrity protection also helps check the source and destination of data to make sure the information is coming from the right person or source and not from an unknown or unauthorized source. Mechanism and procedures should be put in place to detect when integrity has been violated to restore the system or data back to its original and correct form.
· Availability
 availability of data of the data is how  accessible you can get it. It guarantees that systems, applications and data and all its resources are available to users when they need them. The most common attack that impacts availability is denial-of-service in which the attacker interrupts access to information, system, devices or other network resources. To avoid availability problems, it is necessary to include redundancy paths and failover strategies in the design of the network, as well as to include intrusion prevention systems that can monitor network traffic to tell u when there is an anomaly and block traffic when necessary.
 For example, if a server were down only five minutes per year, it would have an availability of 99.999 percent.
Here are examples of how an attacker could attempt to compromise the availability of a network:
He could send improperly formatted data to a networked device, resulting in an unhandled exception error.
He could flood a network system with an excessive amount of traffic or requests. This would consume the system’s processing resources and prevent the system from responding to many legitimate requests. This type of attack is called a denial-of-service (DoS) attack.
[14] [15]

Network attack mitigations 
They exist several ways of reducing network attacks on your business which are affordable these methods include:
· Installing firewalls and gateways:
It aids in blocking different types of malicious attack on your network.  It also blocks the user from downloading certain contents which are harmful to the system, it also blocks the user from accessing malicious domains.
· Malware protection:
It is a way of establishing and putting together malware protection/defence to fight against network attacks and prevent them from getting into your system. 
· Executional control:
It stops the execution of unknown software trying to run on your system or network.
· Secure your configuration:
Make sure your operating system and devices running in it and your network should restricted. A restriction policy should be put in place for the proper functionality of the business.
· Give passwords:
Always ensure that strong passwords (mixed with characters, symbols, numbers, alphabets etc) are been given to all the devices in the network.
· User access control:
Users should be able to access only certain resources related to them. Privilege given to users should be limited.
· Monitoring security: 
The network should be monitored regularly in order to detect any suspicious activities or breach in the network and take a quick action to that before it gets worst.
· User training and awareness:
It helps staffs have a knowledge on their role and on basic security so that in case of any attack they will know and inform the security technician about it and they will know what kind of links not to click on etc.
· Security incident management:
Plans should already be put in place in case any attack occurs they will take a quick action once detected to mitigate the effect on your business [16]
· Use of antiviruses: 
the use of strong anti-virus software can help prevent viruses from entering your system and causing harm
· Data backup:
Always ensure you have a back up of all your data/information in a secured placed in case of any natural disaster like fire or cyber attack and all your information gets deleted at least you have a back up saved some where which you can easily retrieve it.
· WIFI security:
If an infected device connects to your WIFI network which is linked to your business your whole system is at risk. Putting strong passwords which can’t be easily hacked is the best thing to do.
· Employee personal accounts:
 if all employees have same login details and information this is a very big risk for the business. Make sure each user has a different login credentials to reduce attack and risk on the business [17]
Cisco network foundation protection 
This is a framework which aids in the grouping of functions which takes place in a network logically. It’s made up of different methods and techniques in securing routers and switches. It also makes sures no matter the circumstances the availability of the network is always firm [18] 
It has three main section to ensure protection which are;
i) Management plane: all the protocols that the administrator of the network use which helps him configure network devices remotely from his computer are found here. 
An example of a management place is when we use telnet or ssh (secure socket shell) in order to access a devise remotely. If there is any problem, error, or failure in this management plane, you won’t be able to configure any device remotely.it also helps protects against DOS attacks. 
ii) Control plane: it gives you information about the routing table and how protocols and traffic sent from one device to another are being discovered for configuration without the need of the administrator remotely. In case of any failure in the control plane devices stop learning and sharing their routing information with each other. It controls the type of data sent to the processor.
iii) Data plane: it is the area that carries the user data or traffic. Any data which is sent from one client to another is been enabled here. This data or traffic moves through the router. If any failure occurs in this plane, it will prevent or stop the user from finishing what ever they were doing. Here er have the IP source tracker which helps us to easily trace where an attack is being carried out. We also have the ACLs which protects data traffic here in the routers [19]
Mitigation of malwares 
· Installation of antivirus/malware software:
Computers without anti-virus software have a high risk of getting infection by virus, worms, and trojans. Installing antivirus software is very important in keeping your network and devices like computers safe and free from virus.
· Make sure your antivirus is always up to date:
Maintaining your anti-virus software is very important to ensure it is always up to date because if it is outdated it gives room and vulnerability for an attacker to attack your system.
· Make sure you scan your system regularly:
People rarely do this. On your free time just set the exact time you want your system to be scanned and its going to do scan it automatically at that particular time you set. It is advisable to run the scan at night when you are sleeping so when done scanning your computer will shut down automatically.
· Keep your operating system up to date: 
make sure to always keep your operating system be it Mac or Windows up to date with the latest security patches and bug fix.
· Secure your network: 
Make sure all devices connected to your network are password protected. Avoid connecting to open Wi-Fi connections and use WPA2 to encrypt your network or router password.
· Think before clicking:
Stay away from sites that offer you free pirated contents. To not click on links, you have no idea of or no idea of who send it to you. Perform scans before downloading any content from the internet.
· Use of different passwords: 
Avoid using the same password on all your accounts you are logged in to if a hacker gets access to one then you just gave him room to access all your other accounts.
· Educate Your Family & Staff:
Explain to them what viruses, worms etc other malwares are and how they can affect your system. Most attacks occur through the action of an uninformed person [20] [21]
 Endpoint vulnerabilities and protection methods.
Securing end point devices is very important and crucial for organisations and companies.
Now our days, employee use several devices to connect to the internet like laptops, mobile phones, desktop etc. There is a large landscape of end devices connected to the internet and the organisation network. Devices connected to the organisations network are all known as end devices or endpoints [22]
Each end points have its network vulnerabilities which are subjected to attacks and information can easily be given out through them.  [23] That’s why end point security is put in place to protect these endpoints. This security is made up of various methods, techniques and procedures which are used to secure the network.  [24] 
some of the major vulnerabilities in end point devices are:
· USB Devices:
The largest threat comes from unsecured USB devices. Whoever has the possibility to access the organisations computer can easily plug in a corrupted drive. Policies should be set where only a particular individual or group of individuals have the right to access the USB port or use a USB in the organisation.
· Peer-to-peer sharing:
Denial of service attack is easily carried out using P2P networks. It is used to share copyrighted materials to users. Unauthorised P2P is a major part of information leakage. Now websites have been created to help uses see and know the kind of information leakage from the government.
· Anti-virus problems:
Most computers don’t have legit antivirus or are made up of outdated ones. It is very necessary to keep your anti-virus protection UpToDate.
· Outdated Microsoft package:
It is important to always update your operating system because it comes with new anti-virus patches and new features to help secure your computers. It’s a good practice to always set up an automatic update on your device. How ever its not easy to secure and update all devices in the network it takes just one device with a security vulnerability for the entire network to get attacked or compromised by the attacker.
· No security agents: 
It is important that organisations put agents on all their end points to monitor activities going on there. This agent makes sure traffic entering is from the correct source and make sure the endpoints are always UpToDate. But what happens is that most of the times these agents are not set up at these endpoints.
· Unauthorized media files:
Now our days media files like videos and audios are used to carry out attacks. Malwares are been inserted and hidden inside these files once played the attack launches most of the time the user is not even aware an attack just took place.
·  Wireless Connectivity:
It is easy for attacks to attack your wireless connection and get into your system so you need to ensure u wireless connection is well secured and encrypted with the best techniques and methods. [25]

Q2) SECURING CISCO ROUTERS 
    (ANSWERS TO THIS QUESTION IS LOCATED AT THE END OF THE CONFIGURAION ON THE OTHER FILES UPLOADED)
Q3) 
AAA SECURITY
Firstly, is an abbreviation for authentication, authorisation and accounting used in network security.
It is framework which is put in place to ensure three separate independent security.
· Authentication:
It is used to enable the authentication of a user to see if the person is who they claim to be before they are given access to a network system, device or services. It has two mode which are;
    Local AAA authentication which is used in the local data base known as self-content authentication where a router is been used to authenticate username and password with aid of a local database granting user access to the network if authentication is successful.
    Server based AAA authentication where the router accesses the central server. When a user sends a request that request is been forwarded from the router to the AAA server which has the usernames and passwords for all active users.
· Authorisation:
It is the privilege access and restrictions put in place for authenticated users. It basically tells you what a user can and can not do on the network.
· Accounting:
It gives you the capacity to monitor, track and log user access. It tells you who the user is his identity and the time he accessed the system and when he logged out of it and the commands he carried out. It maintains a security log of events.
    The exist many many AAA protocols available but the two most common and used ones are; 
RADIUS and TACACS+.
    AAA is commonly used in industries for the following two reasons;
          Network device access control: TACACS+ is the protocol of choice for network access control though cisco has different forms of access control like username and line password authentication, AAA provides you with more features and a higher degree of access control.
           Secure network access control: AAA can be used to obtain the identity of a device or user before that device or user is allowed to access the network. RADIUS is preferred protocol for secure network access.
TACACS has the ability to separate AAA into different functions it is one advantage of using it whereas RADIUS is going to do all together.
Network security and management 
They are some essential steps we need to take in order to implement a security policy which are;
· Assess your network: here you need to evaluate both hardware and software components of your network and check which traffic is coming into the network and which is going out of the network. Setting up strict access policies helps you identify when there is any breach.
· Planning: when you have finished accessing your network you will know its needs. Planning is all about deciding to upgrade your system or software, setting strict access policies.
· Installation: a good instalment depends on how good your planning phase was. This should be carried out when there is less traffic in your network. If deployment will cause network interference, then try solving problems with the critical vulnerabilities first before moving to the other sections.
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· Monitoring the network constantly: attackers frequently check your network to spot any form of vulnerability to carry out their malicious intent. Constantly checking your network will help give you important information if any thread is detected. It also enables you to configure your security settings to stop same attacks in the future. Also set up a strong team of security technicians who will constantly protect your network for vulnerabilities [26]
Network security testing 
· Scanning your network frequently: here a software known as a port scanner sis used to identify all hosts connected to a network. Network services like http and ftp are also scanned to ensure the ports are configured to allow only the secured network service.
· Vulnerability scanning: it helps in finding the weaknesses in your network system. It gives you all information on the security loopholes which can be enhanced.
· Ethical hacking: it is carried out to identify the vulnerability and threads your system has or face. It gives you information on your system if malicious attacks are possible and how to fix this issue. Ethical hacking is carried out by a white hacker.
· Password cracking: pen test is been carried out on the network to find out its security flaws. Here all devices in the network are compromised to identify their vulnerabilities.
Network security tools 
· Acunetix:  it is a network security tool that identifies and report mostly all known network vulnerabilities and misconfigurations. It discovers weak passwords, open ports attackers can take over, badly configured proxy servers etc. 
· Intruders: it scans for vulnerability and find cybersecurity weaknesses in your entire network. It explains the risk and how to solve them. It saves time and scan for latest vulnerabilities so u don’t worry about them.
· Paessler:  it is an all-in-one monitoring tool that can analyse your entire network system for vulnerabilities. It gives you solution to all problems detected and it is easy to use. It can monitor all the traffic and devices connected to your network [27]
· Wireshark: it is one of the most popular network protocol analyser which gives you all details of what’s going on in your network. It does deep inspection on the protocols and provides live captures and offline analyses.      We have other testing tools like: Forcepoint, NMAP, Metasploit, Nessus, Sparta etc
Layer two attack mitigation 
· Spanning tree protocol: it is used on switches what attackers do is they try inserting a new STP device into your network which tries to change the way STP works. This attack affects the flow of traffic in and out the network.
· Address resolution protocol: they are used by network devices connected to an Ethernet network. they are use to locate the MAC address of destination devices using their IP addresses. If communication occurs between two parties and a unauthorised third party captures this information without the knowledge of both party and the unauthorised user can easily manipulate the traffic sent between both parties. It is known as the man in the middle attack. 
· Media access control: here mac addressing spoofing attack is been carried out. A device on the network uses the mac address of another device to and all traffic which is meant for the legitimate device is been send instead to the attacker’s device.
· Content address memory: switches have limited address the CAM table can keep. When it has attend its limits, traffic from unknown mac address will flooded. 
Mitigation 
· We use port security on switches to stop CAM attacks 
· To reduce vlan attacks we use we use dedicated vlan ids on all trunk ports 
· Disable all unused ports 
· Avoid using vlan 1 for switch management 
· To prevent STP attacks we use the loopgaurd and BPDU guard features on the switch interfaces.
·  To reduce ARP attacks set a hold down timer and all entry stay in the cache.
· To reduce DHCP attacks we use dhcp snooping which filters untrusted dhcp messages.
Implementing cisco IOS IPS features 
Intrusion prevention:
It is the process of identifying and blocking malicious network activities in real time. It is made up of different types;
· Rated-based IPS: It blocks traffic based on the load on your network 
· Host-based IPS: it functions on a single host. It stops malicious activities in the internal network. When a abnormal signature is been detected internally IPS scans the network to get more information on that. 
· Wireless IPS: it works on wireless networks. It keeps track and check for any malicious activity in the wireless network and it checks packets for unknown signatures. If it finds an abnormal signature on the packet it stops it from getting into the network. 
· Content-based IPS: it blocks traffic based on signatures and protocols abnormally. This re the evolution of firewalls. The block worms, packet that doesn’t match TCP, any suspicious packet etc. they are used as a compliment for firewalls and enforces security [29]
· Network-based IPS: It checks the entire network if any malicious activity found the entire network is prevented by using this type of IPS  [29] 
Virtual private networks (VPN)
           VPNs are used to protect your network when using public network. VPN helps the user in being anonymous meaning his identity is not known because his internet traffic has been encrypted making it difficult for attackers or third parties to track your activities. Vpn mask your IP address by redirecting your traffic your ip address to a vpn remote server.
Benefit of VPN  
· Disguise your whereabout 
· Access to regional content 
· Secure data transfer 
Functions of VPN 
· IP address encryption 
· Protocol’s encryption 
· It provides a two-factor authentication for security.
     VPNs can be used to link 2 LANs together and the traffic flowing between this 2 LANs passes through network devices such as routers, switches etc. VPN communication through the WAN is been secured by creating an IP Security tunnel (IPsec) tunnel. IPsec are groups of protocols used in the encryption of connectivity among devices in the network. 
       IPsec has two main way of operating; transport and tunnel mode.
The source and destination host directly do all cryptographic functions in transport mode. Encrypted data is sent through a single layer 2 tunnel.
In tunnel mode specialist gateways do the cryptographic process. Many tunnels are created here between gateways creating a gateway-to-gateway security. They getaway should be able to verify the and authenticate packets coming from both ends. Untrusted packets are dropped [30]
Cryptographic hashes 
   It is an algorithm used on data packets like files, passwords to give a checksum. The main aim of this function is to identify and verify data authentication. Two files are identical only if their checksum is identical. In cryptography we use either MD5 or SHA-1. 
     Let’s assume there is an application chrome we want to download for some reason it is not found on the official chrome site but we find it on another site and want to download it and make sure it is authentic. We make use of a checksum calculator, to compute the checksum using MD5 and compare it to the other one given by chrome if they are equal then it is authentic  [31]
Digital signature 
     They are unique to each particular signer. PKI protocol is been used here to generate to long numbers using maths algorithms. These numbers generate are public and private key. 
    When a signer electronically signs a document, the signature is produced with the help of the signer’s private key. Data is created which matches the signed document.
     The integrity of the signature is been protected by saving them in a secured way.
Cryptography 
It involves the encryption and decryption of data to secure the communication between two parties. It makes sure that the data sent can only de understood or decrypted by the intended recipient with his secret key. Two classes of encryption algorithm exist which are;
· Symmetric encryption: it is also known as shared secret key algorithm. Here the sender and receiver use a pre-shared secret key with length usually between 80 to 256 bits. These kinds of algorithm are faster than Asymmetric Encryption Algorithm because they base on simple mathematical operations. 
· Asymmetric encryption: it is also known as public key algorithm. here the keys used by the sender and the receiver are different. the sender uses a public key to send the message and the message is decrypted using the recipient’s private key.
Public key infrastructure 
It is a framework use for data encryption and protects the communication between the server (your website) and client (user). PKI is very important when trying to build up your company it verifies the way data is been exchanged between the server and the user. It helps identify the and verify authentication of users proving the integrity of all transactions. PKI contains 3 main elements which explains its functionality; registration authority, certificate authority, and digital certificate [34]
Adaptive security appliance (ASA)
          It is a security device that brings together firewalls, IPS, antivirus and VPN capabilities. It helps detect and stop attackers before the corrupt your network. They are used in small and big businesses. [35]
     It operates as a firewall in the sense that they are able to block in and out going traffic and are capable of network control.
 ASA has a stateful table which controls traffic going in and out of the network to make sure it all matches. It stops traffic initiated from outside the network from coming into the network.
ASA has a packet filtering functionality which creates ACLs to either deny or permit traffic into the network or a particular device 
ASA has the NAT/PAT which helps in network address translation out of the network 
ASA uses SSL and IPsec VPN to encrypt plaintext which goes over the networks .
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Your research on security threats facing modern network infrastructures and other areas to aid solutions to part 1 has been done. You have used appropriate referencing technique more updated peer reviewed articles could have been used. (Grade mark: 65.00%)
	[bookmark: totalRIL]10
	[bookmark: markRIL]6.5


	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated knowledge but understanding relating to contextualise relevant areas could have been applied for the critical awareness of current problems and insight. (Grade mark: 65.00%)
	[bookmark: totalKUS]10
	[bookmark: markKUS]6.5


	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have not exactly use the knowledge and understanding gain from part 1 to discuss the propose implementation solution for A2Z.  You have submitted a separate document, which need to be part of the main report documentation and discussion.
• You have wrote the proposal but not as part of the main document explaining your choices and security measures. 
• You have not done a proposed cost analysis for implementing the solution(s); which include software, hardware, etc. 
• You have not done the timeline for the implementation, e.g. a Gantt chart 
• You have explained to A2Z at least three attacks that will plagues the organisations network infrastructure
• You have explained three types of test to be conducted after the implementation to ensure the network infrastructure is secure.
• You have not provided an invoice for the professional/consultancy service as a Network Security Engineer.   (Grade mark: 44.00%)
	[bookmark: totalANA]25
	[bookmark: markANA]11


	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]You have submitted a working Cisco Packet Tracer file along with the routers, ASA and switches configuration files of the design (figure and table) laboratory task given in part 1.    
The knowledge and understanding gain from part 1 packet tracer implementation was used to:
• Construct and label the blueprint design, using Cisco Packet Tracer for the given case study; this should have been part of the main report instead of submitted as a separate file.  (Grade mark: 80.00%)
	[bookmark: totalPAD]50
	[bookmark: markPAD]40


	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]There was no cover page for your main report, however, a presentable work. There are some typo and grammatical errors.  Be consistent with your formatting and alignment. (Grade mark: 56.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]2.8


	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]67% 

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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