Skyler Schenke
2405518





Contents
Task 1 – Research in Data Security Compliance	2
Introduction	2
Traditional Perimeter-Based Security Models	2
Zero Trust Principles	4
Zero Trust Implementation Changes	5
Zero Trust vs Perimeter Security	6
Effectiveness of Zero Trust in Modern Organisations	9
Conclusion	10
Reference List Task 1	10
Task 2 – Case Scenario	11
Introduction	11
Zero Trust-Aligned Security Programme Overview	12
Organisation Structure and Security Roles	13
Policy and Procedures for a Zero Trust-Aligned Hybrid Environment	14
AI Usage Policy	14
Secure SaaS Configuration Policy	14
BYOD Policy	15
Governance and Strategy – NIST CSF 2.0 and EU Regulatory Compliance	15
Contingency Planning	18
Protection Mechanisms – Zero Trust Control Implementation	19
Conclusion	20
Reference List Task 2	21


[bookmark: _Toc218556254]Task 1 – Research in Data Security Compliance
[bookmark: _Toc218556255]Introduction
The rapid expansion of cloud computing, remote working, and software-as-a-service (SaaS) has fundamentally transformed how organisations manage information security. Traditional enterprise environments were designed around centralised, on-premises networks, where perimeter controls such as firewalls and virtual private networks (VPNs) assumed that users and devices operating inside the network could be trusted by default. While effective in closed office-based environments, this model is increasingly ineffective in modern distributed architectures [1].
Today, organisations operate with hybrid workforces, cloud-hosted data, and internet-facing applications, significantly increasing the attack surface. Credential theft, phishing, and supply chain compromises allow attackers to bypass network perimeters and operate undetected once access is obtained [2]. As a result, the assumption that “inside equals trusted” no longer holds.
Zero Trust Architecture has emerged as a response to these challenges. Rather than relying on network location, Zero Trust enforces identity-centric access, least privilege, and continuous verification for every access request [3]. This paper critically evaluates Zero Trust as a security model, analysing its core principles, implementation challenges, and effectiveness when compared to traditional perimeter-based security approaches.

[bookmark: _Toc218556256]Traditional Perimeter-Based Security Models
Traditional perimeter-based security models were designed for centralised, on-premises enterprise environments. These models assume that internal networks are inherently trusted, while external networks represent the primary threat. As a result, security controls are concentrated at the network boundary, where access decisions are enforced by firewalls and virtual private networks (VPNs) rather than within internal systems [1]. Trust is therefore allocated based on network location, creating a binary distinction between “inside” and “outside” the perimeter.
Firewalls form the core defensive mechanism in this model by restricting unauthorised inbound and outbound traffic. In closed office environments, this approach provided effective protection against external attacks and allowed for centralised policy enforcement and simplified network management [2]. However, this architecture creates a single point of failure and relies heavily on the assumption that internal users and devices are trustworthy. Once perimeter defences are bypassed, attackers can move freely within the network, increasing the impact of breaches and enabling insider threats or misuse of compromised credentials [3].
VPNs extend the perimeter by allowing remote users to connect securely to internal networks. While VPNs encrypt data in transit and enable flexible remote working, they treat authenticated users as fully trusted internal entities [4]. This creates a significant risk when credentials are stolen, as attackers gain broad network access that is indistinguishable from that of legitimate users. Encryption alone does not provide access control, protect data at rest, or prevent unauthorised activity once connectivity is established. Furthermore, encrypted VPN traffic can obscure malicious behaviour from traditional network monitoring tools, reducing detection capability [5].
Perimeter-based security also struggles to support modern computing environments. Cloud services, SaaS platforms, and hybrid work models frequently bypass traditional network boundaries, rendering perimeter controls less effective or irrelevant [6]. Policy enforcement remains largely static and boundary-focused, with limited visibility or control over internal east-west traffic. This lack of fine-grained access control increases the blast radius of breaches and limits an organisation’s ability to contain incidents.
Although perimeter security offers simplicity, lower initial deployment costs, and ease of management, these benefits come at the expense of long-term security resilience. Rapid VPN deployment often prioritises speed over robust access design, leading to over-privileged access and higher downstream remediation costs following security incidents [7]. As a result, while traditional perimeter-based models were effective in legacy environments, they are poorly suited to modern, distributed architectures and fail to address contemporary threat vectors effectively.

[bookmark: _Toc218556257]Zero Trust Principles 
Zero Trust is a modern security model founded on the principle of least privilege and the assumption that no user, device, or system should be trusted by default. Unlike traditional security models that grant implicit trust based on network location, Zero Trust operates under the principle of “never trust, always verify,” assuming that a breach may already exist within the environment [1]. As a result, trust is not assigned based on internal access, IP address, or physical network presence, but must be continuously established through verification mechanisms.
The trust model within Zero Trust is explicit, conditional, and continuously evaluated. Access decisions are made per request rather than per session, meaning that authentication alone does not guarantee ongoing access. Identity-centric security is a core component, where identity becomes the primary control point for accessing systems and data. Strong Identity and Access Management (IAM) systems, combined with Multi-Factor Authentication (MFA), are required to validate users before access is granted [2]. This approach significantly reduces the effectiveness of credential theft, which remains a dominant attack vector in modern cyber incidents.
Device posture assessment is another fundamental principle of Zero Trust. Before access is permitted, devices are evaluated based on factors such as operating system version, patch level, and security configuration. Devices that are unmanaged, outdated, or non-compliant can be restricted or denied access entirely [3]. This control is particularly important in hybrid and remote working environments where Bring Your Own Device (BYOD) practices increase exposure to unmanaged endpoints.
Least privilege access is central to limiting the impact of security breaches. Users are granted only the minimum level of access required to perform their role, often on a time-limited basis. This reduces unnecessary permissions and constrains the damage that can be caused by compromised accounts [4]. However, effective least privilege enforcement depends on accurate role definition and access mapping. Poorly defined roles can increase administrative burden and negatively affect productivity.
Continuous verification further distinguishes Zero Trust from legacy models. Trust is not static but reassessed throughout user sessions using behavioural analytics and contextual risk signals. Access can be dynamically adjusted or revoked if abnormal behaviour is detected, improving detection of insider threats and compromised identities [5]. While this enhances visibility and control, it also increases monitoring requirements and raises privacy considerations.
A key objective of Zero Trust is reducing the blast radius of a breach. Through techniques such as micro-segmentation, lateral movement between systems is restricted, limiting an attacker’s ability to traverse the environment after gaining initial access [6]. This improves breach containment and localisation but introduces design complexity and requires ongoing maintenance.
Importantly, Zero Trust is not a single technology but a strategic, long-term security approach. While it provides stronger protection for cloud, SaaS, and hybrid environments, its effectiveness depends on organisational maturity, correct configuration, and continuous governance [7].

[bookmark: _Toc218556258]Zero Trust Implementation Changes 
Implementing a Zero Trust architecture requires substantial changes to both technical infrastructure and organisational processes when compared to traditional perimeter-based security models. One of the most significant shifts is the move from network-centric trust to identity-centric security. Access decisions are no longer based on whether a user is inside a trusted network, but instead on verified identity, device posture, and contextual risk. This requires organisations to deploy mature Identity and Access Management (IAM) platforms capable of enforcing strong authentication, role-based access control, and continuous identity verification [1].
Another major implementation change is the adoption of micro-segmentation. Traditional flat internal networks allow unrestricted lateral movement once access is obtained. Zero Trust replaces this with segmented environments where access between systems is explicitly defined and enforced. Micro-segmentation limits the blast radius of breaches and improves containment by preventing attackers from freely moving between applications or data stores [2]. However, designing and maintaining segmented architectures is complex and may be difficult to apply to legacy systems that were not designed with granular access controls in mind.
Continuous monitoring is also essential to Zero Trust implementation. Security decisions depend on real-time visibility into user behaviour, device health, and access patterns. This increases reliance on tools such as Security Information and Event Management (SIEM) and Endpoint Detection and Response (EDR) platforms, which collect and analyse large volumes of telemetry data [3]. While these tools significantly improve threat detection and response, they also introduce operational overhead and require skilled personnel to manage alerts and reduce false positives.
Automation plays a critical role in enabling Zero Trust at scale. Automated access revocation, session termination, and policy enforcement allow organisations to respond rapidly to detected threats without relying solely on manual intervention [4]. Automation improves consistency and response speed but must be carefully tuned to avoid disrupting legitimate user activity, particularly in dynamic working environments.
From an organisational perspective, implementing Zero Trust requires changes to governance, workflows, and user behaviour. Security teams must work closely with business units to ensure access policies support productivity while maintaining security. User education is necessary to manage expectations around frequent authentication and restricted access.
Overall, Zero Trust implementation is a long-term transformation rather than a single deployment. Its effectiveness depends on IAM maturity, accurate policy design, continuous monitoring, and sustained organisational commitment.

[bookmark: _Toc218556259]Zero Trust vs Perimeter Security
Perimeter-based security and Zero Trust represent two fundamentally different approaches to how trust is assigned and enforced within organisational information systems. Traditional perimeter-based security models operate on the assumption that internal networks are trustworthy, while external networks are inherently hostile. Access decisions are therefore made primarily at the network boundary using firewalls and Virtual Private Networks (VPNs). Once a user or device successfully authenticates and enters the internal network, it is typically granted broad access to internal resources based on location rather than ongoing verification [6], [7].
This model was effective in early enterprise environments where users, systems, and data were largely confined to a single physical location. Firewalls provided a clear demarcation between trusted and untrusted zones, enabling centralised control and simplified policy enforcement. VPNs extended this trusted network to remote users by encrypting traffic and treating them as internal entities. However, this design assumes that threats originate primarily from outside the network and that internal users and devices are benign [7].
In modern environments, this assumption no longer holds. Cloud computing, SaaS adoption, and remote and hybrid working have dissolved the traditional network perimeter. Attackers increasingly exploit stolen credentials, compromised endpoints, and insider access to bypass perimeter defences entirely. Once inside, the flat internal network typical of perimeter-based models allows unrestricted lateral movement, significantly increasing the impact of a breach [9]. As a result, perimeter security struggles to detect internal threats and to contain damage once the boundary is breached.
Zero Trust directly addresses these limitations by rejecting implicit trust altogether. As defined by Kindervag, Zero Trust operates on the principle of “never trust, always verify,” assuming breach by default and requiring explicit verification for every access request [1]. Trust is not based on network location, IP address, or internal connectivity, but on continuous validation of identity, device posture, and contextual risk [2], [4].
A major distinction between the two models lies in access control granularity. Perimeter-based security typically relies on network-level access. VPNs extend the internal network to users, granting access to multiple systems once authenticated. This broad access increases the attack surface and often results in over-privileged users, making it difficult to pinpoint breaches or restrict attacker movement [6]. In contrast, Zero Trust enforces application- and resource-level access. Users are authenticated and authorised only for specific services required by their role, significantly reducing exposure and limiting the blast radius of a compromise [5], [8].
Identity handling further differentiates the two approaches. In perimeter models, identity verification is largely static and performed at login, with limited revalidation during active sessions. This creates a vulnerability where stolen credentials remain valid for extended periods. Zero Trust treats identity as the primary security control, enforcing strong Identity and Access Management (IAM), Multi-Factor Authentication (MFA), and continuous verification throughout the session lifecycle [2], [10]. While this significantly strengthens security, it increases reliance on IAM infrastructure, making identity systems critical points of failure if not properly designed and protected.
Network architecture also reflects contrasting philosophies. Perimeter security commonly relies on flat internal networks, which allow unrestricted lateral movement between systems. Zero Trust mitigates this risk through micro-segmentation, restricting communication between workloads unless explicitly authorised. Micro-segmentation improves breach containment and visibility but introduces complexity, particularly in legacy environments not designed for fine-grained segmentation [8].
Monitoring and response capabilities differ substantially. Perimeter-based security focuses primarily on monitoring traffic at the network boundary, resulting in limited visibility into internal activity. Zero Trust emphasises continuous monitoring, behavioural analysis, and automated response mechanisms. These capabilities improve detection and containment of threats but increase operational overhead, data volume, and privacy considerations [3], [9].
Overall, perimeter-based security offers simplicity and lower initial implementation complexity but is poorly suited to modern, distributed environments. Zero Trust provides significantly stronger security, improved resilience, and better alignment with cloud and hybrid architectures. However, it requires greater organisational maturity, investment, and ongoing management. Despite these challenges, Zero Trust represents a more effective security model for contemporary organisations facing evolving threat landscapes and regulatory pressures.

[bookmark: _Toc218556260]Effectiveness of Zero Trust in Modern Organisations
Zero Trust has proven effective in modern organisations primarily because it is designed around the assumption of breach and the realities of distributed computing environments. By treating every access request as potentially malicious, Zero Trust enables organisations to anticipate threats rather than merely react to them. Risk-based and context-aware access decisions limit exposure by ensuring that users and devices only access resources necessary for their role, reducing the likelihood and impact of compromise [1], [2].
Least-privilege enforcement and identity-centric controls significantly improve breach localisation. In cloud and SaaS environments, where assets are highly distributed, this allows organisations to detect and contain incidents more rapidly, reducing data loss and recovery time [5], [8]. Micro-segmentation further enhances effectiveness by restricting lateral movement, preventing attackers from pivoting across systems once initial access is gained [2], [10]. These capabilities directly address weaknesses in traditional perimeter security, particularly in hybrid work environments [9].
However, the effectiveness of Zero Trust is heavily dependent on organisational maturity. A robust Identity and Access Management (IAM) infrastructure is critical, as identity becomes the primary trust anchor. Poorly implemented IAM, weak role definitions, or misconfigured policies can undermine security benefits and introduce operational disruption [6], [10]. Continuous verification and monitoring also increase administrative overhead, requiring skilled personnel and sustained investment [3].
Despite these challenges, when implemented correctly, Zero Trust provides strong long-term security benefits. It improves visibility, limits blast radius, and aligns closely with modern threat landscapes dominated by credential theft and insider risk [9]. While Zero Trust is not a quick solution, its strategic value lies in enabling resilient, adaptive security for cloud-centric and hybrid organisations.

[bookmark: _Toc218556261]Conclusion
Modern organisations operate in cloud environments and have a focus on remote hybrid work models, which means that the traditional perimeter security model is no longer sufficient. The perimeter security model relies on trust assumptions and is effective only in closed on-prem environments. Zero Trust removes the implicit trust by using identity-centric and least privilege controls, because the blast radius and lateral movement are reduced. 
	Zero Trust is better since it enables organisations to anticipate threats, protect systems and data, detect malicious activity and respond rapidly to incidents. This aligns closely with modern threat landscape apes. Although Zero Trust is not a quick or simple solution, its effectiveness depends on IAM maturity, correct implementation and ongoing service. When it is implemented properly, it offers stronger long-term security resilience compared to the traditional perimeter security model. 
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This case study examines ResilientIntellect Ltd and the security challenges it faces as a fast-growing threat intelligence and consultancy organisation. The company develops proprietary AI-powered threat analysis software and operates with a fully hybrid workforce, creating complex security, governance, and compliance demands. Hybrid working increases the attack surface, while the protection of AI models, training data, and client intelligence is critical to business trust and continuity [1], [7].
As ResilientIntellect expands into the European Union, regulatory obligations become a central driver of security design. Compliance with the Digital Operational Resilience Act requires the organisation to demonstrate strong capabilities to prevent, detect, respond to, and recover from cyber incidents [3], [9]. In parallel, the NIS2 Directive strengthens governance, accountability, and incident reporting requirements, making security strategy a board-level concern rather than a technical issue [4].
This case study proposes a Zero Trust-aligned security programme to address these challenges. The design is guided by Zero Trust principles and the NIST Cybersecurity Framework, ensuring security is proactive, risk-based, and embedded into business [1], [2], [5], [10].
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Figure 1 illustrates the proposed Zero Trust–aligned security architecture, showing how identity, cloud services, security controls, and governance integrate to support operational resilience and regulatory compliance [1], [2].
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Zero Trust is adopted as the core architectural principle to meet the security needs of ResilientIntellect Ltd, particularly due to its hybrid workforce, reliance on cloud services, and ownership of high-value AI assets. Traditional perimeter-based security is no longer effective in this environment, as users, devices, and applications operate beyond fixed network boundaries [5], [7]. Zero Trust assumes breach by default and removes implicit trust, requiring every access request to be verified continuously [1], [10]. The primary objectives of the programme are to anticipate threats, protect critical data and systems, and detect security incidents as early as possible [2], [8].
The programme is built on key Zero Trust principles, including identity-centric access control, least-privilege enforcement, continuous verification, and automation [1], [10]. Identity acts as the primary control point rather than network location, ensuring access decisions are based on user role, device posture, and contextual risk [2]. Least privilege limits exposure by restricting access to only what is necessary, reducing the impact of compromised credentials [8]. Continuous verification allows access to be adjusted dynamically as risk changes, while automation enables rapid detection and response without excessive reliance on manual intervention [6], [7].
This programme is not purely technical but strategic and long-term, designed to scale as the organisation expands into the EU. It demonstrates proactive security planning rather than reactive implementation. Alignment with operational resilience and regulatory compliance ensures the programme supports the requirements of DORA and NIS2 [3], [4], [9]. Security is embedded into business operations, enabling faster response, improved resilience, and stronger protection of ResilientIntellect’s critical AI and cloud-based assets [1], [2].

[bookmark: _Toc218556266]Organisation Structure and Security Roles
The organisational structure for ResilientIntellect Ltd embeds security directly into cloud operations, software development, and business governance, ensuring that security is proactive rather than reactive [1], [2]. Clear separation of responsibilities is maintained to support accountability, regulatory compliance, and effective risk management [3], [4]. This approach aligns with Zero Trust principles by ensuring security controls are integrated across all operational layers rather than being isolated within a single team [5], [10].
A key role within this structure is the Cloud Security Architect. This role is responsible for designing and maintaining secure cloud architectures, enforcing Zero Trust controls within cloud environments, and overseeing Cloud Security Posture Management (CSPM) tools [1], [6]. The Cloud Security Architect ensures that cloud configurations follow least-privilege principles, support continuous monitoring, and remain compliant with regulatory requirements such as DORA and NIS2 [3], [4], [9]. This role is critical given ResilientIntellect’s reliance on cloud platforms for AI training data, source code repositories, and consultancy services [7].
The DevSecOps Lead is responsible for embedding security into the software development lifecycle. This includes managing secure CI/CD pipelines, enforcing dependency scanning, and implementing controls to protect AI models from tampering or poisoning [8], [10]. By integrating security directly into development workflows, supply chain risks are reduced, and vulnerabilities are identified earlier [7]. Overall, this structure supports Zero Trust by embedding security throughout the organisation, enabling faster detection, response, and resilience [1], [2].

[bookmark: _Toc218556267]Policy and Procedures for a Zero Trust-Aligned Hybrid Environment
Since ResilientIntellect Ltd is a hybrid organisation, policies are essential to reduce risk to its AI threat intelligence assets, ensure consistency across consulting activities, and support compliance during expansion into the EU [1], [2].
[bookmark: _Toc218556268]AI Usage Policy
AI requires a policy because AI models and training data are high-value assets and are targets for poisoning, theft, and unauthorised modification [7], [8]. The policy covers Zero Trust-aligned access control, which is role-based and follows least privilege [1], [5]. Identity verification is required before access, with MFA enforced for sensitive operations [6], [10]. Model integrity and lifecycle management include version control, change logging, and separation between training, testing, and deployment environments [2]. Auditability is required to ensure accountability and compliance [3], [4], with clear ownership of assets and alignment with DORA and NIS2 requirements [3], [9]. A limitation of this policy is that its effectiveness depends on enforcement, IAM maturity, and ongoing monitoring, which can increase operational overhead [2].
[bookmark: _Toc218556269]Secure SaaS Configuration Policy
A SaaS policy is required because the organisation relies heavily on cloud and SaaS platforms [6]. SaaS adoption expands the attack surface in hybrid environments, and misconfiguration is a common cause of breaches [7]. SaaS access is identity-based, follows least privilege, and enforces conditional access with mandatory MFA in line with Zero Trust principles [1], [5], [6], [10]. The policy defines secure default configurations, regular reviews, continuous monitoring, logging, and detection of abnormal access patterns [2], [7]. A limitation is dependency on identity systems, misconfiguration risk, and administrative overhead [1].
[bookmark: _Toc218556270]BYOD Policy
A BYOD policy is required due to the hybrid workforce, which increases the attack surface [7]. BYOD devices are often unmanaged and outside traditional perimeter controls, requiring conditional access based on device posture [1], [6]. Access is granted or restricted based on OS version, patch level, and enabled security controls [2]. Non-compliant devices receive limited or browser-based access [5]. The policy defines device requirements, including patching, encryption, and endpoint protection [6]. Identity verification and restricted access to sensitive systems such as AI data and source code reduce the blast radius and limit credential abuse [1], [7], [10]. Data loss prevention controls restrict downloads, copy-paste, and external storage, while monitoring data movement supports EU compliance requirements [3], [4], [9]. Limitations include user resistance due to monitoring, privacy concerns, separation of personal and corporate data, and increased administrative overhead, highlighting the trade-off between security and usability [1], [4].

[bookmark: _Toc218556271]Governance and Strategy – NIST CSF 2.0 and EU Regulatory Compliance
Governance is a critical requirement for ResilientIntellect Ltd due to its expansion into the European Union, its reliance on artificial intelligence systems, and its fully hybrid workforce. These factors significantly increase legal responsibility, security risk, and regulatory scrutiny. Effective governance ensures that security decisions are consistent, accountable, and aligned with both regulatory obligations and business objectives. Without a strong governance framework, security controls risk becoming reactive, fragmented, and insufficient to meet EU compliance requirements, increasing the likelihood of regulatory breaches and reputational damage [2], [4].
To address these challenges, ResilientIntellect adopts the NIST Cybersecurity Framework (CSF) 2.0 as its core governance model. NIST CSF 2.0 is a widely recognised and flexible framework that provides structure, accountability, and strategic oversight [2]. It is particularly suitable for hybrid organisations operating in cloud-based and regulated environments. The framework enables ResilientIntellect to manage cybersecurity as an organisational risk rather than a purely technical issue, ensuring alignment between security strategy, operational resilience, and business growth objectives. Its risk-based approach aligns naturally with Zero Trust principles, allowing security controls to be prioritised based on impact and likelihood [1], [5].
Table 1 maps the NIST Cybersecurity Framework 2.0 functions to their practical implementation within ResilientIntellect Ltd and highlights the associated business and regulatory benefits.
	NIST CSF Function
	Implementation at ResilientIntellect Ltd
	Business / Compliance Impact

	Identify
	Asset inventory of AI models, cloud services, and supply chain risks
	Risk visibility, compliance readiness

	Protect
	Zero Trust IAM, MFA, least privilege
	Data protection, reduced breach impact

	Detect
	SIEM, continuous monitoring
	Faster incident detection, NIS2 reporting

	Respond
	Automated IR playbooks
	Reduced downtime, governance accountability

	Recover
	Backups, DR testing
	DORA operational resilience


Within the Identify function, ResilientIntellect establishes a comprehensive understanding of its critical assets, including AI training data, proprietary threat intelligence models, source code repositories, cloud infrastructure, and third-party dependencies. Supply chain risks and regulatory exposure are formally assessed, ensuring that governance decisions are informed by business-critical risk awareness [2], [9].
The Protect function is implemented through Zero Trust controls such as identity-centric access, least privilege enforcement, and formalised security policies [1], [10]. These measures protect high-value assets while ensuring consistency across hybrid working environments. Governance ensures that protection mechanisms are approved, enforced, and reviewed at an organisational level [5].
Under the Detect function, continuous monitoring, centralised logging, and behavioural analysis are mandated to ensure early detection of security incidents [7]. This capability is essential for meeting regulatory reporting obligations and supports transparency and oversight [4].
The Respond function defines structured incident response processes, supported by automation where possible. These processes ensure that incidents are handled consistently and reported in line with NIS2 requirements [4]. Governance plays a central role in assigning responsibility and validating that response actions align with regulatory timelines [2].
Finally, the Recover function focuses on operational resilience, including backups, disaster recovery, and service restoration. Governance ensures that recovery capabilities are tested, documented, and continuously improved, aligning directly with the Digital Operational Resilience Act (DORA) [3], [9].
DORA places strong emphasis on an organisation’s ability to withstand, respond to, and recover from cyber incidents. For ResilientIntellect Ltd, this is particularly relevant due to its reliance on AI training data, proprietary software, and cloud services. A Zero Trust Architecture supports these requirements by limiting lateral movement, enforcing least privilege, and enabling rapid isolation of compromised identities or services [1], [10]. Automation further enhances resilience by reducing response times and minimising operational disruption [6].
NIS2 complements DORA by strengthening governance, accountability, and incident reporting obligations. It increases management responsibility for cybersecurity strategy and mandates timely reporting of significant incidents [4]. Zero Trust-aligned monitoring, centralised logging, and automated response processes improve visibility and enable accurate, timely reporting, supporting both regulatory compliance and organisational accountability [7].
In combination, NIST CSF 2.0, DORA, and NIS2 reinforce the need for a governance-led, resilience-focused security strategy. By integrating Zero Trust principles within a structured governance framework, ResilientIntellect Ltd can meet EU regulatory requirements, protect critical assets, and sustain secure growth during expansion while maintaining client trust and operational stability [1], [2], [3], [4].

[bookmark: _Toc218556272]Contingency Planning
A ransomware attack represents a critical threat to ResilientIntellect Ltd, as such an incident could encrypt AI training data, source code repositories, and cloud-hosted services. This risk is particularly severe because proprietary AI models and threat intelligence software constitute the organisation’s core business assets. A successful attack would therefore result not only in data loss but also in prolonged service disruption, reputational damage, and regulatory consequences. Within the context of EU expansion, frameworks such as DORA emphasise preparedness and operational resilience rather than reactive recovery, making contingency planning a mandatory requirement [3], [9].
To address this risk, ResilientIntellect Ltd should implement a robust backup and recovery strategy. This includes automated and regular backups, the use of offline and immutable storage, and strict separation between production and backup environments. These measures prevent total data loss and enable recovery without ransom payment, which is essential for protecting high-value AI training data and proprietary code. From a Zero Trust perspective, access to backup systems must follow least-privilege principles, with tightly restricted and audited access to reduce the risk of compromise [1], [10]. This approach directly supports DORA’s recovery and resilience obligations [3], [9].
Incident response and recovery procedures form a further critical component of contingency planning. Ransomware detection should be enabled through integrated EDR and SIEM tooling, allowing rapid identification and containment of malicious activity [7]. Infected systems must be isolated immediately, followed by restoration from verified clean backups. AI models and software artefacts should be validated before redeployment to ensure integrity. These processes minimise downtime, prevent reinfection, and support timely incident reporting, satisfying NIS2 governance and accountability requirements [4].
While recovery processes can be costly and time-consuming, these trade-offs are necessary to shift the organisation from a reactive posture to a resilient operational model.

[bookmark: _Toc218556273]Protection Mechanisms – Zero Trust Control Implementation
To protect ResilientIntellect Ltd’s hybrid, cloud-based, and AI-driven environment, modern security controls must be implemented in alignment with Zero Trust principles and EU regulatory requirements. These controls prioritise continuous verification, early threat detection, and rapid response rather than reliance on perimeter-based security [1], [5].
Cloud Security Posture Management (CSPM) is essential due to the organisation’s heavy use of cloud infrastructure and SaaS platforms. CSPM enables continuous assessment of cloud configurations, identifying risks such as excessive IAM privileges, insecure network rules, and exposed storage. This is critical for protecting AI training data, source code repositories, and client intelligence, while supporting DORA’s resilience requirements and NIS2 risk management expectations [3], [9].
A Security Information and Event Management (SIEM) platform provides centralised logging and correlation across cloud services, endpoints, and SaaS applications. SIEM improves detection of anomalous behaviour and supports NIS2 incident reporting through faster investigation and evidence collection [4], [7].
Endpoint Detection and Response (EDR) with automated response further reduces risk by isolating compromised devices and limiting lateral movement, supporting DORA’s containment objectives [3]. Finally, phishing-resistant multi-factor authentication strengthens identity security and reduces credential compromise across privileged systems [1], [6], [10].

[bookmark: _Toc218556274]Conclusion
ResilientIntellect Ltd operates within a high-risk environment defined by a hybrid workforce, extensive cloud adoption, and the protection of high-value AI assets. Expansion into the EU further intensifies regulatory, operational, and governance pressures through compliance requirements such as DORA and NIS2. As demonstrated throughout this case study, adopting a Zero Trust-aligned security programme provides a robust and forward-looking response to these challenges.
By eliminating implicit trust and enforcing identity-centric access, least-privilege permissions, continuous verification, and automation, the proposed design strengthens the organisation’s ability to anticipate threats, protect critical systems, detect malicious activity, and respond rapidly to incidents. Alignment with the NIST Cybersecurity Framework 2.0 ensures that security is embedded strategically within business operations rather than implemented as isolated technical controls, while DORA and NIS2 obligations are addressed through resilience planning, monitoring, and accountability.
Although the proposed programme introduces increased complexity, operational overhead, and a dependency on mature identity and governance processes, these limitations represent an acceptable trade-off for enhanced resilience, regulatory compliance, and long-term risk reduction. Overall, the Zero Trust-aligned security programme enables ResilientIntellect Ltd to expand into the EU with confidence, maintain client trust, and operate securely within an increasingly complex threat and regulatory landscape.
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