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Abstract—Virtualisation is the trend that transformed data centres and the nation of online services. It introduced ways to take optimal advantage of technologies and resources, which were underutilised. Alongside the innovation, it also led to discoveries of a new way to exploit scalability, introduced new risk, and opened the way for many new exploits.
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Data centres (DC) have evolved in enormous power-hungry facilities, whit lack of optimisation sustainability of such structures was globally questioned. The solution to this problem was presented a couple of decades ago by an organisation called VMware. Since it has become the standard for modern DC, even more, so whit recognition of climate change and environmental impact. This report has covered virtualisation whit some of the fundamental practices used. Also, some primary benefits of storage area network and how it works in tandem with virtualisation to enhance security and data recovery.
[bookmark: _Toc93088187]Methodology
The material in this report was collected from credible source journals, books, online statistical websites etc. A quantitative and qualitative descriptive research method was chosen to describe and select the information gathered in the report. The information was reviewed and selected over the course of 4 weeks.

[bookmark: _Toc93088188]Literature Review
[bookmark: _Toc93088189]Data centres
Data centres (DC) have constantly evolved since their inception almost three decades [1] ago DC have constantly evolved. Today DC is a sophisticated self-sustained building, capable of supporting all the hardware in it working in an optimal environment. The growing need for computing resources to support resource-intensive applications such as cloud services, social networks, supercomputing has aided this relentless development of DC. The main goals of this building are to provide energy, accessibility, and security in the most optimal way possible. Energy supply is arguably the most crucial aspect in designing a DC. It must be enough to keep the hardware running but not too much to keep the cost and carbon footprint low. To achieve this, DC utilises dynamic voltage/frequency scaling, dynamic power management, intelligent power delivery and cooling system [1], and renewable energy. Between 2000-2006 Enviormantaly Protection Agency (EPA) reported that servers were consuming about two per cent of the total electricity produced in the USA and about the same energy only to cool them [2]. This show how important is the optimisation of DC, and how crucial it is to manage all the heat generated but the hardware optimally.
DC utilises raised floors, specific interior designs, and artificial intelligence-driven algorithms managing the cooling systems to lower energy consumption. To ensure high accessibility, robust traffic management methods are essential. This aspect combine DC topology and hardware choice. Three main architecture categories stand out switch-centric, server-centric, and enhanced architectures. The first category primarily consists of tree-like, flat unstructured architectures; in server-centric architectures, routing and networking are done by servers, and unmodified switches are used only for forwarding packets. The last category combines optical and wireless architectures. There is a large quantity of research on the topic; the most common layout has a three-layer, multi-rooted tree-like architecture [1], as shown in figure 1. However, this architecture has several disadvantages like limited bandwidth, poor flexibility, low resource optimisation, complex cabling, and high Capital Expenditure (CAPEX) and Operational Expenditure (OPEX) [1].

Figure 1 Traditional DC network architecture [1]
Modern DC must avoid these traditional disadvantages; high bandwidth, great scalability,  high utilisation [1], and low cost are must have futures.
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As we mentioned previously, the demand for processing power is proliferating. To support the demand, we have giant DC, in some cases as large as a city. The sophisticated optimisation of this physical DC has increased along whit its size. Virtualisation allows increasing the utilisation of already deployed hardware without increasing the size of said facilities. This technic allows the reduction of the overall footprint of DC [2], which in turn reduces OPEX and the human resources needed to run such extensive facilities. All this is achieved whit the use of software called a hypervisor; two types exist, type 1, also known as “bare-metal”, and type 2, known as “hosted” [2]. The main difference between these two types is that type 1 works directly on the servers, and type 2 works on the host device. Two equally significant differences between the two hypervisors are that bare-metal hypervisors offer a higher level of security. Because it works directly on the server hardware, it better utilises the resources it manages. Prominent examples of the bare-metal hypervisor are VMware ESX, Citrix, and Microsoft HyperV. VMware was the first organisation to develop and deliver commercially viable virtualisation solutions [2]. Because type 1 works directly on the server, there is no requirement for the host the hypervisor manages the hardware resources directly. 
[bookmark: _Toc93088191]Virtualisation benefits
As mentioned previously, virtualisation technics can reduce the operational cost of utilising and maintaining a DC. Another overlooked benefit of virtualisation, organisations no longer need to purchase new hardware when its lease is over [2] or if they own it when the licenses expire. Companies can virtualise the computing loads that said hardware was processing. The ease of deploying virtualised servers compared to physical is a significant benefit for small organisations with limited physical resources. These are just some general categories. Many more benefits can be gained from proper virtualisation use like minimising or eliminating downtime, increasing IT productivity, agility, faster provisioning of applications and resources, and many more. To take advantage of virtualisation, organisations must be able to clearly decide what do they need it for. The four main spheres of use are as follows:
a. Application and server consolidation
To consolidate workloads of under-utilised servers on fewer machines [4], virtual machines (VM) can be utilised. In some cases, legacy applications may not run correctly on newer hardware or operating system, and even it is possible to run not optimal. VMs deal whit these issues by consolidating applications by providing a secure sandbox environment; it ensures applications run optimally and securely.
b. Execution of multiple Operating system environments
VMs can be deployed whit different OS; the VM itself provides resource limiting and management. This can be useful for simulating virtual networks of independent computers or running different versions of OS.
c. Performance and monitoring
Before deploying new applications, one must ensure it is tested, and their performance is evaluated. VMs provide tools for monitoring and debugging [4] without introducing security or optimisation risks to the hardware. This perk is especially valuable for research and academic spheres [4].
d. Resource sharing
One of the fundamentals of virtualisation is its ability to share resources of physical hardware, thus helping with optimal use of hardware and energy needed to run it. VMs, as mentioned previously, enable multiple OS to share computing resources, a very beneficial characteristic for creativity and maximise quality assurance of applications, experiments etc. Whit virtualisation outdated applications can be “retrofitted” whit new futures whit comparative ease. Hence it simplifies management among different virtualisation processes [4]. Complicated tasks such as migration, backups, disaster recovery are much more manageable if virtualisation technics are employed.
[bookmark: _Toc93088192]Cloud computing in organisations
In this age of globalisation and economic crunch, an increasing number of companies and organisations emphasise optimising work performance [3]. Cloud computing (CC) allows access to networks of shared memory, servers, and storage hardware devices that can be rapidly deployed and scaled on-demand dynamically, enabling minimal interaction with the services provider and comparatively ease. Cloud computing has a couple of essential characteristics, such as on-demand self-service, resource pooling, rapid scalability, broad network access, and measured services [3]. Compared to traditional hosting, CC offers much flexibility and agility embedded in its services.
[bookmark: _Toc93088193]UWTSD case
The benefits that UWTSD can gain from virtualisation are numerous. The question is, what will be a more beneficial and optimal decision. On the other hand, the organisation already has deployed hardware to support its needs, which can reduce the cost of implementing virtualised DC. On the other hand, using services supplied by organisations like AWS will make the migration process comparatively simpler and faster; AWS already has the infrastructure built. This choice may reduce the CAPEX and arguably provide better ongoing connections to minimise risk during migration.
[bookmark: _Toc93088194]Migration
The initial phase of virtualisation of already existing infrastructures is migration, crucial for the process of the migration is established migration plan [5]. Migrating a live node while it is providing services is called Live Service Migration. The need for this type of migration comes from two main aspects; mobility of end-user and incorrect location of services in the network. Containers and virtual machines (VM) are the most popular virtualisation techniques used in DC. Three main types of VM migration are hot, warm, and cold migration [5]. Live migration refers to hot and warm migrations; the third type of cold is also known as non-live migration. The transfer of states like, for example, central processor unit, associated memory, and storage is, in simple terms, VM migration process. Three different plans for VM migration exists, like pre-copy, post-copy, and hybrid [5]. The primary phases of these schemes are initialisation, reservation, iteration, stop-and-copy, commitment, and activation. The first two phases take place before the VM states are transferred; the third phase transfers the VM states while it provides services. The fourth phase stops the original VM and redirects the services to the copy [5], and the last two stages check if the consistency of the copy is transferred and start the services. The primary aim of this migration plan is to reduce the downtime, which is the time services are discontinued while migration accrues [5]. Live migration, by definition, should be fast, seamless and should minimise the overhead on the network. To assess the success of the migration, metrics like network bandwidth, service degradation, and migration traffic are used.
[bookmark: _Toc93088195]ABC case
In this age of information, organisations that offer cloud services have several crucial aspects to consider to be successful and competitive. Offering computing services as a product means information is the company’s most important asset; this asset must be gathered, processed, and secured correctly. The gathering stage must provide accurate data and do so without delay to ensure the expected result can be achieved. To achieve this processing, and storing the information is crucial. Well configured Storage Area Network (SAN) can aid this process and also help achieve the last task of securing the data. The network is a widely used term; more specific it represents devices interconnected by mediums; the primary purpose is computing operations. As the name suggests, SAN is a network of storage devices, and its primary purpose is securely transferring and storing information [6]. In this case, we have three distributed physical DC combined whit Virtualisation; this makes a robust security policy framework a must-have future for the organisation. This security framework need is amplified even more by the fact that the organisation handles clients sensitive personal information.
[bookmark: _Toc93088196]Security policy framework
A security policy framework (SPF) is a set of documents that describes the information security policies utilised by an organisation [7]. It can be a significant task for an organisation to undertake; it is an understatement to say such a document consists of many policies. This framework can include goals, requirements, and objectives in the aspect of the organisation’s security. Today many security policies sets lack a structured framework [7], which makes it extremely difficult to maintain, update, and follow these sets. Whit three different facilities ABC will surely improve the security of its operations. An excellent example of issues observed in organisations without framework structure is updating security policies. The information age is active, and dynamic new exploits are discovered almost daily. Updating security is crucial when processing and storing data. If we consider security regulations changes for organisations without framework structure, how difficult will it be to find the outdated statement and update it? It would be a challenging and time-consuming process in large organisations like this, wasting unnecessary time. Timely security updates are again an advantage, but only if we can benefit from it. The purpose of SPF is to provide standards and guidelines [7], such as specific control configurations and example approaches.
[bookmark: _Toc93088197]Storage Area Network
The sphere of ABC is a highly data-dependent business and highly dynamic environment. If we consider some main requirements such as system simplification, flexibility, scalability, security, and availability: the benefits of SAN can be reviewed in three primary aspects [6] business continuity, infrastructure simplification, and lifecycle management.
Business continuity is an essential aspect in today’s highly competitive and dynamic business environment. We live in an on-demand era [6] where clients, suppliers, business partners expect to be able to access their information at almost every point in the world, at any time. This expectation must be met so an organisation can stay competitive. The uninterrupted continuous business function is not optional anymore. Implementing SAN can ensure this expectation is met; by ensuring consistent, secure infrastructure, the correct SAN solution can meet any availability requirements [6].
Infrastructure simplification can be achieved only if the correct SAN solution is selected. Several primary techniques can be defined by which infrastructure simplification can be achieved. These technics are consolidation, virtualisation, automation, and integration [6]. IT efficiency and simplicity can be achieved by focusing systems and resources into facilities whit smaller numbers but more powerful servers and storage pools [6]. This centralisation of storage management tools can also help the aspects of availability, scalability, and disaster recovery. This is the basic consolidation concept. On the other hand, virtualisation concerns itself whit making infrastructure complexity more straightforward and transparent. Virtualising the data storage can achieve a more composite view of the storage assets [6]. By making the IT infrastructure more responsive, available, and scalable, virtualisation can lower CAPEX and OPEX and improve the quality of service from the users perspective. Automation favours the choice of storage devices whit autonomic design and capabilities to increase the availability and responsiveness of the systems. This also helps companies give administrators more time for business, more critical, and organisation unique tasks. Last but not least integration aspect aids management simplification and improving security whit the use of integrated storage environments [6].
Information Lifecycle Management (ILM) represents a process of information management; as time pass, more and more information is gathered. This is especially true in virtual service providers cases, whit the growth of the amount of information so does and the cost of storing and managing it. SAN integrates applications and data in a single network, making viewing and managing it more straightforward. The primary goal of ILM is to optimise the storage and maintenance [6] of said information at a high level of accessibility and lower the cost at the same time.
[bookmark: _Toc93088198]Securing data whit SAN
So far, we have mentioned security briefly, but this is a top concern for organisations gathering, processing, and managing sensitive private information. SAN is a specialised network but still requires support to ensure information does not end up corrupted or accessed by unauthorised individuals. As is the nature of networks, SAN might be shared by a different operating system, different users, departments. A method called zoning [6] was implemented to protect user privacy. It provides a segmentation fabric, ensuring the authorised entities access their own information. Two main aspects of data security can be defined as data confidentiality and data integrity. Confidentiality’s purpose is to ensure the information is only accessible by authorised individuals; encryption is often used for this purpose. On the other hand, integrity ensures that data is stored and processed within its constraints and is not tampered whit or altered [6]. Data integrity primary aim is to ensure application or system data is safeguarded from overlaying, corruption, or destruction. Zoning aims to do precisely that by isolating data transmission to devices to the same region; it mitigates undesirable cross-communication [6]. Other methods that can be used to improve integrity alongside zoning can be used, such as server-level access control, logical unit number, port binding, and role-based access control. Data is a dynamic entity; data that resides on the storage media is referred to as data-at-rest, data-in-motion is referred to as data that leaves the organisation facilities [6]. To ensure data integrity, technologies like data certificates and keyed hashes are used, other technologies like Secure Sockets Layer (SSL), IP security (IPSec), and Virtual private network (VPN) ensure data security for data-in-motion [6].
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The benefits of owning data centre may look straightforward, but since robustness and flexibility of virtualisation were realised the choice between these two is no longer that obvious. Bouth offer advantages in thyer respective spheres, to benefit in full of those approaches carefull evaluations must be done. Sirtanly long and tedeouse process, but can lead to not only individual organisation improvements, but also to new standards that benefit the environmental farctore too. Although the report aims to describe the most popular practices consorning SAN and virtualization, the topic is to vast and diverse to be consiced in it.
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