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Abstract
In recent years, rapid advancements in new networking technologies have given

rise to significant concerns regarding network security as these technologies permeate

various sectors. Effectively safeguarding network information and countering

malicious network attacks in real-time have become paramount topics of discussion.

The development and implementation of an efficient and user-friendly intrusion

detection systems is a pivotal roll in filtering out malicious traffic requests and

mitigating network security vulnerabilities.

Against this backdrop, this survey outlines its research objectives and experimental

outcomes as follows. Firstly, it systematically reviews how machine learning is

applied in intrusion detection. Subsequently, it designs and implements a

comprehensive intrusion detection model, optimizing parameters for six ML models:

Support Vector Machine, K-Nearest Neighbours, D-Tree, Logistic Regression, Neural

Network and Random Forest. These models are subjected to binary classification

tasks using the NSL-KDD dataset. Optimal parameters are determined for each model,

excluding SVM. Finally, the performance of the five parameter-optimized models was

evaluated using criteria machine learning indicators including Accuracy, Precision,

Recall, F1 Score with ROC Curve.

Among these models, the Neural Network model was more accurate than the other

four models with 80.6% and obtained an AUC value of 0.96, while the Logistic

Regression model performs the poorest, with an accuracy of only 75.4%,

accompanied by lower values for the other evaluation metrics. Notably, all five

machine learning models excel in recognizing positive classes but exhibit slightly

diminished performance in the negative class. These findings underscore the

significance of machine learning models, especially the Neural Network model, in

enhancing intrusion detection and fortifying network security against evolving and

sophisticated threats.
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CHAPTER1 - INTRODUCTION

1.1. Background of the research

The IT and information technology industry are currently experiencing rapid and

robust growth. Computer network technology and its related applications play a

crucial role in various domains such as politics, economics, culture, and military

affairs. In recent years, the advances in new networking techniques like IPv6, the

Internet of things, and mobile connectivity has matured and become increasingly

sophisticated. These advancements have significantly enhanced the convenience of

daily life through Internet services[1]. Currently, global Internet traffic is notably

characterised by its large volume, high dimensionality and variety, with Figure 1

showing monthly global consumer IP traffic data between 2017 and 2022 [2]，A rapid

upward trend can be seen in the amount of global consumer IP traffic data each year.

Figure. 1 Global consumer monthly IP traffic data, 2017-2022

With the volume of diverse Internet traffic continues to grow exponentially,

network security issues have become increasingly prevalent. Incidents of user data

breaches are on the rise, and the types of network attacks have become more

diversified. Over the course of the last few years, cyber attacks have occurred

frequently, affecting enterprises, governments, and various organizations in different

countries on a massive scale. The resulting losses are difficult to predict, posing not
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only challenges to individual security but also significant economic repercussions [3].

In 2017 the Equifax data breach quickly festered in the United States, resulting in a

cyberattack that left nearly half of the American population exposed to the risk of data

theft, causing significant financial loss and personal safety issues [4]. In 2016, Yahoo!

disclosed a data breach from the previous year in which the personal information of at

least 500 million accounts was compromised. This breach was attributed to a

suspected "state-sponsored" attack and resulted in losses amounting to hundreds of

millions of dollars [5]. In 2016, a DDoS attack orchestrated with the Mirai botnet

targeted the US DNS data company Dyn. This malicious act led to the unavailability

of numerous websites, including Spotify, NetniX, and others [6]. In November 2019,

one hundred and ten nursing home information systems in the United States were also

compromised by Ryuk ransomware, from which the hackers profited substantially by

stealing personal information [7]. Simultaneously, the rapid expansion of the Internet

of Things (IoT) has fostered the proliferation of numerous industrial control devices

and systems, but due to the lack of control, IP exposure to external networks,

vulnerabilities are not dealt with in a timely manner, etc., it is easy to be exploited by

hackers, resulting in extremely serious consequences [8]. Recently, the recurring

incidents of data breaches of different kinds underscore a persistent upward trend in

the overall number of such occurrences. Safeguarding government entities, businesses,

and individuals from cyberattacks and intrusions is of utmost significance.

Intrusion detection is a common method of network security protection. It involves

monitoring the behavior within networks and on hosts, determining whether it

complies with predefined policies to achieve real-time system protection. These

behaviors encompass violations of computer security policies and acceptable usage

standards. Intrusion detection systems are proactive defense security devices used for

implementing intrusion monitoring, as illustrated in Figure 2. The main classifications

include Host-based Intrusion Detection Systems, Network-based Intrusion Detection

Systems, and Hybrid Intrusion Detection Systems [9].
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Figure. 2 Intrusion detection system classification

Among them, the primary emphasis lies in the exploration of intrusion detection

algorithms within the context of NIDS. Traditional security solutions such as firewall

technology [10], virus prevention and control technology [11], SSL encryption

technology [12] and other technologies covering the server, network and cloud

storage, although played a certain role in protection, but with the increasing

complexity of the network system, has been unable to withstand unknown attacks and

external interference, so the traditional security solutions are no longer applicable.

Therefore, how to do early detection and discovery of the threat time, real-time

judgement protection network attacks, timely emergency disposal of data leakage is

the current trend of Internet security. Intrusion detection first of all to extract the

important features of the computer system and network, and then these features and

normal features and known intrusion features to be compared and analyse. Before its

early detection, the adverse effects of computer system and network intrusions can

wreak havoc on both the system and the network. So as to find out the invasion of the

computer system and the network suffered by the invasive behavior and to take the

appropriate security measures to eliminate the invasion of the threat. Therefore,

intrusion detection is a key research content and a crucial component within the realm

of computer and network security. In practical terms, the construction of an IDS

enables the real-time monitoring of network transmissions [13], if found suspicious
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transmissions will send security alerts, according to the category of intrusion to start

the corresponding security module to eliminate the threat of intrusion. Depending on

the technology used, the IDS can be broadly categorized into two main types: misuse

detection systems and anomaly detection systems [14]. Misuse check is a static

detection technique based on features, which is characterised by the need to build a

database of intrusion features in advance based on past intrusion experience, and the

researcher is only able to detect existing types of intrusions based on this database,

and is unable to detect new types of intrusions until the intrusion features in the

database are updated. Anomaly detection is a dynamic detection technique based on

behaviour, which is characterised by monitoring and analysing the intruder's complete

activity in a certain network time, while comparing it with the behaviour of the

current system and network, and if it is found to be in violation of the behavioural

norms of the current system and network, the activity is deemed to be an illegal

intrusion [15].

Specifically, intrusion detection belongs to a standard classification problem, and

machine learning, as the core of artificial intelligence, has been shown to be able to

efficiently perform a variety of different classification tasks [16]. Machine learning is

more able to cope with today's constantly updated multiple intrusion behaviours by

virtue of its autonomous learning intelligence. Therefore, this has elevated the

adoption of machine learning algorithms to enhance intrusion detection effectiveness

as a prominent research area in the field. It also serves as the central focus of this

study.

1.2. Research aim

The main aim of this project is to design a comprehensive intrusion detection

model then test the models using a selected intrusion detection dataset. The objective

of this project can be succinctly outlined as follows:

 Conduct a comprehensive review of intrusion detection technology, emphasizing

its contemporary significance. This review will encompass the historical
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evolution of intrusion detection, prevalent models, and the use of diverse ML

models in this domain, while also evaluating the pros and cons of these models.

 Perform a comparative analysis of prominent intrusion detection datasets.

Investigate current methods for pre-processing datasets and identify parameters

within machine learning models that can be optimized.

 Establish a complete workflow and plan for the project to achieve its intended

research objectives. Design a comprehensive research methodology to guide the

research process effectively.

 Create a holistic intrusion detection model and design an experimental workflow

that will be meticulously executed step by step.

 Develop ML models, including Support Vector Machine, K-Nearest Neighbors,

Neural Networks, Logistic Regression, Decision Trees, as well as Random Forest.

Focus on parameter optimization, utilizing techniques such as grid search to

determine what the optimal variables are for these models.

 Conduct binary classification missions using the NSL-KDD dataset to investigate

performance variations among different machine learning models.

1.3. Project structure

In this project, the structure is outlined as follows:

 The first chapter serves as an introduction to the entire paper. It provides an

overview of recent developments in network technologies, the research

background related to cybersecurity, and the rationale behind conducting research

in the field of intrusion detection. Additionally, it briefly outlines the research

objectives.

 Chapter 2 offers a literature review, summarizing relevant past articles and books.

It defines the primary research directions and identifies current research gaps.

 Chapter 3 outlines the research methodology, elucidating the research philosophy,

strategies, implementation methods, principles, and data collection approaches

employed in the project.
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 Chapter 4 is dedicated to the design and implementation phase. It builds upon the

literature review and methodology, it details the comprehensive experimental

plan and follows through with the experimental process.

 Chapter 5 covers testing and evaluation. It conducts tests based on the previous

implementation to obtain the project's final results and assess these outcomes.

 Chapter 6 provides the conclusion and outlook. It summarizes the research

content, critically analyzes patterns and final results obtained in Chapter 5.

 Chapter 7 is the reflection section, offering a detailed retrospective on the

research process across all chapters. In this section, the project's progress is

thoroughly described, problems encountered and resolved are discussed, and

shortcomings in the research are acknowledged.
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CHAPTER 2-RESEARCH & REVIEW OF LITERATURE

2.1. Methodology of the literature review

To ensure the accuracy and validity of the research, various factors need to be

considered, and one of these factors is literature retrieval. The source of literature can

significantly impact the final results of this work. This project utilized four primary

sources when conducting research and literature review: IEEE, ACM Digital Library,

Elsevier, and SpringerLink. Specifically, SpringerLink and ScienceDirect were used

to search for review literature, including the current research status of intrusion

detection, the use of ML models in intrusion detection, and comparisons of intrusion

detection datasets. In these review articles, a wealth of summarized literature content

is available, and selective citation of this content can be used for analysis and

reference in the experiments. IEEE Xplore and ACM Digital Library, along with other

relevant conferences and journals, were used to critically analyze the methods used in

previous research, summarize the work of others, and identify areas of improvement.

When selecting content for citation, the following strategies will be employed:

 Ensure the authenticity of the article's content. Articles that do not mention data

sources, do not present research results, have no abstract or rely solely on an

abstract, or are not written in English will be excluded from the citation list.

 When conducting literature searches with the same keywords, articles from

journals with higher impact factors will be given priority if their research content

is highly similar.

 In cases where literature searches yield content with similar research topics, the

most recent research that covers and summarizes older versions of the research

will be selected for citation to avoid redundancy.

 Search results must be related to intrusion detection research, and the publication

year of relevant research literature (except for citations of concepts or formulas)

should be within the last few years and published before September 2023.

2.2. Theoretical foundation, related technology research
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2.2.1. Network intrusion detection

The notion of network intrusion detection was first proposed by Anderson et al. He

defined intrusion detection as a network protection that monitors the operational

status of a system in real time and detects traffic that has an attack attempt, traffic that

is in the middle of an attack, or traffic that has already completed an attack, and the

objective of intrusion detection is to ensure the protection of privacy, integrity, and

reliability of system resources [17]. In the following 1987, Denning [18] developed an

intrusion detection model that relied on real-time network monitoring records to

support only special experimental environments, after which Lunt [19] proposed

IDES (Intrusion Detection Expert System), which can be carried out without the need

of specific experimental environments, and which is able to independently

spontaneously monitor target hosts and can meet different intrusion detection needs.

In the early 90's, Heberlein et al [20] proposed NSM (Network Security Monitor)

system can monitor the computer network data traffic, capture the packet analysis to

determine whether there is an attack, in the dynamic changes in the network

environment to achieve the desired detection rate, creating a new world of intrusion

detection using network traffic.

Research in the area of network intrusion detection focuses on exploring ways to

efficiently identify normal traffic and attack traffic from massive raw network data,

and develop reliable defence rules against malicious attacks. With the swift

advancement of AI, the application of ML algorithms in the realm of intrusion

detection has evolved as a key research focus within the field of cybersecurity..

Intrusion detection models relied on ML algorithms can actively, stably, and

efficiently learn complex pattern features to provide valuable information for decision

analysis [21], [22]. Wenke Lee [23] combined data mining techniques such as

association rules and statistical sequences to identify anomalous attacks, and this

article inspired future research on the use of ML in intrusion detection. Currently,

intrusion detection methods relied on traditional ML techniques have found extensive

applications in the field of intrusion detection [24]. The subsequent subsection part
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will make a comprehensive study of these machine learning models and point out the

shortcomings of the study.

2.2.2. Machine learning models

2.2.2.1. Support vector machine

Support Vector Machine was initially introduced by Vapnik in 1998 [25], and it

serves as a supervised model utilized for tasks such as classification, regression, and

outlier detection. It is the most commonly used and accurate model among most of the

current machine learning models. Figure 3 shows a schematic of a simple binary

classification SVM, the fundamental concept behind SVM is to identify a hyperplane

within a high-dimensional space that effectively separates the two classes in a

two-class classification problem, with the aim of minimizing the classification error

rate [26]. In the field of intrusion detection, a lot of researchers use SVM models as a

means of detecting intrusions and made improvements on the traditional SVM

algorithms, as an illustration, Pervez et al [27] introduced an algorithm that relies on

SVM and selected the NSL-KDD dataset for conducting a classification task related

to intrusion detection, and he experimented with different input features by selecting

different input features, all of them reached 99% accuracy rate. However, it performs

poorly in the test set with an F1 score of only 0.77. Gu et al[28] introduced a highly

efficient intrusion detection framework built upon SVM and employed plain Bayesian

features embedding. The model's performance was assessed across multiple intrusion

detection datasets, where it obtained a 99.35% accuracy. This indicates that SVM is

better at handling classification tasks, especially for datasets that are better

pre-processed. More, SVM can be mixed with various other methods to get excellent

results.Al-Qatf et al [29] introduced a self-learning model for a new framework,

which not only improves the effectiveness of SVM for attack detection, but also

solves the high time-consumption problem of the SVM model when dealing with

datasets with large data capacity.Tao et al [30] combined the genetic algorithm and

support vector machine algorithms to propose a new GA algorithm, which can be
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combined with feature selection in genetic algorithms to make a reduction in the error

levels of SVM, ultimately achieved a true positive rate (94.53%).

Figure. 3 Schematic of SVM under binary classification

The advantages and disadvantages of the SVM machine learning model after the

study of its advantages and disadvantages can be summarised as follows:

 SVM models are mainly used for binary classification problems and are

extremely effective when dealing with non-linear data.

 The training of SVM models is time-consuming, especially with large data

volumes and high dimensionality, a problem that was verified in the research of

this project.

 High accuracy in classification and prediction tasks.

 High robustness to outliers.

2.2.2.2. K-Nearestneighbor

KNN (K-Nearestneighbor) is commonly used in classification and regression

problems, and its schematic is depicted in Figure. 4. It is established on the principles

of calculating the Euclidean distances between various points on the input vectors and

subsequently assigning the unlabelled points to the classes of their K-nearest

neighbors[31]. The KNN algorithm is lazy when KNN solves classification problems,

so it has extremely high time complexity and has obvious disadvantages when dealing

with larger datasets [32]. Many scholars are cautious in using KNN for intrusion
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detection and usually adopt hybrid as well as reduced dataset approaches. For

example, Saleh et al [33] first reduced the dimensionality of the sample data through a

plain base feature selection technique. This is then used to train optimised SVMs for

outlier rejection. Finally, after the outliers are rejected, HIDS can successfully detect

the attack by should KNN classifier. Shapoorifard et al [34] enhanced the existing

intrusion detection approach by integrating K-MEANS clustering with KNN

classification within KNN classifiers. This integration led to an overall enhancement

in the performance of KNN for intrusion detection. However, the article does not give

detailed experimental results.

Figure. 4 Schematic diagram of a simple KNN model

The advantages and disadvantages of the KNN machine learning model after the

study of its advantages and disadvantages can be summarised as follows:

 KNN model is among the more popular algorithms in data mining and has found

extensive usage in various data analysis applications [35].

 High time complexity when dealing with large data sets with high dimensionality.

2.2.2.3. Decision trees

A decision tree is a tree-like structure, its brief model diagram is shown in Fig. 5,

which classifies samples by following a sequence of decisions outlined within the tree

structure. Each current decision aids in making subsequent decisions, thus forming a

hierarchical structure that represents the sequence of decisions [36]. Decision trees
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classify samples by training conditions and demonstrating strong detection accuracy

for already known conditions. However, they are not well-suited for detecting

unknown or previously unseen conditions [37]. Rai et al [38] segmented the data and

after that used the C4.5 model which is common in decision trees to classify the

intrusion detection dataset for classification tasks, the shortcoming is that the project

has only 52% accuracy.Alkasassbeh et al [39] chose the J48, MLP, and Bayesian

network models. The findings proved the J48 classifier achieved the highest accuracy

in detecting and classifying all KDD99 dataset attacks (containing all four types). Liu

et al [40] experimented with a decision tree combined with ANFIS approach and the

method proposed in this study achieved a detection rate of 77.46% on KDDTest+.

Azad [41] proposed a Genetic Algorithm-based system to address the issue of

decision tree size reduction. The designed system obtained the best results by

comparing multiple methods in decision trees after testing on the CUP dataset. BUT,

the shortcoming in this research is that a more outdated KDD-99 dataset was used. It

is possible that the results obtained are not very accurate.

Figure. 5 Schematic diagram of a simple decision tree model

For DT machine learning models after the study its advantages and disadvantages

can be summarised as follows:

 High interpretability, easy to understand and interpret through a voting-like

decision making.
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 Decision trees can be visualised as a tree structure, which facilitates a clearer

comprehension of the model's decision-making process and the relative

importance of different features [42].

 Influenced by the data as well as feature selection, unclear features can affect the

results and noisy or incorrect data can lead to inaccurate models.

2.2.2.4. Logistic regression

Logistic regression is a statistical learning method to address classification tasks,

which is suitable for mapping input data to a discrete output category, usually used for

binary classification tasks, but it can also be extended to handle multiclassification

tasks [43]. The mathematical expression for logistic regression as well as a simple

model is shown in Fig. 6. It has been considered unbiased when dealing with high

dimensional data [44]. However, logistic regression does not seem to be a particularly

good choice for the field of intrusion detection, in a study by Kaddoura et al [45], he

conducted a comparison of various ML models, including artificial neural networks,

logistic regression, and other machines. These models were trained on an intrusion

detection dataset for evaluation, and the result was that the logistic regression

algorithm accuracy was only for was 71.4%.Wang et al [46] designed a polynomial

logistic regression model and tested it on the KDD-99 dataset and obtained the result

with an AUC of 0.99.

Figure. 6 Logistic regression model
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For LR machine learning models after the study its advantages and disadvantages

can be summarised as follows:

 Good interpretability, lower computer requirements for computation, and better

performance.

 Higher tolerance for feature correlation, even if there are multiple correlated

features, it can make better predictions.

 It is only applicable to linear decision boundaries and cannot handle complex

nonlinear relationships well.

2.2.2.5. Neural network

A neural network is a machine learning technique inspired by the neural networks

found in the human brain. It is engineered to replicate artificial intelligence-like

learning capabilities [47]. Figure. 7 shows a basic NN model containing 3 layers,

which contains an input layer, a hidden layer and an output layer [48]. For intrusion

detection, neural networks are widely used due to their characteristics.Wang et al [49]

introduced a novel approach that combines artificial neural networks (ANN) with

fuzzy clustering. They subsequently trained various ANN models, each based on

different training subsets. Their research findings indicated that this method surpassed

the performance of conventional machine learning models in the context of intrusion

detection. Ibrahim et al [50] designed a self-organising map (SOM) artificial neural

network. Their model achieved a very high detection rate on the KDD-99 dataset, but

only 75.49% on the NSL-KDD dataset. Govindarajan et al [51] in the data mining

domain tried to use multilayer perceptron and concluded that the combination of

radial basis function and multilayer perceptron significantly improved the prediction

accuracy of intrusion detection.
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Figure. 7 Simple artificial neural network models

As a result of the study, the characteristics of the neural network model can be

summarized as follows:

 Neural networks usually perform well on large-scale datasets because they have

sufficient parameters and flexibility to capture subtle patterns in the data.

 For small-scale datasets, neural networks may underperform since they demand a

substantial volume of data to effectively train their parameters.

 Tuning the architecture and hyperparameters of a neural network usually

demands extensive experimentation and expertise to identify the optimal

configurations.

2.2.2.6. Random forest

The Random Forest model is a comprehensive algorithm and represents an

excellent choice for the classification problem examined in this study. It is an

integrated approach based on decision trees which improves the performance and

robustness of the model by combining multiple decision trees [52]. P Negandhi et al

[53] used Random Forest to train the model for detecting all kinds of cyber-attacks

and took feature engineering to process the dataset and obtained an accuracy of

99.752, however, the experiment lacked all the remaining metrics and there was an

omission of the key experimental parts.R. K. Vigneswaran et al [54] used LGBM and

Random Forest model on three datasets and obtained high accuracy rates , his study

proves that integrated learning will be more promising in future research.
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2.2.3. Study of the dataset

2.2.3.1. Intrusion detection datasets

The use of datasets for the validation of ML relied intrusion detection systems is a

prerequisite for the completion of the project. A detailed explanation of the dataset

selected for this project and the manipulation of the dataset will be presented in

Chapter 3 as well as Chapter 4. Currently, there are several conventional intrusion

detection datasets:

 KDD99 dataset, this dataset is used by most of the literature, which is a 9 weeks

network connection and system audit data collected from a simulated US Air

Force LAN, divided into training data with labels and unlabelled test data, which

have different probability distributions, and the test data contains certain types of

attacks that do not exist in the training data centre, which can make the intrusion

detection plus realism, each connection record in the KDD99 training dataset

contains 41 fixed feature attributes and an identifier type that is used to determine

whether the record is a normal or offensive behaviour [55], [56].

 The NSL-KDD dataset [57] is derived from the KDD99 dataset as well as then

improved, the improved dataset no longer contains redundant data, so the

classifier will no longer be biased towards frequent records, so that the

classification rate of different machine learning methods can be varied over a

wider range, making the evaluation more accurate. This dataset is chosen as the

intrusion detection dataset for this project, and the specific description will be

reflected later.

 The raw network packets for the UNSW-NB15 [58] dataset were generated by the

Cyber Security Laboratory at the Australian Centre for Cyber Security (ACCS)

using the IXIA PerfectStorm tool for mixing realistic modern normal behaviour

with contemporary attacks.

 The CICIDS 2017 dataset [59] is tailored to emulate responses to contemporary

attacks, closely resembling real-world data. It simulates the abstract behaviors of
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25 users, focusing on common protocols. To analyze data traffic, the dataset

employs CICFlowMeter, which labels flows based on timestamps, source and

destination ports, source and destination IP addresses, protocols, and detected

attacks.

Each of these datasets comes with its own set of advantages and disadvantages,

which are summarized in the table. 1 below:

Table. 1 Comparison of datasets

Dataset Advantages Disadvantages

KDD-99

 Highest number of
users

 Each data comes with
detailed characterisation

 Multiple types of
attacks

 Data types are
unbalanced

 Outdated
 Not applicable to

intrusion detection
systems

NSL-KDD

 Better than KDD99
dataset

 Reduces duplicates in
data

 Overcomes limitations
of KDD99

 Lacks modern
low-script attack
scenarios

 Not applicable to
intrusion detection
systems

UNSW-NB15

 Mixes real normal
events and modern
aggressive behaviour

 Availability of network
traffic data files

 More complex due to
similarities between
normal network
traffic and modern
attack behaviour

CICIDS 2017

 Network flows with
labelling

 Provides network traffic
data files

 Not publicly
available

 Not applicable to
intrusion detection
systems

2.2.3.2. Data set pre-processing methods

There are various preprocessing methods for datasets, which is a necessary step of

ML projects, and different means are needed for different datasets [60], and the

specific types of methods are as follows:
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 Feature selection: Select the most informative features while eliminating

redundant or irrelevant ones serves to diminish dimensionality, thereby enhancing

model performance and training speed, which is especially effective for

high-dimensional datasets commonly used for intrusion detection [61].

 Data conversion: In most cases, datasets are not always saved in one format and

need to be converted, e.g., English characters appearing in KDD-99 need to be

converted to numbers. There are also some other methods are utilized during data

conversion processing to transform classification features into a digital format

interpretable by the model, such as One-Hot coding, label coding, etc. [62].

 Feature processing: Includes a variety of methods in which features can be scaled

so that they have similar scales. Common scaling methods include normalisation

(so that features have mean 0 and variance 1) and normalisation (scaling features

to a certain range).

 Data balancing process: If the dataset is unbalanced, the data can be balanced

using methods such as undersampling, oversampling, and generating synthetic

samples [63], [64]. For the KDD-99 dataset, there is a huge difference between

the eigenvalues, and the use of normalisation is taken into account in the

follow-up.

2.2.4. Optimisation of the parameter design

In machine learning, for model design, different parameter design will directly lead

to different results, for different datasets, how to design appropriate parameters to get

better results and balance time, performance and other factors is the key in model

design [65]. The following are references for the design of each hyperparameter in the

machine learning model used in this project:

 In SVM models, the selection of kernel is extremely important, in general, the

RBF kernel function performs well in most cases, but different problems may

require tuning of the parameters C and gamma [66].
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 The parameter "k" is a crucial factor in K-Nearest Neighbors (KNN), and varying

its value results in different performance outcomes. When "k" is set to a large

value, the neighbors considered for prediction can lead to longer classification

times, potentially impacting the accuracy of predictions. Generally, the most

suitable value of k can be found by the automatic algorithm function in sklearn

[67].

 The trees amount combined is the most momentous parameter in DT models, and

it is the basic hyperparameter that controls the complexity of the DT algorithm

since deeper trees have more subtrees to make more accurate decisions [68].

 Logistic regression can be solved by using different optimisation algorithms to

solve the weights of the model i.e. LRSolver (Optimisation Algorithm), the

common ones are "liblinear", "lbfgs", "newton-cg", "sag", etc.

 In the NN model, the number of iterations, the quantity of layers, and the number

of neurons within the NN, the activation function selection, the Dropout rate, etc.

can have a great impact on the model, which needs to be adjusted several times so

as to determine the appropriate parameters [69].

 In the context of the RF model, various factors such as the tree depth, the number

of trees in the ensemble, the minimum sample size for nodes, the minimum

sample size for splits, the number of cross-validations, and so on, all affect the

final results, considering that the selected dataset has a high dimensionality and a

large scale [70].

2.3. Research gaps

At present, combining machine learning with intrusion detection has become a

more popular research direction, through reading a large number of literature found

that at this stage of ML-based intrusion detection research, most scholars in the all

kinds of types of ML models to do comparisons, the lack of various types of models

itself parameters of the optimal design. At the same time, the design ideas of many

articles are very cumbersome, and it is difficult to achieve repeated experiments under
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the conditions of multidisciplinary popularity and use, and it is also difficult to be

applied to various fields.

2.4. Summary

In this section, the implementability of the project is established by reviewing the

extensive literature. In the first subsection, the norms for selecting cited literature for

this project are presented. In the second subsection, the content related to this project

is investigated. Through an in-depth understanding of the intrusion detection field, it

was found that there is a enormous number of published study in the field of intrusion

detection that confirms the application of ML models to intrusion detection is very

effective, and based on this obtained conclusion, the overall idea of this project was

determined to be feasible. Next, a summary of the various types of machine learning

models that have been used, a summary of the mainstream intrusion detection datasets,

and a survey of data pre-processing and hyper-parameter optimisation are presented to

pave the way for the identification of the research methodology in Section 3.
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CHAPTER 3 - RESEARCH METHODOLOGY

3.1. Research methodology

To enable the execution of a machine learning parameter optimization for an

intrusion detection project, this research adopts a quantitative research based on

positivism, which is carried out through an inductive approach research strategy,

approaches through experiments. where a single methodology is used in the collection

part of the data and cross-validation is carried out, and finally, the results obtained

from the experiments are evaluated and analysed. Figure. 8 illustrates the research

methodology's flow for this project.

Figure. 8 Research methodology overview

3.1.1. Research philosophy

The research philosophy of this project uses quantitative research based on

positivism. Positivism emphasises on testing theories and hypotheses by collecting
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and analysing observable data to obtain objective, verifiable and quantifiable

conclusions [71]. The strengths of positivism compared to phenomenological are its

focus on objectivity, verifiability, quantifiability, scientific validity, and broad

application [72]. The methodology in the project includes data collection,

preprocessing, model training and parameter tuning, all these steps rely on real data

and empirical observations to validate the performance of ML models in intrusion

detection. Quantitative research focuses on collecting and analysing quantifiable data

to validate hypotheses, models and relationships through statistical analysis [73]. In

contrast to qualitative research, quantitative research emphasises quantifiable data and

statistical analysis aimed at validating hypotheses and inferring relationships. In

contrast, qualitative research emphasises in-depth understanding and description,

explaining phenomena through textual and qualitative analysis [74]. In the research of

this project, a ML model is employed for training and predicting intrusion detection

data and focuses on the performance metrics of the model like accuracy, recall,

precision, and F1 score, which are quantifiable metrics. Also the project opted for

parameter optimisation and comparative analysis, which further demonstrates the

focus on quantifiable data and statistical analysis.

3.1.2. Research strategy

This project employs an inductive research methodology as its research strategy,

which is to collect and analyse specific cases or data, extract general laws, patterns or

trends from them, and then infer general conclusions or theories [75]. In the research

of this project, firstly, by reviewing a large amount of previous literature and

comparing the differences between different machine learning models, and different

datasets, a large amount of theoretical knowledge can be gained through the inductive

approach. After that, the intrusion detection datasets are analysed, and the machine

learning models are trained and predicted for these datasets. Then, from the

experimental results, general laws will be deduced on the performance of different
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machine learning models applied in the field of intrusion detection, the impact of

parameter optimisation and so on.

The inductive approach may also face some drawbacks, such as sample bias

leading to result in inaccurate or limited generalisation of conclusions, poor data

quality leading to inductive analyses that may be affected by data errors or missing

data, thus affecting the reliability of the conclusions, and the conclusions of inductive

studies are usually based on existing data, which may not be sufficient to cover all

possible scenarios, leading to limited generalisation of conclusions to different

contexts [76]. To address these issues, this project takes the following following

measures to solve them, firstly, checking the completeness of the dataset as well as

querying the meanings of all the labels in the dataset to ensure the applicability of the

dataset. Secondly, using cross-validation, which enables a better assessment of the

model's performance and generalisation ability by dividing the dataset into multiple

subsets and using different data subsets when training and testing the model [77].

3.1.3. Approaches

3.1.3.1. Literature review

In the second chapter of this project a lot of previous literature has been reviewed

and it is clear from the research that most of the research on intrusion detection based

on machine learning has been done through experiments through which the results can

be obtained for analysis [78], [79]. Compared to surveys and case studies,

experiments are a more concrete and practical method for completing projects and

obtaining results. Experimentation allows for the actual processing of data sets and

the analysis and interpretation of actual data to draw conclusions. In contrast, surveys

and case studies are more orientated towards literature studies and theoretical analysis,

and may involve observations and comparisons of past cases, or speculation and

analysis based on existing theories. Experimental methods are more concrete,

practical and validating in completing projects, whereas surveys and case studies are

more focused on integrating and reasoning from existing knowledge [80].
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3.1.3.2. Comparative analysis

In addition to individual model performance evaluation, this project also employs

comparative analysis, which is a commonly used method in analysis, especially in the

domain of ML data analysis [81]. By comparing the performance of different ML

models on one dataset, it becomes possible to pinpoint both the strengths and

weaknesses of each model. This comparative analysis can help this research to

identify the type of model that is most outstanding for the task and provide direction

for further parameter optimisation and performance enhancement.

3.1.4. Risks & limitations

The dataset involved in the project is fully public and the use of this dataset does

not involve any legal regulation and does not harm people as well as others. The

machine learning model selected for the project is a conventional centralised machine

learning model that does not go beyond the currently available theoretical knowledge

to ensure that it can be run. However, there are still some factors that can cause the

results of the project to fail: for example, overfitting or underfitting of the dataset, and

inappropriate parameter settings can lead to overfitting or underfitting of the model,

which can affect generalisation performance. Model training and parameter

optimisation may require significant computational resources, and inadequacy may

result in longer training times. Computer performance may be one of the

considerations limiting the design of certain machine learning algorithms, and

computational cost is also a factor to be considered; excessive computational cost can

render the model meaningless.

3.1.5. Validity, reliability and generalisability

3.1.5.1. Validity
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The project assessed the validity of the model by the results generated after running

the code. The assessment of validity includes both internal and external validity [82].

Internal validity relates to the model's performance on training data, evaluating the

model's accuracy, recall, and other metrics on the training dataset to determine its

performance on the training dataset. External validity focuses on the model's

performance on test data or previously unseen data to verify its ability to generalise to

new datasets.

3.1.5.2. Reliability

The methods and techniques used in this research should be reliable and able to

produce consistent results under different experimental conditions. This means that

executing the same method at different times, datasets, or settings should yield similar

results. For machine learning models, assessing stability and reliability can involve

the use of techniques such as cross-validation to ensure that results are consistent and

reliable.

3.1.5.3. Generalisability

A key goal of any research is to establish the ability of its findings to generalise

beyond a specific research context [83]. For generalisability, the method of this

project is valid under this dataset, if it were to be replaced with another dataset, the

method would need to be adapted for the data pre-processing session, as well as

optimised in terms of model design.

3.1.6. Methods for evaluating the data

3.1.6.1. Data collection

In this project, the data collection method used was the Mono method, where the

required NSL-KDD dataset is downloaded by visiting an open source website. The

choice of this method was influenced by a number of factors, project budget, time

constraints and data availability. The Mono method was chosen for simplicity and
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efficiency reasons, as the data collection process requires access to a specific data

source and ensures the legitimacy and availability of the data. This method usually

provides faster data acquisition and avoids involving additional data collection costs

when the data is already publicly available [84], [85]. However, it is important to

highlight that the adoption of the Mono method may lead to data limitations, as

relying on a single data source alone may not provide a complete coverage of all

changes and situations within the domain, which is one of the limitations of this study.

3.1.6.2. Data evaluation

In this project, data assessment is a crucial step to analyse and interpret the

collected data and to ensure the quality, validity and consistency of the data with the

objectives of the study. Data assessment involves several aspects, including statistical

analysis of the data, visualisation and treatment of outliers [86]. In the data

assessment phase, the project conducted statistical analysis to calculate the values of

different attack types in the dataset to make the distribution of the dataset clearer. At

the same time, the evaluation means of data visualisation is adopted, visualisation can

help the researcher to understand the data better, this study will adopt histogram to

make the dataset more intuitive. For the treatment of outliers, since the improved

version of the NSL-KDD dataset was chosen for this study, it has already treated the

redundant data and outliers and does not need to be processed again [87].

3.2. Development methodology

In this project, a quantitative research methodology based on a positivist research

philosophy is used to validate the performance of machine learning models in the

field of intrusion detection. The specific development methodology can be

summarised in the following steps: Firstly, the NSL-KDD dataset, which contains

data related to intrusion detection, is obtained by Mono method. Subsequently, the

data is preprocessed using data preprocessing techniques, like normalisation or

standardisation, to ensure that the data is within the same scale and to enhance the
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stability and performance of the model. In ML models, different models were selected

for the project, including decision trees, neural networks and random forests. These

models were selected for the intrusion detection task. For each model, different

hyper-parameters like the depth of the tree, the amount of iterations of the neural

network and the amount of nodes were set to optimise the model performance. The

selected models are trained using training data and parameter tuning is performed

using techniques such as cross-validation. For each model, hyper-parameters are

adjusted through grid search and cross-validation to achieve better generalisation and

prediction performance. For each model, evaluation is carried out using test data, and

performance indicators like accuracy, recall, precision, and F1 scores are computed to

assess the performance of the model. In addition, metrics such as ROC curves and

AUC are used to evaluate the classification ability and prediction quality of the

models. The performance metrics of different models are compared and analysed to

find out the optimal model and explain its performance in intrusion detection tasks.

The performance differences between models in different contexts can also be

analysed to provide deeper insights. Eventually, the results and analyses of the models

are collated into a report or presentation document that describes in detail the research

process, experimental results, and conclusions drawn. The outputs from this phase can

be used to share the project's findings in academia or practical applications.

3.3. Resources

3.3.1. Hardware resources

The hardware comes from personal mainframe computer, including a monitor as

well as the mainframe, no other hardware facilities are involved in this project.

3.3.2. Software resources

All the software involved in this project was taken from the official network, where

the virtual machine version VmarePro16 was installed, Ubuntu 20.04 system was

taken from the official network, Python 3.8 was used as the programming language,
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and finally, after arriving at the data, the image was plotted using Origin in order to

pursue the aesthetics.

3.4. Summary

In this section the research methodology was defined, the whole methodological

choices for the research of the project are explained and how the problems that may

be encountered during the research are solved. After the research methodology has

been determined a complete experimental procedure will be developed and

implemented in chapter four.
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CHAPTER 4 - DESIGN & IMPLEMENTATION

4.1. Introduction

This chapter standardises the hardware, software used in the project by reviewing

the articles in chapter 2 and the research methodology in chapter 3 thus developing

the entire experimental programme. In the design section, each step of the experiment

can be visualised through the flow block diagram. In the implementation section, each

part of the process is implemented, including the selection of the dataset, the

pre-processing of the dataset, the construction of the model, and how to characterise

the results of the experiment.

4.2. Problem formulation

The hardware facilities and software used in this project are shown in Table. 2

below. The purpose of selecting virtual machines for the experiment is that virtual

machines can quickly achieve distributed deployment, can isolate different operating

systems and applications, prevent conflicts between different software, and can also

avoid incompatibility between different operating systems [88]. The advantage of

choosing Anaconda is that it can collectively manage installation packages and

configure the environment, but in this experiment, network lag was encountered

several times, which is a problem to be considered. Finally, in order to pursue the

aesthetics and the intuition of the results, Origin was used to draw some of the

images.
Table. 2 Hardware & Software

Hardware Software
 Ubuntu 20.04  Python 3.8
 Intel(R) Core(TM)i7-9750H

CPU@2.60GHz  Anaconda 3.7

 RAM 16GB  VMarePro 16
 NIVDIA GeForce RTX1070  Origin 8.0

4.3. Design
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The experimental framework of this project is designed as follows, following the

recommendations of the literature [89], the process is as follows, and the rough flow

block is shown in Figure. 9:

 Determine the dataset, through the previous literature research comparing the

advantages and disadvantages of several common datasets, it is determined that

the NSL-KDD dataset is used for the experiments in this project, and the dataset

is downloaded from the Kaggle open source website.

 Dataset preprocessing, extract a part of the overall dataset to view the

composition of the dataset, and then get the overall distribution state of the

dataset through the code. Next, the dataset is preprocessed by deleting the last

column, naming the columns according to the dataset definition, converting

English to numerical values for coding, normalising the dataset, and saving the

modified dataset.

 Design six machine learning methods based on parametric optimal design for

experimentation.

 Design the parameter optimisation search strategy and confirm the best parameter

combinations through grid search and cross-validation.

 Save the obtained results of hyperparameter combinations of various machine

learning models, save the experimental results of test results on the test set, and

evaluate each model by accuracy, Precision, Recall, F1score, and ROC-AUC

curves.
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Figure. 9 Experimental process

4.4. Implementation

4.4.1. Dataset pre-processing

Each record in the NSL-KDD dataset has 43 columns, where the 42nd column

represents whether the record is labelled as normal or abnormal, and is the label

column in the machine learning dataset, and the last column is a number between 0

and 21, which represents the time at which it was correctly classified by the machine

learning model, and its value is increased by 1 each time an instance is correctly

classified and is deleted during the data preprocessing phase. At this point there are 42

columns left for each record and the data preprocessing consists of the following

stages:

Checking the data, open the dataset and after that view the initial state of the data as

shown in Figure 10. By looking at it, it can be found that the dataset does not have the

labels of the columns, through the arff file it is possible to view the names and

descriptions of the attributes about these features.
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Figure. 10 View dataset

A detailed description of the NSL-KDD dataset, which includes a total of 39 attack

types and 1 normal type, was obtained by searching for relevant information. Among

them, only 22 attack types and 1 normal type are included in the training set, and there

are 40 types in the testing set, and 17 attack types that were not involved in training in

the training set appear [90]. The presence of these attack types makes it more difficult

to identify them during model testing. Specific attack types are shown in Table. 3.

Class names: Dos, Probe, R2L, and U2R. DoS attacks cause an increase in the use of

system resources or network traffic, resulting in the inability of the system to provide

services and causing network failures. u2R attacks are designed to elevate the

privileges of an ordinary user to the privileges of the system administrator (root),

thereby gain greater control over the system.R2L Attacks are designed to compromise

the local environment of a target system from a remote location (e.g., the Internet) and

gain unauthorised access.Probe Attacks have the primary goal of probing for

vulnerabilities, services, and host information that exists in the target network in order

to prepare for subsequent attacks.
Table 3 Attack types
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This dataset also suffers from the problem of data imbalance which is common in

classification tasks, it will lead to lower accuracy of the model in classifying a few

classes and reduce the detection performance of the model.The data of the NSL-KDD

dataset can be classified into five types such as Normal, DoS, Probe, R2L, U2R, etc.,

which will count the attacking and normal ones separately, and in the training set

there are 67,343 normal samples and 58,630 attack samples. In the test set, there are

9711 normal samples and 12833 attack samples, and the sample distribution is

detailed in Table. 4.
Table. 4 Attack types statistics

Because of the presence of English in the dataset and the majority of most ML

models can only process numerical data, converting the text to numeric enables the

model to process the data and perform training and prediction. Thus, it is essential to

convert the non-numeric features into numeric form, the following is the scheme

adopted in this project, firstly the dataset is biclassified by leaving the normal value

(normal) of column 42 unchanged and converting all attack types to abnormal.

Normalisation (feature scaling) ensures that features have the same scale, which is

useful for certain machine learning algorithms, especially those that rely on

distance-based computations such as K nearest neighbours. Pre-processing the dataset

using MinMaxScaler makes the feature vectors of each sample normalised in length,

which helps the machine learning model to process the data better.MinMaxScaler is a

data preprocessing method used to normalise each sample vector of the dataset so that

the Euclidean length (the number of paradigms) of each sample vector is 1 [91]. The

specific formula is given below:

����������� = �−����
����−����

（#4.1）
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Where X is the original data, Xmin is the minimum value of the data, Xmax is the

maximum value of the data and Xnormalised is the normalised data.

Finally, dataset division, dividing the dataset into training and test sets, for ML

model training, the original dataset should be split into training and validation sets,

and the original test dataset should be used for evaluating all models.

4.4.2. Machine Learning Modelling

4.4.2.1. Support vector machine

Importing the library containing the SVM model (SVC) from GridSearchCV,

sklearn, SVC(kernel='rbf') is used to create a non-linear kernel for the SVM classifier

model, considering the characteristics of this dataset, high-dimensionality, large data

volume, etc. A parameter grid is then defined and param_grid contains the different

combinations of hyperparameters to be tried in the grid search. These

hyperparameters include the regularisation parameter C and the gamma parameter of

the RBF kernel function. Afterwards a parameter-optimised object is created using

GridSearchCV, the SVM model and parameter grid are passed to it, and the model is

fitted on the training data. A new SVM model, best_svm_model, is created using the

best parameters found, and then evaluated it through test data.

4.4.2.2. K-nearest neighbours

Import the KNeighborsClassifier in sklearn, next copy the data, define the KNN

model and create the K Nearest Neighbours Classifier model via

KNeighborsClassifier(). Define the parameter grid, param_grid contains combinations

of different hyperparameters to be tried in the grid search. These hyperparameters

include the choice of the number of neighbours ('n_neighbors') and the type of weight

function ('weights'). A parameter-optimised object is created using GridSearchCV, and

the model is fitted on the training data to most output the best combination. Next, use

the best parameters to build the final KNN model: create a new K-nearest neighbour
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model, best_knn_model, using the best parameters found, while evaluating the model

on the test data.

4.4.2.3. Decision tree

Start by importing the necessary libraries and modules, including

DecisionTreeClassifier for creating decision tree classifiers, GridSearchCV for

parameter optimisation, and a variety of metrics and visualisation tools for evaluating

model performance. Define the decision tree model and initialise it to

DecisionTreeClassifier(). Define the parameter grid param_grid, including different

splitting criteria ('gini' and 'entropy'), splitting strategies ('best' and 'random'), and

maximum depth options (None and some integer values). The GridSearchCV object is

created for fitting the decision tree model under different combinations of parameters

and cross-validation is performed. The evaluation metric is accuracy. Fit the model on

the training data and perform a grid search via grid_search.fit(). Output the best

combination of parameters and store it in best_params. Construct the final decision

tree model using the best parameters, which include max_depth, min_samples_split,

and min_samples_leaf. replicate the validation set. Evaluate the best model on the test

data and calculate accuracy, generate classification reports and confusion matrices,

and then print out these metrics. Calculate probability scores for plotting ROC curves.

Plot ROC curves to visualise the performance of the model.

4.4.2.4. Logistic regression

Create a LR model: LogisticRegression() is used to create a logistic regression

classifier model. Define a parameter grid: param_grid contains combinations of

different hyperparameters to be tried in the grid search. These hyperparameters

include the value of the regularisation parameter C ('C'), the regularisation type

('penalty') and the choice of solver ('solver'). Create a GridSearchCV object to

perform a grid search. Build the final logistic regression model using the best
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parameters: use the best parameters found to create a new LR model,

best_logistic_model. subsequently evaluate the model on test data.

4.4.2.5. Neural network

Firstly the module is still imported, next the data is copied and subsequently the

model is created, using the create_neural_network function which defines a function

for constructing a neural network model that consists of one or two hidden layers and

one output layer, which can be parameterised to pass different hidden layer sizes,

activation functions and optimisers. Using binary cross entropy as a loss function and

is optimised using the passed optimiser. Next a parameter grid is defined. param_grid

contains combinations of different hyperparameters to try in the grid search. These

hyperparameters include different 'hidden_layer_sizes', 'activation', and 'optimiser'.

Using the KerasClassifier wrapper create_neural_network function, a wrapper for the

Keras model was created so that it could be passed to GridSearchCV for parameter

search. At the same time, set the model's training-time hyperparameters, including

training epoch and batch_size. use GridSearchCV to create a parameter-optimised

object to which the Keras model wrapper and parameter mesh can be passed. Finally,

the model is fitted on the training data, the best combination of parameters is output

and the final neural network model is constructed using the best parameters and

evaluated on the test data.

4.4.2.6. Random forests

Firstly, the necessary libraries and modules are imported, including GridSearchCV

for parameter optimisation, RandomForestClassifier for creating a random forest

classifier graph tool, these libraries are used for data processing, model training. Data

replication: data from the original training and test sets are copied into new variables

(x_traincpy, y_traincpy, x_testcpy, y_testcpy) to ensure that the original data are not

modified. A random forest classifier model with default parameters was created with

RandomForestClassifier(). A parameter grid was defined that used param_grid to
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contain combinations of different hyperparameters to be tried in the grid search. These

hyperparameters include the amount of decision trees (n_estimators), the maximum

depth (max_depth), the minimum amount of split samples for internal nodes

(min_samples_split), and the minimum amount of samples for leaf nodes

(min_samples_leaf). Create a parameter-optimised object using GridSearchCV,

passing the random forest model and parameter grid to it. Evaluate the model

performance using 3-fold cross-validation, with scoring='accuracy' indicating that

accuracy was used as the evaluation metric. Perform a grid search via grid_search.fit()

to find the optimal mix of parameters. Output the best combination of parameters:

print out the best combination of parameters found through the grid search that will be

used to build the final random forest model. Use the best parameters found to create a

new random forest classifier i.e. best_random_forest. the data from the original

validation set is copied into the new variables (xl_testcpy and yl_testcpy) to ensure

that the original data is not modified. A random forest model with the best parameters

was fitted and predicted on the test data.

4.4.3. Optimal design of machine learning model parameters

In classification models, parameter optimisation is an important means to improve

the performance of the model.The parameter optimisation methods used in SVM are

also cross-validation and grid search methods.For the parameter optimisation of the

Gaussian kernel function of SVM, the GridSearchCV() function or cross_val_score()

is mainly used in the scikit-learn library, and the GridSearchCV() function is the main

function in the scikit-learn library. GridSearchCV() function method. Through this

direct call, it greatly improves the efficiency of program writing. The parameters for

tuning in the experiment are C and gamma, for the KNN model, the parameter

optimisation method is also cross-validation and grid search method, the parameters

for tuning in the experiment are n_neighbors, weights, the parameter optimisation

method for the decision tree is also cross-validation and grid search method, the

specific tuning steps and the function used are the same as the previous one. The
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parameters used for tuning in the experiments are Criterion, splinter and

max_depth.For the logistic regression model, the parameter optimisation method is

also a cross-validation and lattice search method, which uses different regularisation

strengths, C, regularisation type, penalty and solver to construct and optimise the

logistic regression model. A parametric grid suitable for neural networks is selected,

usually a Multi-Layer Perceptron (MLP) configuration. The parameters for which

tuning was performed in the experiments were hidden_layer_sizes, activation, and

optimizer. the same GridSearchCV technique was used to systematically search for

different parameter combinations in order to get the perfect model configuration to

maximise model performance. In essence, random forest parameter optimisation is a

search problem that finds a set of approximate global optimal solutions by performing

a finite number of search traversals in a parameter space of countless parameter

combinations according to a certain search strategy formulated to optimise the

behaviour of the model. The parameter optimisation methods used in this paper are

grid search and cross-validation methods. In python programming language, you can

install the sklearn machine learning library to achieve the cross-validation and lattice

search method and other parameter optimisation methods. For example, calling

cross_val_score() in the sklearn.model_selection library enables cross-validation of

the optimisation parameters; calling GridSearchCV() in the sklearn.model_selection

library enables grid search of the optimisation parameters. The parameters for tuning

in the experiment are n_estimators, max_depth, min_samples_split and

min_samples_leaf.

4.4.4. Results output

Via sklearn.metrics Import some functions from the sklearn.metrics module that are

used to compute the evaluation metrics of the model, using accuracy_score (y_test,

predicted) to compute the accuracy, respectively. Use recall_score (y_test, predicted,

average="binary") to compute recall. Use precision_score (y_test, predicted,

average="binary") to compute precision. Calculate the F1 score using f1_score (y_test,
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predicted, average="binary"). Extract the probability of a positive category (category

1) predicted by the model via proba[:, 1] for subsequent plotting of the ROC curve.

Calculate the False Positive Class Rate (FPR) and True Class Rate (TPR) of the ROC

curve using roc_curve (y_test, proba_positive). Import the matplotlib.pyplot module

and plot the ROC curves to highlight the performance of the model at different

thresholds. Finally save the file.

4.5. Summary

Chapter 4 completes the design and implementation, completing the flow of the

design part through the implementation, showing some of the code, and explaining

each part of the implementation through detailed descriptions. In the data

preprocessing section, viewing the data, feature processing, and label conversion were

completed. In the model section, seven machine learning models with the ability to

select parameters for optimisation were built, and finally how the results were plotted

as well as calculated was described. The testing process and results of all the

implementation sessions are described in the next section.
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CHAPTER 5 - TESTING AND EVALUATION

5.1. Testing

5.1.1. Dataset pre-processing

The test part will be implemented one by one according to the design part of the

previous section.First of all follow the steps, open the dataset to view the dataset, as

the dataset does not have the names of the columns, so name it as described in the arff

file. Subsequently, the last column 'degree' is removed using drop('degree', axis=1),

after which the last column 'degree' is removed by random_ sample =

data.sample(n=5) print(random_sample) to see the 5 rows in the dataset randomly

viewed after naming as in Figure 11.

Figure. 11 Random sampling data set

To view the status of the dataset, first view all Attack types in the sample, classify

the categories into training set normal, abnormal and test set normal, abnormal to

facilitate the subsequent binary classification problem, these two categories were then

plotted as shown in Figure. 12.
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Figure. 12 Attack types and normal types

The dataset is encoded and the categorical variables are converted to numeric labels

by Label Encoder. This is necessary for many machine learning models as they can

usually only handle numeric data. With the fit_transform method, LabelEncoder

learns the different categories of each feature and maps them to unique integer labels.

In this way, the original categorical variables are transformed into numeric labels that

can be used for machine learning model training. To do this, the text labels in the

"protocol_type", "service", "flag" and "attack_type" columns are converted to

numeric labels using LabelEncoder for use in the ML model. After conversion the

data is viewed through data.describe() as shown in Figure. 13.

Figure. 13 Encoded dataset



48

Next the dataset is separated in to a training set and a test set and normalised features

are applied to the dataset. After processing, the training set is distributed as ((100777,

41), (25195, 41)) and the test set is distributed as (22543, 41).

5.1.2. Machine learning model parameter optimisation

5.1.2.1. SVM parameter optimisation

 Select C parameter

The regularisation parameter of SVM which controls the complexity of separating

hyperplanes. The penalty coefficient C is chosen to take values in the range of [0.1, 1,

10, 50, 100, 150, 200, 250, 300], where smaller values indicate stronger regularisation

and help to prevent overfitting, while larger values reduce the strength of the

regularisation.

 Select gamma parameters

Taking the values [0.01, 0.1, 1, 1.5, 2], smaller values indicate a larger influence

range of sample points and a smoother shape of the kernel function, while larger

values will result in a smaller influence range and a more complex shape of the kernel

function.

5.1.2.2. KNN parameter optimisation

 Select the n_neighbors parameter

The n_neighbors is a key parameter in the KNN model and represents the amount

of closest neighbours to be considered. In the selected parameter grid, different

numbers of neighbours were tried including 1, 3 and 5.

 Select the weights parameter

weights is another parameter in the KNN model that is used to determine the

weights of the neighbours. It can be either 'uniform' (all neighbours have the same

weight) or 'distance' (weights are inversely proportional to distance). These two

different weighting options were tried in the selected parameter grid.
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5.1.2.3. DT parameter otimisation

 Select criterion and splitter parameters

In the initial state, select the parameter combination to be optimised for the

criterion parameter as (gini, entroy) and the parameter combination to be optimised

for the splitter parameter as (best, random), then arrange all possible combinations of

the values of criterion and splitter, and generate a "lattice" of all possible

combinations. Generate a "lattice" and select the nodes from the generated lattice

search interval, i.e. the pairs of criterion and splitter parameters (gini, entroy) and

(best, random).

 Select the max_depth parameter

In the initial state, the search interval for the maximum depth parameter is [None,

50], and the step of parameter search is set to 10, after which the node is moved from

the starting point None by a unit step of 10 in the direction of the parameter's growth.

5.1.2.4. LR parameter optimisation

 Select the C parameter

C controls the strength of the regularisation. Initial values are [1, 10, 100, 200, 300],

where smaller values indicate strong regularisation and larger values indicate weak

regularisation.

 Select the penalty parameter

Penalty is the type of regularisation. The initial values are ['l1', 'l2', 'elasticnet'],

which represent L1 regularisation, L2 regularisation and elasticnet regularisation

respectively. Different regularisation types are penalising different types of model

parameters and affecting the generalisation ability of the model.

 Select the solver parameter

The solver is the algorithm used to optimise the problem. Taking the values

['newton-cg', 'lbfgs', 'liblinear', 'sag', 'saga'], different algorithms use different

optimisation strategies when solving for the parameters of the logistic regression

model.
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5.1.2.5. NN parameter optimisation

 Select the hidden_layer_sizes parameter

In this experiment, four different structures are designed which are (128,), (64, 32),

(128, 64), (128, 64, 32) can be used to build neural networks of different sizes.

 Select the activation parameter

This is the selection of the hidden layer activation feature, which can be either relu

(modified linear unit) or tanh (hyperbolic tangent). The parameter grid for this

experiment includes these two different activation function options.

 Select the optimiser parameter

This is the choice of optimiser used to train the neural network, either adam (Adam

optimiser) or sgd (stochastic gradient descent). Different optimisers have different

optimisation strategies and may perform differently for different problems.

 Select the epochs parameter

The number of iterations has a significant impact in the neural network, and in

general, the appropriate number of epochs needs to be experimented and monitored

during the training process in order to obtain good performance while avoiding

overfitting. In this experiment, only 10, 50, and 100 iterations were done considering

the computer performance limitations.

5.1.2.6. Random forest parameter optimisation

 Select the max_depth parameter

In the initial state, the approximate range of search interval for the max_depth

parameter is selected as [None, 50], and the parameter search step is set to 10. Due to

the high dimensionality and large scale of the selected data set, a deeper decision tree

may lead to over fitting. Consider reducing the larger value of 50 in the option for

max_depth to a smaller value [None, 30] to limit the depth of the tree.

 Select the n_estimators parameter
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Increasing the amount of trees in a RF usually helps to improve the performance of

the model, especially for large datasets. Try to increase the options of n_estimators,

e.g. 200, 300 or more. In this experiment, we selected the range [50, 500] and set the

parameter search step to 50.

 Select the min_samples_split parameter

This parameter controls the growth process of the decision tree, and smaller values

may result in the tree growing deeper. The parameter grid for this experiment includes

different minimum sample split values, 1, 2 and 5.

 Select the min_samples_leaf parameter

Smaller values will allow the model to create more complex leaf nodes and larger

values will result in simpler leaf nodes. The parameter grid for this experiment

includes different minimum sample leaf values, 0.1, 1 and 2.

5.2. Evaluation

The most commonly used method for model performance evaluation in intrusion

detection research is to calculate the classification confusion matrix of the classifier

with respect to the test samples, which is a very intuitive reflection of the distribution

of the model's prediction results of the test traffic with respect to the true category of

the test traffic [92]. The classification confusion matrix of the intrusion detection

model is shown in Table. 6, where the true case (TP) denotes the amount of attack

records which are successfully detected as attack traffic by the classification model,

the true counterexample (TN) denotes the amount of normal records that are

successfully detected as normal traffic by the classification model, the false positive

(FP) indicates the amount of normal records that are erroneously labelled as attack

traffic by the classification model, and the false negative (FN) indicates the amount of

attack records that are erroneously labeled as regular traffic by the model, and the

total test sample size can be obtained by summing the amount of row as well as

column elements. In order to check the detection performance of the model in the
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field of intrusion detection, Accuracy, Precision, Recall, F1 value, etc. are often used

as evaluation indexes, and the formulas of the evaluation indexes are shown below:

 Confusion matrix: the confusion matrix can intuitively see the distribution

between the model's predicted labels and the real labels, the binary classification

is a 2*2 matrix, and the multi classification is a n*n matrix, which n is the amount

of classifications, and the confusion matrix is defined as shown in Table. 5.
Table. 5 Confusion matrix

 Accuracy: is the ratio of all samples that are correctly predicted, it is a commonly

used evaluation metric to measure the overall goodness of the model and is

calculated as shown in Equation 5.1

�������� = ��+��
��+��+��+��

(#5.1)

 Precision: represents the proportion of samples in the class that truly belong to the

class when the prediction made is for a particular class. The formula is as follows:

��������� = ��
��+��

(#5.2)

 Recall: also known as the check all rate, represents the percentage of samples in a

category that were correctly predicted. The formula is as follows:：

������ = ��
��+��

(#5.2)

 F1: The F1 value is a comprehensive evaluation of the model and represents the

reconciled average of the recall and precision rates, calculated as follows:

�1 = 2∗���������∗������
���������+������

(#5.3)

 Receiver Operating Characteristic curve is an important evaluation tools for

assessing the performance of machine learning models, it is a graphical tool for

evaluating the performance of classification models. It shows the relationship

between the true positive rate, also known as the recall rate, and the false positive
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rate at different thresholds.The horizontal axis of the ROC curve is the false

positive rate and the vertical axis is the true positive rate. Each point indicates the

performance of the model at a particular threshold, and each point on the curve

corresponds to a different threshold setting. If the ROC curve is close to the upper

left of the graph, it means that the detection rate is higher, the false alarm rate is

lower, and the detection performance is superior; and the larger the area under the

ROC curve, the more superior the detection performance of the model is

represented, so the ROC curve can be used to intuitively evaluate the strengths

and weaknesses of intrusion detection methods.

 Area Under Curve is the area under the ROC curve surrounded by the coordinate

axis, which is the weighted average of the true positive rate and the false positive

rate, and is mainly used to measure the performance of machine learning

algorithms to deal with dichotomous problems. A positive sample and a negative

sample are randomly selected, and the probability that the current machine

learning algorithm ranks this positive sample in front of the negative sample

according to the calculated value is the AUC value. Obviously, the larger the

AUC value, the greater the probability that the algorithm will rank the positive

sample in front of the negative sample, so that it can better complete the

classification task.AUC is a probabilistic value, so the maximum value of 1, and

the ROC curve is generally in the straight line y = x, that is, the expected

probability of the bisection problem 0.5, so the minimum value is usually 0.5.

5.3. Experimental results

The final results of the experiment were obtained through testing and evaluation in

Chapter 5, which will be shown in the following three subsections. It is worth noting

that for the SVM model, due to the excessive time (more than 2 days) without results,

the model was taken out of operation considering its poor applicability.

5.3.1. Optimal parameter design results
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The grid search of the test phase in the last subsection yielded the following results,

specifically the optimal parameter design for each model as shown in Table. 6.
Table. 6 Optimal design of model parameters results

Type Optimal parameter design
SVM unknown
KNN 'n_neighbors': 3, 'weights': 'distance'
DT 'criterion': 'gini', 'max_depth': 40, 'splitter': 'random'
LR 'C': 200, 'penalty': 'l2', 'solver': 'lbfgs'

NN 'activation': 'tanh', 'hidden_layer_sizes': (128, 64),
'optimizer': 'adam'

RF 'max_depth': 30, 'min_samples_leaf': 1,
'min_samples_split': 2, 'n_estimators': 200

5.3.2. Results of machine learning model runs

5.3.2.1. KNN

The project's K-Nearest Neighbors model excelled well the test dataset, achieving

the accuracy of about 79%. The model successfully captured the majority of instances

in category 1, which is normal, with more general precision (68%) and recall (98%),

as well as a strong F1 score (80%). Finally, the ROC curve gives an AUC value of

0.83, which indicates that this KNN model is very reliable in network attack detection,

and especially excels in the identification of malicious attacks. The specific confusion

matrix and ROC curve of this model are shown in Figure. 14, 15.

Figure. 14 KNN model binary classification confusion matrix
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Figure. 15 KNN model ROC-AUC curve

5.3.2.2. DT

The decision tree model also performed well in this project, achieving an accuracy

of about 80% on the test dataset after parameter optimisation. The model performed

well in detecting cyber-attacks with high precision (70%) and high recall (96%) which

in turn achieved a high F1 score (81%). The AUC value of the model is the same as

KNN also 0.83.The specific confusion matrix and ROC curve of the model is shown

in Figure 16. 17.

Figure. 16 DT model binary classification confusion matrix
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Figure. 17 DT model ROC-AUC curve

5.3.2.3. LR

The logistic regression model achieved approximately 75.4% accuracy on the test

data. For the positive category, the model demonstrated high recall (93%) but low

precision (65%), resulting in an F1 score of 77%. In contrast, for the negative

category, the precision was high (93%) but the recall was low (62%), resulting in an

F1 score of 74%. Taken together, the model is better at identifying positive categories,

but performs slightly less well on negative categories. However, the model has an

AUC value of 0.87, which is better than the KNN and DT models. The specific

confusion matrix and ROC curves are shown in Figs. 18, 19.
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Figure. 18 LR model binary classification confusion matrix

Figure. 19 LR model ROC-AUC curve

5.3.2.4. NN

The neural network model achieved about 80.6% accuracy, which is a bit higher

than any of the first three medium models. For the positive category, the model

showed high recall (97%) but lower precision (70%), but still obtained a high F1

score of 81%. Correspondingly, for the negative category, the model showed high

precision (97%) but relatively low recall (68%), resulting in an F1 score of 80%.

Taken together, the model is better at recognizing positive categories, but performs
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slightly less well on negative categories. It is noteworthy that the AUC value of this

model is as high as 0.96, which is one of the more remarkable results, and the specific

confusion matrix and ROC curves are shown in Figs. 20, 21.

Figure. 20 NN model binary classification confusion matrix

Figure. 21NN model ROC-AUC curve

5.3.2.5. RF

The Random Forest model achieved an accuracy of about 77.2%. For the positive

category, the model demonstrated high recall (97%) but low precision (66%),

resulting in an F1 score of 79%. Correspondingly, for negative categories, the model
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showed high precision (97%) but relatively low recall (62%), resulting in an F1 score

of 76%. These metrics are worse than the neural network, but a little better than the

other models. Random Forest has an AUC of 0.92, again higher than the three

previous models, but lower than NN, as shown in Figures 22, 23 below:

Figure. 22 RF model binary classification confusion matrix

Figure. 23 RF model ROC-AUC curve

5.3.3. Comparison of machine learning models

By summarising the data and images obtained from the experiments and comparing

the five different models together, the following conclusions can be drawn:
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 The Neural Network model performs best on the test data with the highest

accuracy (about 80.6%) and area under the ROC curve (0.96). It has high recall

and F1 score for positive categories and is suitable for cyber attack detection.

 The logistic regression model performs relatively poorly in terms of accuracy,

achieving only about 75.4%. Despite its relatively high AUC value (0.87), there

is a significant trade-off between precision and recall for both positive and

negative categories, resulting in a relatively low F1 score.

 Although the neural network model performed well in terms of performance, it

was relatively complex and required more computational resources and time for

training and tuning. In addition, all models suffer from relatively high recall but

low precision for positive categories, which may lead to some false positives. In

future work, the models can be further improved to increase their precision and

performance balance.

The following Figures 24, 25, 26, and 27 show the Accuracy, Precision, Recall, and

F1score of the species models, respectively, and the curves allow for a more intuitive

view of the differences between the models.

Figure. 24 Accuracy comparison of 5 models
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Figure. 25 Precision comparison of 5 models

Figure. 26 Recall comparison of 5 models



62

Figure. 27 F1-Score comparison of 5 models

5.4. Summary

This chapter is the key chapter in the whole project, where the testing of the

experiments as well as the evaluation of the results section is completed, fulfilling all

the objectives designed and implemented in chapter 4. Finally, all the results of the

obtained experiments and plotting the results into tables and pictures can clearly show

the performance of each machine learning model in the intrusion detection project,

and in the next section, the full text as well as the results of the experiments in this

chapter will be summarised.
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CHAPTER 6 - CONCLUSIONS & RECOMMENDATIONS

6.1. Full summary

Recently, the Internet has grown greatly in terms of scale, scope and complexity,

cloud computing, big data and other new network architectures came into being, with

the development of these networks and systems, their security in order to a very

important issue. Nowadays, network attacks occur frequently, which can cause

serious threats to individuals, families, enterprises and the state, intrusion detection

system can detect network attacks and thus protect network infrastructure, has become

an essential and important security defence. The development of ML and DL has

greatly promoted the improvement of intrusion detection performance, but the current

research still suffers from the problems of single structure and insufficient detection

effect, etc. In this project,the following research to address the above problems:

 Carries out a detailed study of intrusion detection technology. This paper first

introduces the common ways of network intrusion attacks, the relevant concepts

of intrusion detection technology, development history, algorithmic principles,

and the respective characteristics under different classifications. Then, through

researching a large amount of literature, it outlines the current research status of

intrusion detection system from relying on traditional feature matching and expert

knowledge to the current fusion of machine learning and deep learning

technology, and summarises the shortcomings and some challenges faced by the

current research in view of the current research status.

 Firstly, the research methodology of the overall experiment is designed based on

the gaps purely in the current research, and then five machine learning models

based on parameter optimisation are designed and implemented for intrusion

detection experiments according to the design and implementation of the five ML

models, and then the optimal parameters of each model are determined through

grid search and cross-validation, and finally the final conclusion is drawn based

on the experimental results obtained from the generalisation.
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 After generalisation, it was concluded that of the five parameter

optimisation-based machine learning models designed in this project in the binary

classification task, the neural network model obtained the highest accuracy

(80.6%) and the AUC score (0.96), while logistic regression performed the worst

with an accuracy of 75.4% and an AUC of 0.83. More over, all the models

suffered from a significantly higher performance on the negative category

underperformance, which is due to the fact that this dataset is not sufficiently

balanced and prone to false positives.

6.2. Recommendations for further research

The intrusion detection scheme and model designed in this paper have been verified

to have good performance, but there are still some shortcomings, relied on the

research work in this project, the following directions are worth further improvement

in the follow-up:

 For future research, more complex datasets can be selected for experiments, and

more real network data can be obtained through packet-capturing tools, which

can make the research more valuable, although the feature processing of the

dataset may be a great challenge, which requires a lot of time as well as

collaborative research among researchers.

 The enhances the data pre-processing part by performing more complex feature

engineering thus giving better accuracy to the ML models. In the research of this

project, data transcoding and normalisation is used and in the future, the dataset

can be explored more deeply using processing methods such as Dimensionality

Reduction, Continuous Attribute Discretisation, One-Hot Coding, etc.

 For this project ML models have been selected for experimentation and in future

DL could be selected for intrusion detection research to try to use latest deep

learning techniques. Deep learning technology is changing day by day and can be

integrated into the field of intrusion detection by borrowing excellent model
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structure ideas from other fields such as computer vision to further improve the

detection capability.



66

CHAPTER 7 – REFLECTIONS

7.1. Introduction

The whole project has almost met the expectations, with a summary of each chapter

in the final subsection of each chapter, and all objectives were accomplished one by

one following the research methodology in Chapter 3 and the experimental process in

Chapter 4. As the authors knew less about the concept of intrusion detection at the

beginning of the project, they gained knowledge by reading a lot of literature as well

as some open-source instructional videos, and subsequently identified the areas they

wanted to study and confirmed the feasibility of the research. However, throughout

the course of the project, a number of reflective issues were still encountered, which

will be summarised in this chapter.

7.2. Learned from the project

In this project, the most important part is the experimental part, through the

experiments of this project, the author has learnt a lot of knowledge that he did not

think of before, the following are some of the experiences in the project:

 Computer performance limitations are important to the field of machine learning.

In some of the previous projects, the lack of computer performance did not occur

because of the small sample size of the dataset used, but in this project, the large

dataset made it difficult for the SVM model to produce results.

 How to conduct the correct method of literature searching has given a new

perception of literature review.

 The experimental process was standardised, and the standardised experimental

process was easier to implement and without mistakes. At the beginning of this

project, the machine learning model designed by the authors made a mistake in

calling the dataset, and then after following the standard classification problem

flow design, the experiment was completed by fixing the previous problem.
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 The cost of time is also an issue to focus on, the completion of the project

requires a lot of time including reading the literature, determining the research

methodology, time consuming experiments, and modifying the model.

7.3. Positives and negatives

7.3.1. Positives

 Instructional resources available on open source websites as well as the school

library can be of great help in completing the project by acquiring almost all the

knowledge needed to complete the project.

 Guidance and arrangement from the supervisor will make the completion of the

project even better, in the early stage of the project, through the guidance of the

supervisor to confirm the objectives of the research, and then comply with the

arrangement of the supervisor to write the overall framework of the project, and

finally according to the supervisor's meetings and feedback to carry out the final

revision and improvement of the project.

 Maintain absolute seriousness and concentration, when checking the code during

the experiment, double-check every bug and then make changes to ensure that the

experiment can be carried out.

7.3.2. Negatives

 Regarding the lack of competence, the use of downscaling and other means was

tried during the data preprocessing phase, but the code failed to run.

 Computer performance limitations, when running the SVM model, the results did

not appear for 2 consecutive days of running.

 Time constraints, the whole project took 2 months to complete, in the early stage

of the time spent some time to read a lot of literature, the whole project if the time

is longer will be more attempts.
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7.4. Guidance to prospective students

 Ensure that the project is completed according to the project supervisor's schedule

as well as guidance.

 Research novel and popular areas.

 Ensure that the quality of the project completion will be more intuitively reflected

through graphs and tables.

 Collaboration may lead to faster project completion.

 Maintain the integrity of the project and follow the rules of the school.

 Follow all rules and try to use publicly available datasets.

7.5. Summary

Through a period of two months, the project was successfully completed and

although there were some shortcomings in the overall view, a more satisfactory result

was still obtained, specifically:

 During this period, new knowledge was learnt by reviewing a large amount of

literature to understand a new field, and the design of the project was completed

by synthesising all the new knowledge gained.

 In order to successfully complete the project, the arrangements and suggestions of

the supervisor were adhered to and the standard procedure of experimentation

was successfully followed.

 Tried as many innovative experiments as possible within the limitations of the

overall project time and computer performance.

 Maintained absolute focus and devised reasonable time planning to induce better

completion of the project.
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