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[bookmark: _Toc213797718]Abstract
Digital change has exposed organisations more to cyber threats, especially where wireless networking and cloud service environments are at work. NatureGreen (NG), an international wellness company, is a 95% wireless-network based company that has been experiencing increasing demand to support Bring Your Own Device (BYOD) among employees and clients. Nonetheless, NG has no formal governance, formal security policies, and compliance controls, posing high risks to confidentiality, integrity, and availability of business critical information including billions-worth intellectual property. This report examines internationally recognised cybersecurity and governance frameworks: ISO/IEC 27001, ITIL, NIST Cybersecurity Framework (CSF), and COBIT and applies them to the operations of NG. The hybrid security architecture is developed by combining an ISO 27001-based Information Security Management System (ISMS), service governance based on ITIL, and NIST CSF controls of threat detection, response, and recovery. The solution plan brings in fundamental security policies, ongoing risk management, Zero-Trust technical controls, and compliance through audit processes. Results indicate that solitary technical controls do not work well without governance and accountability frameworks. There is a need to continuously improve because cyber threats, regulations (GDPR, data-sovereignty), and business developments (BYOD expansion) are changing. The derived framework allows NG to move out of its fragmented security to a resilient, auditable, and compliance-driven cybersecurity posture.
Index Terms - Information security governance, ISO 27001, NIST CSF, ITIL, COBIT, wireless security, BYOD, cyber risk management.
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[bookmark: _Toc213797722]Introduction 
The rapid dependence on digital systems has significantly enhanced organisational vulnerabilities to cybercrime (Djenna et al., 2023). NatureGreen (NG) is in a high-risk environment, as mentioned in scenario: a global business base, robust social media presence, and a network environment with about 95% of connectivity relying on wireless technologies. Digital transformation has allowed the company to achieve efficiency and scalability, but the lack of a formal security governance model is now a material threat (Mallireddy, 2022). As internal and customer pressure mounts to enable the use of personal devices to access organisational resources, NG faces the old BYOD dilemma of weighing accessibility and productivity against confidentiality, integrity, and availability of corporate data (Tenet, 2000).
Cybercriminals, competitors, and state-sponsored threat agents are all interested in the intellectual property of the organisation worth billions of dollars. The absence of policies, institutionalized governance, and compliance management makes NG vulnerable to data violations, legal fines, negative publicity, and business disruption (Craigen, Diakun-Thibault and Purse, 2014). The use of wireless networks, cloud reliance, and BYOD increases the attack surface, making the NG susceptible to attacks like rogue access points, credential theft, session hijacking, and data exfiltration.
Enterprises need more than isolated security tools to handle such risks: they need a comprehensive governance structure based on internationally recognised standards. Information Security Management Systems (ISMS) Frameworks like ISO/IEC 27001 offer a step-by-step method of deploying an Information Security Management System (ISMS) and thus enables organisations to safeguard information resources within controlled and auditable procedures (ISO/IEC 27001, 2022). Developmental governance systems like ITIL assist in aligning security efforts with service delivery and organisational strategy. The case of NG needs not just to implement those frameworks, but to adapt them to its operational reality, regulatory framework, and strategic goals.
Moreover, cybersecurity does not remain the same. The regulatory environment, such as GDPR, data sovereignty legislation and cloud compliance, changes all the time (Jeanette Herrle, 2019). Organisational policies and controls should keep up with new technologies (e.g., edge computing, AI-based attacks) to ensure resilience and adherence.
Consequently, this report engages in a study of the identified security frameworks and applies them to NG by building a tailored security architecture that incorporates security governance, compliance management, policy creation, BYOD controls, risk assessment and protection controls.
[bookmark: _Toc213797723]Literature Review 
Data security, data governance, and compliance should not only be implemented through technical controls but rather through formal frameworks that outline the manner in which security is handled, tracked and refined on a regular basis (Spalević and Vićentijević, 2022). Academic and industry studies have reiterated that organisations that are engaged in multifaceted digital ecosystems such as those that embrace cloud computing, wireless network and BYOD models need to adopt formal governance and risk control frameworks to remain resilient, accountable and regulatory aligned (John Bandler, 2024; Taherdoost, 2022; Cybersecurity, 2018).
[bookmark: _Toc213797724]ISO/IEC 27001 and the ISO 27000 Family
The most widely used security management standard globally in the establishment of an Information Security Management System (ISMS) is ISO/IEC 27001 (ISO, 2022). It offers a structured and auditable governance requirements, risk assessment, and control implementation over people, processes, and technology. Several researches (Apriany and Wibowo, 2024; Suorsa and Helo, 2024; Mishra, 2015) confirm that ISO 27001 contributes to the maturity of organisations by implementing asset identification, policy development, risk assessment, and continuous improvement (Plan-Do-Check-Act cycle (Figure 1)) (GCC, 2025). This norm especially works well in the contexts when data confidentiality and protection of intellectual property are paramount- directly applicable in NG, as the formulas of proprietary wellness products and digital content are valued highly.
[image: ]
[bookmark: _Toc213682565]Figure 1: PDCA Cyvle
Source: (GCC, 2025)
The wider ISO 27000 family (e.g., ISO 27002-security controls; ISO 27005-risk management; ISO 27701-privacy governance) allows organisations to combine operational controls with privacy controls, including GDPR (Apriany and Wibowo, 2024; Nicho, 2018). Researchers (Apriany and Wibowo, 2024; Suorsa and Helo, 2024; Kitsios, Chatzidimitriou and Kamariotou, 2023; Disterer, 2013)believe that ISO 27005 is particularly effective in the dynamic cloud or wireless infrastructure because of its systematic method of risk identification caused by decentralised endpoints.
[bookmark: _Toc213797725]ITIL (Information Technology Infrastructure Library)
Whereas ISO 27001 is oriented in terms of security governance, ITIL is oriented in terms of IT service management alignment to organisational objectives (Esteves and Alves, 2013). ITIL integrates security into the service lifecycle, facilitating standardisation, change management and incident management. Research (Mulyani, Gaol and Matsuo, 2023; Esteves and Alves, 2013) indicated that organisations that embrace ITIL minimise misconfigurations and enhance accountability since responsibility and change processes are well-defined. In the case of NG, where security is a priority, but all is chaotic, ITIL facilitates operational discipline, to ensure that cloud configurations, access permissions, and network amendments are approved and documented.
[bookmark: _Toc213797726]NIST Cybersecurity Framework
[image: 5 functions of NIST Cybersecurity (CSF) Framework | KANINI]
[bookmark: _Toc213682566]Figure 2: NIST Cybersecurity Framework
Source: (Smith, 2023)
The NIST CSF includes five functions Identify, Protect, Detect, Respond, Recover (Figure 2). It is continuously pointed out in the literature that NIST is best suited to an environment where there are distributed systems and where wireless dependence is high since it is threat-based and adaptable. Organisations using BYOD or hybrid cloud architectures are subject to better detection and recovery coverage by NIST, which ISO 27001 is relatively less prescriptive. NIST is established by researchers as continuous defence in action, supporting the structured governance of ISO.
[bookmark: _Toc213797727]Control Objectives for Information and Related Technologies (COBIT)
COBIT is enterprise-wide, which means IT governance allows executive-level decision making and performance measurements (Hajela, 2025). COBIT would work in organisations where alignment between cybersecurity initiatives and business KPIs is needed. In the case of NG in the global environment, with stakeholder pressure, the COBIT offers board-level control over the return-on-investment, compliance as well as the risk appetite (De Haes, Van Grembergen and Debreceny, 2013).
[bookmark: _Toc213682561]Table 1: Comparative Insight
	Framework
	Strength
	Limitation
	Suitability to NG

	ISO 27001
	Governance, risk management, policy structure (Disterer, 2013)
	Time/resource intensive implementation
	Strongly aligns with need for formal security policies and IP protection

	NIST CSF
	Flexible, threat-driven monitoring (Smith, 2023)
	Requires maturity to operationalise
	Ideal for wireless, cloud, and BYOD detection/response needs

	ITIL
	Improves operational discipline and change control (Esteves and Alves, 2013)
	Not security-specific
	Supports service governance and structured IT processes

	COBIT
	Business alignment and executive oversight (Anand, 2012)
	Less technical control detail
	Ensures cyber strategy aligns with board priorities


In the case of NG, the integration of ISO 27001 (governance + ISMS), ITIL (process discipline) and NIST (threat-based response) develops a robust security posture that balances policy, control and flexibility.
[bookmark: _Toc213797728]Methodology
The approach taken in this report is aimed at leaving the theoretical aircraft of exploration and provide an effective, customized security solution to NatureGreen (NG). It is designed into four successive stages and combines academic research, critical assessment, and scenario-based architectural design. This is consistent with Level 7 expectations that demand a systematic level of understanding, critical judgment and application of knowledge to complex real-life contexts.
[bookmark: _Toc213797729]Phase 1: Systematic Literature Review
To find security frameworks and governance models that would suit the business requirements of NG, i.e., ISO/IEC 27001, NIST Cybersecurity Framework, ITIL, and COBIT, a focused literature review was carried out (Mulyani, Gaol and Matsuo, 2023; Joshi and Singh, 2017; De Haes, Van Grembergen and Debreceny, 2013; Disterer, 2013; Esteves and Alves, 2013). The search strategy was targeted at peer-reviewed scholarly journals, conference papers, and reputable cybersecurity standards organizations. Only sources less than five years old were included when they were deemed to be seminal to the definition of the origin or conceptual basis of a framework.
[bookmark: _Toc213797730]Inclusion criteria
· Should be associated with security governance, risk management, organisational cybersecurity, or regulatory compliance.
· Should review application to cloud or wireless network platforms- directly applicable to NG 95% wireless infrastructure.
[bookmark: _Toc213797731]Exclusion criteria
· Blogs, Wikipedia, or opinion pieces that lack a research foundation, and follow the assignment requirement of using credible scholarly sources.
[bookmark: _Toc213797732]Phase 2: Framework Analysis and Critical Evaluation.
The analysis of each framework was performed in terms of:
· Key purpose and scope (governance, technical controls, compliance)
· Academic critique strengths and weaknesses.
· Applicability to the environment of the operation of NG in reality.
A comparison matrix has been created in order to compare which framework or a combination offers the most risk reduction and organisational fit. Three questions were used to critically evaluate it:
1. Is this framework effective in enhancing the intellectual property protection of NG?
2. Is it capable of managing BYOD, wireless and cloud-centric access safely?
3. Is it possible to audit controls and associate them with compliance/legal obligations?
[bookmark: _Toc213797733]Phase 3: Scenario-Based Design of NG’s Security Architecture
The results of the comparative analysis were then applied to develop a customised governance and security architecture of NG. The proposed solution incorporates:
· Information security governance and information systems management structure (ISO/IEC 27001).
· ITIL security-aligned service management process,
· NIST CSF of operational detection, response and recovery.
Assumptions— NG is ready to invest in technology and that the staff will receive new policies in the company were recorded and explicitly mentioned to support the design feasibility.
[bookmark: _Toc213797734]Phase 4: Validation Through Critical Discussion
The designed strategy was compared to:
· Current cyber threat trends,
· Regulatory changes (e.g., GDPR, laws on data sovereignty),
· Academic arguments advocating continuous evolution of standards.
This phase will make sure the recommendations are not merely fixed in time but will be dynamic, as there is need in the assignment to be critical on why frameworks and regulations should change. 
The methodology hence guarantees that the final security strategy is research-based, critically grounded, and architecturally relevant to the real-world complexities of the operational context of NG.

[bookmark: _Toc213797735]Results
According to the critical analysis of ISO 27001, NIST CSF, ITIL, and COBIT, a hybrid, organisation-related security architecture has been developed at Naturegreen (NG). The design solves the main obstacles of NG: excessive wireless dependency (95%), cloud dependency, BYOD pressure, and absence of security governance by integrating formal (ISO 27001), operational (ITIL) and threat detection/response (NIST CSF). This is in direct response to the fact that the assessment task has mandated: design your own approach to meet the need of the company information system security, governance and compliance.
[bookmark: _Toc213797736]Security Governance Model (ISMS aligned to ISO 27001) 
The suggested model of governance creates a formal Information Security Management System (ISMS) in order to change NG state to a state of governance, rather than disorder (Table 2). Major principles of governance were: 
· Board level security accountability;
· Clear policy ownership;
· Continuous risk management;
· Auditable compliance.
[bookmark: _Toc213682562]Table 2: Roles and Responsibilities within NatureGreen’s Proposed ISMS Governance Structure
	Function / Role
	Accountability
	Key Responsibilities
	Framework Alignment

	Board of Directors
	Strategic ownership
	Approves security budget, risk appetite, signs off ISMS
	COBIT – governance of enterprise IT

	Chief Information Security Officer (CISO)
	Execution & leadership
	Implements ISO 27001 controls, leads risk mgmt., compliance reporting
	ISO 27001 (A.5–A.10)

	IT / Cloud Security Team
	Technical implementation
	Deploys firewalls, IDPS, EDR, cloud access controls
	NIST – Protect / Detect

	Data Protection Officer (DPO)
	Legal & regulatory
	GDPR compliance, DPIAs, breach notification
	ISO 27701 / GDPR

	All employees
	Operational adherence
	Acceptable use, reporting incidents, BYOD compliance
	ISO 27001 (A.7 User awareness)


This structure brings in traceability and accountability, and measurable compliance performance, which are non-existent at NG today.
[bookmark: _Toc213797737]Security Policies to Address the Current “Policy Vacuum”
A set of core policies that are mandatory and the first deliverable of the ISMS ate given in Table 3 below.
[bookmark: _Toc213682563]Table 3: Core Information Security Policies and Associated Critical Controls Implemented for NatureGreen
	Policy
	Purpose
	Critical Controls

	BYOD & Mobile Device Security Policy
	Allow secure customer and staff device access
	Mandatory MFA, encryption, remote wipe, network segmentation

	Cloud Security & Data Sovereignty Policy
	Protect data hosted on SaaS, PaaS, IaaS
	SLA security clauses, shared responsibility model, CASB

	Wireless Network Security Policy
	Reduce wireless attack surface (95% wireless use)
	WPA3-Enterprise, 802.1X authentication, rogue AP detection

	Data Classification & Handling Policy
	Protect billion-dollar IP & personal data
	Classify data → restrict access → log movement (DLP systems)


These policies eliminate confusion and provide a consistent behaviour of the staff, vendors, and remote users.
[bookmark: _Toc213797738]Risk Management Program (ISO 27005 + COBIT).
An endless risk management cycle will be presented:
· Step 1: Asset identification (IP, customer databases, R&D data).
· Step 2: Find threats (malware, insider threat, rogue Wi-Fi, credential theft).
· Step 3: Evaluate Impact / probability - risk register.
· Step 4: Address risk (avoid, mitigate, transfer and accept).
Sample extract of the risk register of NG at its inception (Table 4):
[bookmark: _Toc213682564]Table 4: Sample Extract from NatureGreen’s Initial Risk Register with Recommended Controls.
	Asset
	Threat
	Risk Level
	Control Recommendation

	Proprietary product formulations
	IP theft via compromised BYOD
	High
	DLP + remote wipe + encryption

	Wireless network
	Rogue AP or MITM attack
	Critical
	WPA3-Enterprise + 802.1X

	Customer data in cloud platforms
	Misconfigured cloud storage
	High
	CASB + mandatory cloud configuration baselines


[bookmark: _Toc213797739]Technical Protection Architecture 
[image: ] Protection mechanisms implemented (Figure 3):
· Identity & Access Management (IAM): MFA, least-privilege, regular access audit.
· CASB + DLP: Stops intellectual property being taken out.
· EDR/IDPS: Suspicious behaviour and automated containment.
· BYOD on isolated VLAN Zero Trust network segmentation
Contingency planning
· RTO/RPO defined Disaster Recovery plan.
· Training on response to incidents every quarter.
[bookmark: _Toc213797740]Continuous Compliance & Audit 
· Internal audits by ISO are performed once every 6 months.
· Impact assessment of data privacy (DPIA).
· KPI to board (COBIT alignment)
Security is not a one time project but a continuous process which is guaranteed by these checks.
[bookmark: _Toc213797741]Discussion
The security plan prepared to NatureGreen (NG) shows how integrating ISO 27001, NIST CSF, COBIT and ITIL will result in the development of a mature, controlled, and continuously improving security posture. This section is aimed at critically assessing the reasons why the proposed approach is effective in the case of NG and why changing regulations and standards are necessary in response to the final assignment requirement.
Why the proposed approach resolves NG’s current weaknesses[bookmark: _Toc213682567]Figure 3: Technical Protection Architecture
(NIST: Protect → Detect → Respond → Recover)

NG is currently without a security policy, a governance structure, and a defined accountability even though it is running a 95% wireless network and a global cloud access. This type of environment enhances the area of attack, elevates the possibility of attack, and lowers the preparedness against regulations. With implementation of ISO 27001 as a governance foundation:
· roles are delegated,
· controls are mapped to risks,
· security is made measurable and auditable.
The required documentation provided in ISO 27001 ( Statement of Applicability, risk register, control evidence logs) makes sure that NG ceases ad-hoc security and transforms it into governance that can be traced and seen by the board.
NIST CSF is a complement to ISO because it is based on operational reality, identifying threats, responding, and recovering quickly. Realtime detection and response is necessary in BYOD + cloud + wireless environment where the NG has no control over all the devices. ITIL thereafter makes all security measures coincide to a formalised procedure (e.g., control over changes, incident management), to avoid misconfigurations, which is one of the most common causes of cloud data breaches in the world.
Therefore, it is the combined approach that is effective not due to the addition of new tools, but rather due to the lack of ambiguity and the decentralisation problem, which is the cause of the current disarray in NG.
[bookmark: _Toc213797743]Critical Evaluation
The concept of cybersecurity is a moving target to organisations. Unless NG implements security controls repeatedly and continuously, its ISMS is soon going to become outdated. There are three crucial motivators that warrant such sustained transformation:
[bookmark: _Toc213797744]Threat evolution outpaces traditional controls 
Attackers are constantly inventive- they use AI-based phishing, zero-day attacks, and stealing credentials malware. Especially wireless networks and BYOD devices are susceptible to:
· rogue access points,
· session hijacking,
· device-side malware.
Dynamic threats cannot be dealt with using the methods of static policies. Thus, the standards such as ISO 27001 need constant improvement (PDCA cycle) in order to provide the controls to develop with the risk.
[bookmark: _Toc213797745]Regulatory and legal changes 
Data protection laws (GDPR, UK Data Protection Act, data sovereignty laws) introduce new obligations: 
· explicit consent,
· mandatory breach reporting,
· right to erasure.
Even a change in law can instantly transform a process that was once considered to be on the side of the law into a legal liability. Failure by NG to do so might incur monetary fines, a tarnished image, and even the loss of a clientele.
[bookmark: _Toc213797746]Business transformation drives new risks
BYOD is being made by NG due to the demand of the staff and customers, yet BYOD increases endpoints and ambiguity in data ownership. This constant regulation is such that there is a consistent governance with the changing models of operation.
[bookmark: _Toc213797747]Strategic benefit of continuous security updates
	Without evolving standards
	With continuous regulatory alignment

	Controls become outdated
	Controls adapt to emerging threats

	Reactive incident handling
	Proactive security and preparedness

	Legal non-compliance risk
	Demonstrated governance and accountability

	Security seen as cost
	Security becomes an enabler of trust


Competitive advantage turns into a strategic differentiator, not technical baggage, as it continues to be updated.
[bookmark: _Toc213797748]Conclusion 
NatureGreen (NG) exists in a high-risk digital environment where cloud-based services delivery, 95% wireless network, worldwide customer interaction, and increasing pressure to implement the Bring Your Own Device (BYOD) are the new features. Though information security is a given priority, NG has not had formal governance, accountability and defined decision making in the past. Through the systematic report, the gap in this report was filled by investigating well-known models, such as ISO 27001, NIST CSF, ITIL, and COBIT and critically applying them to the scenario of NG, which is based on the assessment need of developing a custom information security, governance, and compliance framework.
The suggested solution proposes an Information Security Management System (ISMS) based on ISO 27001 which stipulates roles, policies and documentation to hold accountability and compliance with regulatory requirements. ITIL helps in maintaining operational discipline, which has the benefit of enabling a secure configuration and controlled change process, whereas the NIST CSF improves the ability of NG to identify, respond, and recover in case of security threats. COBIT guarantees leadership involvement by ensuring that cybersecurity decisions are related to business performance and risk appetite. These structures combine to establish a made-up governance and control environment.
Core outputs include:
· BYOD, wireless security, cloud security and data-handling policies;
· a risk management programme (continuous) (ISO 27005);
· protection tools such as MFA, DLP, CASB, and Zero Trust segmentation;
· a compliance monitoring process, and internal audit.
Lastly, the report highlights that cybersecurity and data protection is not a fixed phenomenon. Due to the changing threats, technologies and regulations, the policies, controls and governance structures of NG have to change. The concept of continuous improvement is not an option but a strategy. With the implementation of the suggested framework, NG will move away the fragmented, reactive security framework to a regulable, auditable, and robust cybersecurity stance that can protect its multi-billion-dollar intellectual property and keep its customers loyal.
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