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· All of the stages of the information characteristics were compromised, the confidentiality stages was compromised because of the information of patients that was taken during the transmissions. Integrity was compromised because of the data becoming, exposed and taken in ransom, and the availability of this information being compromised due to the possibility of the data no longer being accessible because of any ransom demands.

· The information states can all be considered as compromised also because of the storage stage being local databases without backups, the processing of the information was outdated and not secure and the transmissions of the data was unencrypted meaning all these stages were compromised.

· The security countermeasures were none successful, and one could argue non-existent. The policy even though present was mistreated as an IT issue and never enforced correctly due to the responsibility of the tasks given to non-executive employee rather than correct management. The education of the employees responsible did not have the training to prevent such attack and the technology out of date meaning again all the measures were ineffective and unable to prevent this.
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· Even though the IT department requested funding in updating servers the responsible governance employees rejecting this request meant the management employees were using ineffective equipment to prevent an attack, furthermore the management not being trained in the relevant policies meant they did not know the correct or recommended methods to prevent attacks. The governance level within the business also incorrectly sourced the cybersecurity responsibilities to one department instead of the business as a whole.

· As mentioned above the InfoSec manager had no training in the policies needed to be in a capacity to prevent this attack which stacked the issues onto the IT department. The management rejecting funding increases made matters worse for the IT department because they could not upgrade.
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Planning – The InfoSec planning management which was not existent needs to be discussed and put in place straight away.
Policy – Firstly the employees need training is all guidelines in data security because if the management is not trained then clearly the rest of the business is not. 
Programs – Further funding is needed to ensure the programs within the business is up to date and in place to prevent further attacks, this particular attack did not need any physical prevention however this should also be considered in case of other attacks.
Protection – A full risk assessment will be needed to ensure all over security measures are in force and comply. 
People – As stated above full training in numerous areas is needed for all the business, especially management to ensure policies are followed.
Project management – Bringing in a specific employee to be responsible for managing these aspects would be a good idea allowing the process to be enforced.
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Incident Scenario: MedData Solutions Breach

MedData Solutions, a healthcare analytics firm, suffered a major
ransomware and data exfiltration attack. An attacker leveraged an
unpatched zero-daﬁ/ vulnerability in an outdated legacy server
(technological obsolescence) storing customer health records.

® The Incident: The attacker encrypted local databases (impactin
data in storage) and exfiltrated raw patient data sent over interna
unencrypted channels (impacting data in transmission).

© Organisational Friction: Prior to the attack, the IT department had
requested funding to upgrade the legacy server, but non-technical
executive management rejected the budget request Meanwhile,
the InfoSec manager had no formal Enterprise Information
Security Policy (EISP) or employee awareness training program
(SETA) in place. The board of directors treated cybersecurity
solely as an IT technical problem rather than an enterprise
governance responsibility.
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Task 1: CNSS Model (McCumber Cube)
Analysis

® Map the breach across the three dimensions of the
CNSS Model:

® |dentify  which Information  Characteristics
(Confidentiality, Integrity, Availability)  were
compromised and at which stage.

® |dentify the Information States (Storage,
Processing, Transmission) involved.

® |dentify which Security Countermeasures (Policy,
Education, Technology) failed or were missing,
explaining how their absence enabled the breach.
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Task 2: Governance vs. Management &
Communities of Interest

® Analyze the breakdown between Governance
(board/executive level) and Management
(operational level).

® Discuss how misaligned priorities among the Three
Communities of Interest (InfoSec, IT, and Non-
technical management) contributed to this failure.




image4.png
Task 3: Strategic Remediation via the "6
Ps"

® Propose a high-level strategic remediation roadmap
applying all elements of the Six Ps of Information
Security Management (Planning, Policy, Programs,
Protection, People, Project Management).




