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Vulnerability assessment is an examination of the ability of a system or application, including current security procedures and controls, to withstand an assault. Vulnerability research is the process of discovering vulnerabilities and design flaws that leave an OS and its applications open to attack or misuse.

As a professional ethical hacker or pen tester, your first step is to search for vulnerabilities in the target system or network using vulnerability scoring systems and databases. Vulnerability research provides awareness of advanced techniques to identify flaws or loopholes in the software that could be exploited. Using this information, you can use various tricks and techniques to launch attacks on the target system.




Task 1: Perform Vulnerability Research in Common Weakness Enumeration (CWE)

Lab Objectives 
· Perform vulnerability research in Common Weakness Enumeration (CWE)

Lab Environment 
To carry out this lab, you need: 
· Windows 11 virtual machine 
· Web browsers with an Internet connection 
· Administrator privileges to run the tools

Overview of Vulnerabilities in Vulnerability Scoring Systems and Databases
Vulnerability databases collect and maintain information about various vulnerabilities present in the information systems
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Lab Analysis 
Analyze and document the results of this lab exercise.
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navigation through complex systems, enhancing efficiency and precision in vulnerability analysis. By integrating ShellGPT, you can gain a powerful ally in their quest to safeguard digital ecosystems, leveraging AI's capabilities to uncover and address security risks with unparalleled speed and accuracy. 
Here, we will use ShellGPT to discover potential vulnerabilities in the target. The commands generated by ShellGPT may vary depending on the prompt used and the tools available on the machine. Due to these variables, the output generated by ShellGPT might differ from what is shown in the screenshots. These differences arise from the dynamic nature of the AI's processing and the diverse environments in which it operates. As a result, you may observe differences in command syntax, execution, and results while performing this lab task. 
1. Turn on Windows Server 2019 virtual machine. 
2. Turn on the Parrot Security virtual machine and login using attacker/toor. 
3. Before starting this lab, follow the steps to integrate ShellGPT provided in previous labs, Setup → Integrate ShellGPT in Parrot Security Machine.
4. After incorporating the ShellGPT API in Parrot Security machine, in the terminal window, run sgpt --chat nikto --shell “Launch nikto to execute a scan against the URL www.certifiedhacker.com to identify potential vulnerabilities.” to launch Nikto scan on the target website.
Note: In the prompt, type E and press Enter to execute the command.
5. Scan result appears displaying the discovered vulnerabilities in the target website (here, www.certifiedhacker.com), as shown in the screenshot.
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Lab Analysis 
Analyze and document the results of this lab exercise.
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Common Weakness Enumeration (CWE) is a category system for software vulnerabilities and
‘weaknesses. It has numerous categories of weaknesses that means that CWE can be effectively
employed by the community as a baseline for weakness. identification, mitigation, and
prevention efforts. Further, CWE has an advanced search technique with which you can search
and view the weaknesses based on research concepts, development concepts, and
architectural concepts.

Here, we will use CWE to view the latest underlying system vulnerabilities.

1. Tum on the Windows 11 virtual machine, click CtrisAltsDelete and login with
‘Admin/Pas$word.
Note: Networks screen appears, click Yes to allow your PC to be discoverable by other
PCs and devices on the network.

2. Launch any web browser, and go to https://cwe.mitre.org/ website (here, we are using
Mozila Firefox).
Note: If the Default Browser pop-up window appears, uncheck the Always perform this
check when starting Firefox checkbox and click the Not now button.

Note: If a New in Firefox: Content Blocking pop-up window appears, follow the step
and click start browsing to inish viewing the information.
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3. CWE website appears. Navigate to Search tab, in the Google Custom Search under CWE
List Quick Access section and search for SMB in the search feld.

Note: Here, we are searching for the vulnerabilities of the running services that were

found in the target systems in previous module labs
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4. The search results appear, scroll-down to view the underlying vulnerabilities in the

target service (here, SMB). You can click any link to view detailed information on the
wuinerabilty.

Note: The search results might differ when you perform this task
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5. Now, click any link (here, CWE-284) to view detailed information about the vulnerabiliy.
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6. similarly, you can click on other vulnerabilties and view detailed information.

7. Now, navigate to the CWE List tab. CWE List Version will be displayed. Scroll down, and
under the External Mappings section, select CWE Top 25 (2023).

Note: The result might differ when you perform this task.
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8. A webpage appears, displaying CWE VIEW: Weaknesses in the 2023 CWE Top 25 Most

Dangerous Software Weaknesses. Scroll down and view a list of Weaknesses in the

2023 CWE Top 25 Most Dangerous Software Weaknesses under the Relationships

section. You can check each weakness to view detailed information on it
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Note: This information can be used to exploit the vulnerabilties in the software and
further launch attacks.

Note: The result showing publishing year might differ when you perform this task.
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. Similarly, you can go back to the CWE website and explore other options, as well.

10, Attacker can find vulnerabilities on the services running on the target systems and
further exploit them to launch attacks.

11. This concludes the demonstration of checking vulnerabilities in the Common Weakness
Enumeration (CWE).

12. Close all open windows and document all the acquired information.
13. Turn off Windows 11 virtual machine.
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Perform Vulnerability Analysis using AL

Vulnerabilty onolysis utlcing Al involves employing machine learning olgorithms and
techniques to systematicall identiy, assess, and priortze weaknesses and potential threats
within a system or network infrostructure.

Lab Scenario

As a professional ethical hacker, you must acknowledge the limitations of conventional
approaches in revealing all potential vuinerabilties. Therefore, you will utilze Al-driven
ulnerability analysis tools to identify security weaknesses in a simulated network environment.

Lab Objectives
= Perform wulnerabilty analyss using ShellGPT
Lab Environment
To carry out this lab, you need:
+ Paro Securityvitual machine
= Web browsers with an Internet connection
« Administrator privileges to ru the tools
Lab Duration
Time: 15 Minutes
Overview of Vulnerability Analysis using AT

‘Vulnerability Analysis with Al employs advanced algorithms to unearth hidden security flaws in
networks. Al-driven tools extract comprehensive data, prioritze risks, and fortify defenses,
empowering ethical hackers to anticipate and mitigate emerging threats effectively. This
approach enhances cybersecurity readiness by leveraging Al' precision and adaptabiliy.

Lab Tasks
Task § Perform Vulnerability Analysis using ShellGPT

ShellGPT swiftly interprets and executes commands, conducting scans, identifying weaknesses,
and suggesting mitigation strategies in real-time. s adaptive nature faciltates dynamic
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in the terminal, run sgpt ~chat vuin --shell “Perform vulnerability scan on target url
ttp/ www.moviescope.com with Nma” command to perform vulnerabilty scan on

target website. The result appears displaying open ports and services running on the
twebsite.

Run sgpt —chat vuln -shell “Perform a vulnerability scan on target url
hitp://testphp.vulnweb.com with skipfish” to scan the target URL using skipfish tool.

Note: f a prompt appears, enter any key to continue the scanning process
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8. The skipfish begins scanning the target url. After the successful completion of the scan,
report is saved at the /tmp/skipfish_scan_output/ location, named as index.html.
Navigate to the location, right-click on index.html and open with Firefox ESR Web
Browser, as shown i the screenshot.

Note: The location of scan report might differ. You can view the location i the skipfish
command generated by ShellGPT.

9. Firefox browser window appears displaying the complete scan report, as shown in the
screenshot.

skipfish

Cravd results - click to expand;

[Document type overview - lick to expand.

e type overview - lick to expand:

M gy x5t

10. Apart from the aforementioned commands, you can further explore aditional options
within the ShellGPT tool and utiize various other tools to conduct wulnerability
assessments on the target.

11. This concludes the demonstration of performing vulnerability assessment on the target
system using ShellGPT. Close all open windows and document all the acquired
information. Turn off the Parrot Security and Windows Server 2019 virtual machines.
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