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1.1 The task began by downloading and installing the latest version of Oracle VM Virtual Box. After successfully downloading the file, the wizard setup was used to install the software in D://Program Files/Oracle/VirtualBox folder. The process is set out in figures 1 and 2. 


Figure 1
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Figure 2
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1.2 The next part of the exercise was to configure and create Server 1 and Client 1 respectively. These processes were completed by following the steps necessary to execute such task. The screenshots relating to the installation and configuration of Server 1 are set out in  figure 3 and 4. 

Figure 3 (installing Windows Server 2019):
[image: ]

Figure 4 (Server 1 Properties):
[image: ]




1.3 The  process was then repeated for the configuration and creation of client 1. There were a few small differences during the process, such as Windows 10 was selected in place of Windows Server 2019 for obvious reasons. See figure 5 and 6. 

Figure 5 (Installing Windows 10):
[image: ]

Figure 6 (Client 1 properties):
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1.4 In normal circumstances, the whole process of configuring and installing a virtual machine would have to be repeated for Server 2 and Client 2. However, it was possible to use ‘clone’ feature in the VirtualBox software to greatly speed up the configuration and installation of Server 2 and Client 2, which concluded  Task 1.
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2.1 This task was initiated by adding a second network adapter for Server 1 and 2. This was achieved by going into Settings – Network – Adapter. The second adapters were added by attaching them to the internal network. These adapters were then renamed and the options were saved. Subsequently, the IP addresses were configured and the adapters were further renamed. (Figures 7, 8 and 9).


Figure 7(Adapter 1 settings):
[image: ]

Figure 8(Adapter 2 settings):
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Figure 9(IP addresses and names of the internal networks):
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2.2 A similar procedure to that set out in paragraph 2.1 was followed to rename and configure the internal network for Client 1.  The Client 1 virtual machine did not need two internal network adapters as is shown in Figures 10 and 11. 

Figure 10(Client 1 – Adapter settings):
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Figure 11(IP Address and name of the internal network):
[image: ]

2.3 The next part of the exercise was to repeat the processes referred to in paragraphs 2.1 and 2.2 for Server 2 and Client 2. The documentation outlining this action is set out in figures 12 and 13. 

Figure 12(Server 2 – Adapter settings):
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Figure 13(IP addresses and names of the internal networks):
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2.4 The final action of Task 2 was to disable Windows Firewall protecting the four Virtual Machines so that ICMP requests could be executed. Subsequently, the network configuration on the virtual machines was tested by sending a ping request from Client 1 to Server 1, and from Client 2 to Server 2. The procedures followed during this part of the exercise are outlined in figures 14-19.
Figure 14 (Client 1 – Firewall settings):
[image: ]

Figure 15(Client 2 – Firewall settings):
[image: ]
Figure 16(Server 1 – Firewall settings):
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Figure 17(Server 2 – Firewall settings):
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Figure 18(Ping – Client 1 to Server 1):
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Figure 19(Ping – Client 2 to Server 2):
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3 a) Describe the main differences between Type 1 and Type 2 Hypervisors.  Identify benefits and drawbacks of both and provide some example Vendors. 

Both Type 1 and Type 2 hypervisors share a common goal which is to optimise the use of computing resources. The Type 1 hypervisor operates directly on the bare metal physical server and its underlying hardware. Whereas the Type 2 version is installed within the host operating system. In short, this means Type 1 hypervisors achieve hardware virtualisation; whereas T2 versions operate on OS virtualisation [1]. To manage the Type 1 version it is necessary to use a separate management console to action various activities, such as instance creation and migration [2]. The management console can either be web based, or a piece of software that the user incorporates in a machine located locally [3]. In practice, Type 1 hypervisors usually call for some external management if their full specifications are to be utilised [4]. On the other hand, Type 2 hypervisors require no management console and are therefore much easier to run [2].

The wider specifications available on Type 1 hypervisors have advantages which cannot be found on the Type 2 versions. The RAM available in a server is a finite resource and needs to be distributed efficiently between the various VM’s. Type 1, hypervisors can in real time dynamically adjust the amount of RAM allocated to separate VM’s so that optimum use is made of the available RAM [5]. On the other hand, Type 2 hypervisors do not have a dynamic RAM allocation capability and therefore great care needs to be taken when distributing RAM across VM’s.

T1 hypervisors perform at faster speeds as they have a direct relationship with the hardware. In contrast, the T2 hypervisors experience higher latency because the communications between the hypervisor and the hardware has to traverse the OS [6]. The direct relationship between T1 hypervisors and the hardware also provides an increased level of security for the VM’s created by this means. The greater level of security is achieved as the flaws and vulnerabilities associated with operating systems do not usually affect Type 1 hypervisors. Consequently, each VM created by a Type 1 hypervisor is isolated from the others and this protects them from malicious attack via the OS [7]. This is not to say that T1 hypervisors and their VM’s are immune from attack, for as Boyork argues an effective attack on the T1 hypervisor could compromise every VM operating on the hypervisor [8]. The argument is that T1 hypervisors are relatively more secure than T2 versions [8]. Another difference between the two types of hypervisors is financial cost as Type 1 versions are appreciably more expensive than Type 2 models. In short, the increased performance and higher security levels of Type 1 hypervisors make them the more attractive option for large and medium sized enterprises, who can afford the higher prices for this enhanced product. On the other hand, a T2 model is likely to meet the requirements of most personal consumers and some small business who have lesser workloads and do not operate very large servers. T2 models also have the advantage that their simple to manage and are useful for testing purposes [2].

T1 vendors include: VMware with ESXi [3]; Microsoft Hyper-V [3]; Citrix Xen Server; KVM [3] and Oracle VM [3]. T2 vendors include: Oracle Virtual Box [3]; VMware Workstation Pro [3]; Microsoft Windows Virtual PC [7]; and Oracle Solaris Zones [7].





3 b) What is the significance of the subnet mask in IPv4 addressing? 
Essentially, a subnet mask is a sequence of numbers that divides the IP address into host and network addresses [9]. So, the subnet mask effectively defines which part of the IP address is assigned to the network and which part is allied to a host device. Subnet masking has many benefits including: enabling network engineers to logically subdivide a network into a number of smaller and more manageable subnetworks [10]; improving network performance and speed; reducing network congestion by more efficient routing; ensuring that subnet traffic does not leave the subnet if the receiving device is within it; improving security by limiting an attack on the network by confining it to that part which has been compromised; controlling the growth of the network by determining the appropriate number of hosts for each subnet network [11]; facilitating administrative troubleshooting by narrowing the area of investigation [10]. Subnetting can also reduce the demand for IP addresses on the internet.








3 c) Cloud computing has revolutionised the way that enterprise networks are hosted.  Describe the use of cloud computing including its benefits and drawbacks and identify example vendors within the industry. 


The cloud has three principal service models known as: Infrastructure-as-a Service (IaaS), Software-as-a Service (SaaS), and Platform-as-a- Service (PaaS).
Some businesses may benefit from IaaS as it avoids them having to invest in expensive IT hardware, and the cloud provider will undertake all the maintenance. The IaaS package is scalable, which can be a major advantage to a fast growing business. The scalability option may also benefit a company that is downsizing its business. Essentially, a company only pays for its actual usage of the Cloud. A business will, however, have to undertake a cost benefit analysis to determine whether an IaaS. SaaS, or PaaS package really would be economically advantageous for it. The cloud is generally considered secure as it deploys the latest security technology, such as sophisticated encryption. However, the fact that many users share server space on public cloud models has raised security concerns, especially in the financial services sector. The Financial Conduct Authority’s guidance to financial institutions has stopped short of fully endorsing the public cloud. Consequently, financial bodies, such as HSBC, make use of the public cloud for non-sensitive banking functions, but in-house mainframes continue to account for most of the bank’s processing [12]. Another possible drawback of the IaaS model is that the cloud provider’s servers may be located in unstable countries that are not approved by UK regulators.

Many companies make use of the SaaS model as it saves them having to purchase, or licence specific software and then install, update and upgrade them on countless pieces of equipment [13]. Another benefit of SaaS is that it is likely to include a good range of customisable app features at competitive prices. The downside is that the features offered may not meet the user’s requirements [14]. Other SaaS packages include state of the art statistical analysis software, which help shape business strategy by providing customer profiles, including their buying habits and interests in specific products [15] and [16]. Disadvantageously, the cloud’s apps may not happily integrate with existing in-house software [17]. The user will need to balance the cost of a SaaS package with that of undertaking the functions in-house using purchased or leased software. Another advantage of cloud software is mobility and the fact that IT functions can be controlled centrally. Increasingly, employees working away from the office need remote access to their company’s data. The cloud provides such connectivity via a virtual environment [18]. Cloud features can facilitate these mobile communications securely [18]. Beneficially, the cloud can also manage BYOD schemes by using mobile management technology to ensure that mobile devices are only accessed by authorised personnel and that the equipment is updated and upgraded as required. It is also possible to centrally wipe data from stollen or lost devices [19] and [20]. Such services reduce the administrative burdens placed on the user company’s administrators.

Businesses wishing to develop custom built or specialised software applications have increasingly made use of PaaS packages. The advantage of PaaS is that developers can easily collaborate on a project, even if they are located in different parts of the world  [21]. Other advantages of this software service include scaling, access to a wide range of development tools designed to reduce coding tasks, and the availability of expert assistance from the PaaS vendor ‘s development team [22] and  [23]. The downside of PaaS is that the performance levels are sometimes affected by the specifications, speed and reliability of the vendor’s software and equipment [22].

For security and disaster recovery reasons, it is recommended [24] that companies deploy a 3-2-1 backup arrangement so that data can be accessed even if some of backup arrangements are compromised. Advantageously, the cloud can serve as one of these backups, particularly as the authorities recommend that at least one backup arrangement should be located away from the company’s premises.

Cloud vendors include: Amazon Web Services; Microsoft Azure; Google Cloud Platform; Adobe; IBM Cloud; phoenixNAP; Oracle Cloud; Kamatera Cloud [25] and [26].














3 d) Give an in-detail description about the different terminologies and its purposes (like (not limited to) Ping, Server Management, Firewall, PAE/NX, OOBE etc) you came across during the Task 1 and Task 2. Compare your list of terminologies in the aspect of their operations/functionality with other Network Operating Systems. (For example: If you select Windows Firewall and describe the operations/functionality of Windows Server 2019 Firewall, you have to compare these features with the operations/functionality of other Network Operating Systems like Linux, Mac) 

Ping:
A ping is a signal sent to a host address that requests a response. It has two primary purposes : Firstly, it ascertains whether the host destination is accessible and properly configured and installed [27] and [28]. Secondly, The ping tool calculates and records the total round trip time of a packet, which is usually measured in milliseconds [29]. The ping command in Windows adopts a 32 bytes message that is sent to the destination host. The recipient adds an 8-byte timestamp to the message and returns it to the sender. The timestamp assists in calculating the round trip delays [28]. Whereas in Linux, the ping command is of 64 bytes in length and the system sends continuous messages and assigns a sequence number to each  [28]. Linux records the number of failed tests. The Linux technology calculates minimum, maximum, and mean round trip times, and standard deviations from the mean [30].

Server Management:
This section summaries some of the essential features of the Windows and Linux server operating systems and their management.

Windows Server OS 2019 services are offered on a subscription basis, although the costs are largely based on usage. This OS offers a wide range of enterprise management software including: active directory, which allows the server to act as a domain controller handling account authentication; DHCP allowing the server to automatically assign IP addresses to all devices on the network; a central file storage system requiring access permissions; a printer server that centrally configures printers and connects them to devices; it routes all workstation updates through the server and configures how they work [31]. Windows Admin Center (WAC) is a new, locally operated, management tool that allows network engineers to manage their Windows Servers with no Azure or cloud dependency [32], [33] and [34].WAC is easy to install and use, complements existing Windows’s management tools, and can be managed from anywhere using a browser. It is possible to augment the Windows OS by linking it to Windows Azure, which offers an extensive menu of IaaS, PaaS and SaaS cloud services, including additional server management facilities [32], [33] and [34].
Linux is a family of free open source server OS, with proprietary variants that charge for technical, maintenance, or cloud services [35]. The range of management tools provided by the free versions are not as comprehensive as the Windows offerings [36]. Nonetheless, free Linux server management tools, such as Cockpit, include: remote management; control of firewalls and various network interfaces; virtual machine and container management; files management; software updating; visibility of various IT components, such as CPU and memory; the creation of RAID devices, and options to install additional free functionality and applications [35]. Open source offerings provide the user with great flexibility and control, particularly as it is possible to customise various codes [37]. Companies, such as Ubuntu, offer a similar range of open source tools, but additionally they sell enterprise grade management support tools and a range of cloud services at various prices [38]. In short, they aim to compete with Windows in the growing cloud market. So, it is possible for the Linux customer to get a wide range of server management tools, but extra services have to be paid for on a subscription basis [38]. It is sometimes asserted that the free versions of Linux are more secure [37], but the reality is that all versions of Linux and Windows have security vulnerabilities. Each enterprise must adopt a strategy to protect their servers [39].


Firewalls:
The Windows Defender Firewall with Advanced Security (WDF) is a stateful host firewall. In its default position, all the WDF profiles are switched on and it allows all outbound connections that do not match a rule, but only permits inbound connections that match rules that are an integral part of the firewall  [40] and [41]. However, WDF allows the user to alter the domain, private and public profiles by switching them off, or by listing new rules [40] and [41]. Fundamentally, the WDF filters programmes seeking to gain access to a system and strives to block potentially harmful ones, but it can also be configured to filter or block unauthorised traffic attempting to flow out of a local device [40] and [41]. These various options optimise a network’s protection by utilising the inputs provided by Windows and the local administrator. Additionally, WDF is compatible with IPSec, which an administrator can use to require authentication from any device that wants to make a connection with another device. IPsec can also be used to require encryption on specific network traffic [40] and [41]. So, WDF reduces the risk of threats, safeguards confidential data and, as it is an integral part of Windows OS, is considered good value for money. However, it’s malware detection rates and other features are not as good as some third party competitors [42].

The Linux firewall shares the same objectives as the WDF, which is to protect internal data from external attack, and to filter or lock the unauthorised flows of internal data. Administrators usually control the Linux firewall using the iptables command line, which can be a demanding process [43]. Consequently there are tools available to simplify the configuration process, such as Firewalld [43]. Essentially, iptables utilises an INPUT chain to control incoming data; the FORWARD chain for routing packets through the system, and the OUTPUT chain for managing packets leaving the system. The iptables process works by matching network traffic to the list of rules in the chains, which results in traffic either being accepted or dropped [44]. More recently, nftables was introduced to overcome scalability and performance issues associated with iptables [44]. In particular, Nftables chains and rules have simpler syntax and deliver greater configuration flexibility [44].
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