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[bookmark: _d8wbjyl4nvs]1. Introduction and Scenario Context
The problem of cybersecurity has become a burning issue for contemporary organizations because cloud computing, working remotely, and electronic health systems have increased the vulnerability to cybercrime to a great extent. Health Plus Analytics (HPA) is a healthcare technology company in the United Kingdom, which processes and analyses sensitive patient data on behalf of hospitals and clinics; therefore, the information security is one of the key aspects of its activities. In the recent past, HPA lost access to its stored patient data using clouds and a ransomware attack, which compromised its analytics servers, and points to the shortcomings of current security mechanisms. These cases subject the organization to regulatory fines according to the UK General Data Protection Regulation and may damage patient trust and the reputation of the organization (Information Commissioner's Office, 2023; Mahendru, 2023). Information breaches within controlled industries lead to significant financial and operational effects as well, which justifies the significance of active security management (Bonderud, 2024). This report aims at creating a holistic data security and governance system that will cover the risks identified and enhance cybersecurity resilience at Health Plus Analytics.
[bookmark: _rlpvv476c5vu]2. Identification of Internal and External Security Threats
Health Plus Analytics is vulnerable to various internal and external cybersecurity threats, which have a direct effect on the confidentiality, integrity, and availability of healthcare data.
[bookmark: _aclhgo2056tl]2.1 Internal Threats
The major causes of internal threats are human and organizational factors. Insider threats can include either ill-minded employees who can abuse their access privileges or staff who can be careless and have unintentional exposure to data due to ineffective security practices (Tan et al., 2025). Lack of multi-factor authentication and the management of passwords which are weakly reinforced raise the chances of having an account compromised especially within cloud setups (Microsoft, 2024). Poor access control and user privileges also increase the risk because they allow employees to access data, they do not need to operate their business, which is not aligned with the concept of least privilege (NIST, 2020). The issue of human error is also considerable because employees are frequently susceptible to phishing and social engineering, through which they can suffer the consequences of trust and ignorance (Tan et al., 2025). Also, personal devices used on the grounds of bring-your-own-device agreements present security vulnerabilities because these devices may not be patched, endpoint-protected, or monitored (Cloud Security Alliance, 2024).
[bookmark: _6rufqmhhsvox]2.2 External Threats
Healthcare organizations are also common victims of ransomware attacks externally thanks to the urgency of their services and data, and the attackers use the operational urgency to impose payment (Mahendru, 2023). Malware and phishing campaigns keep advancing, and they can frequently act as an initial entry point to a more comprehensive network damage (NIST, 2024). The exposure of storage or improperly regulated identities via cloud security misconfigurations are very threatening to shared responsibility environments (Cloud Security Alliance, 2024). Remote access exploitation and data interception during transmission is also unauthorized, and it also poses an additional threat to the integrity of the system and service availability.
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[bookmark: _x404xbnb038f]Figure 1: Overview of Internal and External Security Threats Facing Health Plus Analytics
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[bookmark: _v2bheri82e1]Figure 2: CIA Triad Impact on the Security of Healthcare Data at health Plus Analytics
Together, these risks to confidentiality, integrity, and availability as breaches of data, unauthorized changes, and service interruption, prove the applicability of the CIA triad in evaluating the cybersecurity risk at health Plus Analytics.
[bookmark: _6qsmonhoiqmh]3. Security Policies for health Plus Analytics
The formal security policies are critical in the protection of sensitive healthcare data and in ensuring that security practices are consistent throughout health Plus Analytics. Policies offer some form of order, which stipulates what constitutes good behavior, and assigns responsibility and facilitates adherence to legal and regulatory requirements. The policies eliminate uncertainty and minimize security risks posed by humans within a healthcare context, where the privacy of patient information is paramount (Information Commissioner's Office, 2023; NHS England, 2020).
Health Plus Analytics security policy framework is consistent with the ISO IEC 27001, NIST guidelines, and UK GDPR principles. The ISO/IEC 27001 helps develop a systematic approach to the governance of information security, and this approach should involve continuous identification, management, and review of risks (Kitsios et al., 2023). These are supplemented by NIST frameworks, which offer practical control guidance and the UK GDPR requires appropriate technical and organizational measures to secure personal data (NIST, 2020; Information Commissioner's Office, 2023).
An Access Control and Least Privilege Policy will allow employees to access systems and data only when required to do so to perform their job tasks, minimizing the effects of insider threats and credential compromise (Microsoft, 2024). The Authentication and Password Management Policy require hard passwords and multi-factor authentication to prevent unauthorized access, especially cloud and remote services. A Bring Your Own Device (BYOD) policy establishes security demands of the personal devices, such as registration, encryption, and endpoint protection to mitigate the risk posed by remote and hybrid working platforms (Cloud Security Alliance, 2024).
Data Classification and Handling Policy define patient data by sensitivity and outlines the necessary controls in terms of storage, transmission, and disposal to comply with the GDPR requirements and minimize accidental data exposure (Information Commissioner's Office, 2023). The Incident Response and Reporting Policy define the obvious steps to be taken during the identification, escalation, and response to security incidents to provide quick containment and regulatory reporting where necessary (Kral, 2021). Lastly, a Backup and Disaster Recovery Policy can guarantee the availability and resilience of data against ransomware attacks by performing regular and secure backups and performing a tested recovery procedure (Mahendru, 2023).
All these policies are designed to be practical, enforceable, and integrated into daily operations to ensure a consistent reduction of risk across health Plus Analytics operations.
[bookmark: _4qf9w9m2cxl1]4. Mitigation Measures and Technical Controls
The security controls implemented at health Plus Analytics would address the identified threats with direct layered controls that are both technical and administrative. This defensive-in-depth strategy conforms to the NIST practices and cloud security, where the risks are reduced at people, processes, and technology (NIST, 2020; Cloud Security Alliance, 2024).
All cloud environments and remote access systems are also used under multi-factor authentication to minimize the risk of credential-based attacks and unauthorized access, which upholds Zero Trust values (Microsoft, 2024). Patient data are encrypted when at rest or when in transit, and thus the data that may be intercepted or misused cannot be read or used inappropriately, and it meets the requirements of the UK GDPR (Information Commissioner's Office, 2023). The isolation of critical analytics servers on user networks is performed through network segmentation and firewall controls to restrict the lateral mobility in the case of a compromise (NIST, 2020).
The endpoint protection and anti-malware services are configured in organizational and approved personal computers to identify and prevent malicious code, especially ransomware and phishing bait (Mahendru, 2023). Patch work and vulnerability scanning are performed on a regular basis to fix the identified weaknesses in the software before they are exploited to minimize the attack surface of the organization (NIST, 2024). Offline and immutable storage is used to secure backup solutions so that the data can be recovered in case of a cyber-attack without having to pay a ransom to continue business (Mahendru, 2023).
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[bookmark: _dw56kkjqte1v]Figure 3: Mapping of Security Policies and Controls to Identified Cyber Threats
These technical measures are supplemented by administrative controls such as security awareness training and enforcing policies that address human error reduction and enhance the detection of threats by the presence of staff with a high level of awareness in their behaviors (Burgess, 2025; ENISA, 2019). All these mitigation measures create a holistic security environment that fits the health Plus Analytics operational cloud-based environment that is healthcare-specific.
[bookmark: _khxty1atx9lh]5. Monitoring, Detection, and Incident Response
Healthcare organizations should be continuously monitored because patient data is sensitive and can be targeted in a cyber-attack; therefore, it is necessary to react and respond quickly to such events. Effective monitoring in the framework of health Plus Analytics serves to promptly identify threats, minimize disruption of the work process, and decrease the financial and reputational cost of the security breach (Bonderud, 2024; NHS England, 2020).
Centralized log collection, security information and event management applications, and automated alerts are some of the tools used to achieve network and system monitoring. These tools consolidate the cloud service logs, server logs, endpoint logs, and authentication logs, allowing suspicious operations like abnormal login behaviors or unauthorized attempts to access data to be correlated (NIST, 2020). Logs that are constantly monitored enhance the visibility within the environment and help in meeting the regulatory obligations of accountability (Information Commissioner's Office, 2023).
Incident detection systems are based on predefined security events, anomaly detection, and security events reported by a user. Health Plus Analytics has a well-designed incident response plan in case of an incident, which is based on the best practices (Kral, 2021; NIST, 2024). This will start by detection and identification to establish the nature and extent of the incident. Isolation of affected systems and further spread is then contained. In eradication, malicious code is eliminated, and security holes are closed. Recovery activities are aimed at restoring the systems to normal through secure backups and then returning to normal operations. Lastly, when the incident is over, there is a review of the lessons learned to enhance more controls in the future.
Such a systematic process is depicted in the incident response workflow in the report, which describes a transparent and recurring process of managing security incidents at health Plus Analytics.
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[bookmark: _n2cmhp9384bm]Figure 4: Incident Response Workflow for Security Events at health Plus Analytics
[bookmark: _sko57vjhzmp]6. Staff Training and Security Awareness Program
The employees are instrumental in ensuring cybersecurity since human behavior can usually determine the use of security controls. To minimize the risk of human error, insider threat, and social engineering attack, a culture that is security-conscious is required to be built at health Plus Analytics (Tan et al., 2025; ENISA, 2019). Training programs are integrated into technical controls because staff know what they are expected to do and what to expect.
The security awareness initiative starts with the required induction training for new employees. This training would present organizational security policies, acceptable use requirements, and the basic data protection obligations, which will provide a consistent interpretation at the beginning (NHS England, 2020). Phishing awareness programs are regularly held so that the employees can be familiarized with recognizing and reporting suspicious message flows to add to one of the most prevalent attack vectors in healthcare settings (Tan et al., 2025).
The training on data protection and UK GDPR complements the lawful activities of data handling by data minimization, secure storage and reporting of incidents (Information Commissioner's Office, 2023). Remote workers or employees in hybrid environments are provided with advice on safe remote access and device security and safe usage of the clouds, minimizing the risks of personal and unprotected devices (Cloud Security Alliance, 2024). Learning is reinforced with periodic refresher training and knowledge assessment to determine effectiveness and adjust training to the latest emerging threats (Burgess, 2025).
Integrating security awareness into everyday activities, health Plus Analytics will enhance the level of policy adherence and minimize the use of all-technical controls. The presence of a trained workforce serves as another line of defense and helps answer the threat earlier and reinforce the culture of being proactive and active about security throughout the organization.
[bookmark: _vfsvpuk0mr80]7. Conclusion and Recommendations
Health Plus Analytics is a high-risk healthcare setting that is vulnerable to many cyber threats such as ransomware, cloud misconfigurations, and human error, which have threatened the safety of patient data and service access. This report identified the most significant internal and external threats and presented an advanced security framework that integrates official policies, technical controls, continuous monitoring, and employee training. Conformance to the accepted norms and regulatory directions aids in consistent risk management and adherence to the UK GDPR requirements (Information Commissioner's Office, 2023; NHS England, 2020). The combination of access controls, encryption, incident response planning, and security awareness campaigns enhances resilience for organizations and minimizes the use of reactive measures (NIST, 2024; Kitsios et al., 2023). These will increase the overall security posture of health Plus Analytics, improve regulatory compliance, and mitigate the risk and severity of data breaches and ransomware attacks (Mahendru, 2023; Bonderud, 2024). It is advised to use continuous improvement by conducting frequent security reviews, policy changes, and training evaluations to be effective in the long-term in a volatile threat environment.
[bookmark: _yudpnfpelgez][bookmark: _59dqtrgbg7vj]
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ORGANISATIONAL CONTEXT
AND SECURITY CHALLENGES

HealthPlus Analytics is an organisation handling sensitive
patient information on benalf of hospitals and clinics, and
therefore, cybersecurity must be a major organisational concern.
The growth of the use of cloud services, remote working, and
personal devices has greatly increased the attack surface of the:
organisation. Of late security breaches, such as unauthorised
‘access to data stored in the cloud and a ransomware attack on
analytics servers expose areas of vulnerability with the current
sets of controls. Such incidents endanger patient privacy,
reguiatory compliance s well as organisational reputation. To
overcome these challenges, there is a need to be organized and
proactive in data security and governance.
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COMPREHENDING MARKET TRENDS

HealthPlus Analytics has a complex of intemal and external cybersecurity threats that directly affect its systems and data. Such
internal threats as insider abuse, low-quality authentication, over-access, and phishing and social engineering human error are
‘some of them. Further exposure to personal devices whose security measures are not applied regularly also adds to exposure.
‘Some of the external threats that can be faced by healthcare organisations include ransomware attacks, maiware,
misconfigurations on cloud platforms, malicious remote access, and interception of data during transmission. This threat landscape
is critical in informing the planning of the security controls and mifigation strategies.
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HealthPlus Analytics has direct implications of cyber threats on the confidentiality, integrity and
avallability of healthcare data. Unauthorised access to patient records has the potential to result

IMPACT OF in privacy violations and regulatory punishment due to the confidentiality risks. Sensitive ata are
THREATS ON Vuinerable to attackers, who may alter or corrupt data, threatening the integrity of analytics
CONFIDENTIALITY  output and cinical decison-making. Heaithcare is one of the sectors hat needs avaiabilty, as
INTEGRITY AND ransomware and system failures may interfere with the provision of vital services. The
AVAILABILITY appiication of the CIA Triad will offer an organised method in evaluating and assigning priorities

to cybersecurity threats that are spread throughout the organisation.
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SECURITY POLICIES AND
GOVERNANCE FRAMEWORK

This is because formal security policies would ensure uniform
and enforceable cybersecurity pracices at HealthPlus Analytics
Aligning policies with ISO IEC 27001, NIST guidance, and UK
GDPR principles will ensure that allrisks are addressed
systematically and all regulatory requirements are met. Some of
these policies encompass access control and least privilege,
authentication and password management, bring-your-own-
device (BYOD), data classification and management, incident
response, and data backup and disaster recovery. Combined,
these policies specify the permissible behaviour, elucidate the
responsivilities and facilitate safe management of sensitive
healthcare information throughout the organisation.
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TECHNICAL AND
ADMINISTRATIVE
SECURITY
CONTROLS
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The mitigation efforts at HealthPlus Analytics involve both technical and administrative controls to
prevent identiied threats through a mult-level security strategy. Multi-factor authentication enhances
the control of access to cloud and remote services whereas encryption provides security to the patient

data when resting and on transit Firewall controls and netwwork segmentation are used to restict the
movement of people during security incidents. Having endpoint protection and frequent patch
management would decrease malware and vulnerability exposure. Another way to protect against

ransomware is to have secure and regularly checked backups that could help in case of a ransomware
attack Al these controls enhance the overall security posture of the organisation
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MONITORING DETECTION AND INCIDENT
RESPONSE

Itis critical to continuously monitor to detect and respond timely to cyber-attacks in
HealthPlus Analytics. There is visibiity on the cloud platforms, servers and endpoints
with centralised log monitoring, security information and event management tools and
automated alerts. In the detection of incidents, an organized incident response policy
is adhered to and this includes detection and identification, containment, eradication,
recovery, and post-incident review. Such repetitive workflow allows quick reaction and
reduces the impact on the operational process, as well as helps to maintain security
controls and processes within the continuous scope of improvement
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STAFF TRAINING AND SECURITY
AWARENESS PROGRAM

Employees are criical to ensuring cybersecurity at HealthPlus
Analytics, as human behaviour often drives security levels. The
policy compliance is supported by a structured training and

‘awareness program and minimizes human risks. This program

has security induction training for new employees, frequent
phishing awareness training, data protection and UK GDPR ] I l I '
training, and instructions on safe remote working. Learing

should be enforced by periodic reffesher training and

‘assessment to update content to the emergent threats. Security ! I

‘conscious workforce is an extra defence line.
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KEY RECOMMENDATIONS

Use a unified
security strategy
comprising policies,
technical controls,
monitoring, and
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