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[bookmark: _Toc235789283]1.1 Working title                                                                                                                                                                                                
Shadow Cloud Detector - Design and Development of a Machine Learning-Driven Framework for Real-Time Detection of unsanctioned Cloud Service and Data Exfiltration in Enterprise Networks.
[bookmark: _Toc235789284]1.2 Background and Critical Literature Review
The widespread adoption of cloud services has reshaped enterprise IT infrastructure, yet it has simultaneously introduced a persistent security challenge known as shadow IT - the use of cloud applications without IT department authorisation [1]. Industry experts now acknowledge the use of hundreds of unauthorised apps, from unapproved SaaS platforms and AI technologies to personal cloud storage (Dropbox, Google Drive) [2]. These services frequently circumvent current security regulations, resulting in exploitable weaknesses and significantly raising the risk of data exfiltration [3].
Scholarly methods for identifying Shadow IT have changed significantly, moving from static inventory-based approaches to intelligent, automated ones. The Cloud Access Security Broker (CASB), an intermediary system positioned between customers and cloud providers that uses inline traffic analysis and API integration, is one of the most popular commercial solutions [4]. Despite its efficacy, CASB solutions are unfeasible for small and medium-sized enterprises due to their high cost and complicated infrastructure requirements [5].
In network anomaly detection, machine learning has shown great promise. Kitsune, an ensemble of autoencoders trained on network metadata that can identify anomalies across DNS tunnelling, FTP, HTTP, and cloud storage protocols with minimal false positive rates, was created by Mirsky et al. [6]. Expanding on this, Sommer and Paxson [7] critically analysed the difficulties of using machine learning for network intrusion detection, emphasising the issue of generalising models across various traffic environments — a constraint that is very pertinent to this endeavour.
Another essential component of enterprise security is Data Loss Prevention (DLP). To monitor data at rest, in motion, and in use, DLP systems use machine learning classifiers, regular expressions, and keyword filtering for deep content inspection [8]. These solutions are often restricted to authorised apps and provide little insight into newly emerging unauthorised services or encrypted exfiltration pathways [9]. The emergence of "shadow AI," or the unauthorised processing of sensitive company data using generative AI tools like ChatGPT, is a novel and mainly unexplored threat vector in the literature [10].
Ferrag et al.'s recent work [11] shows that transformer-based deep learning architectures perform better than traditional intrusion detection models, indicating that hybrid approaches that combine autoencoders with attention mechanisms should be further studied in the context of Shadow IT detection. More precise anomaly detection is made possible by behavioural baseline generation, which is further supported by network traffic monitoring tools like Zeek [12]. The examined literature reveals an unaddressed area: there is presently no unified, lightweight, open-source framework for the simultaneous, real-time detection of data exfiltration activity and Shadow IT architecture.

[bookmark: _Toc235789285]1.3 Rationale and Justification
Despite the existence of commercial solutions, there is a clear deficiency in lightweight open-source frameworks that combine real-time network traffic analysis and behavioural anomalies for the purpose of detecting both Shadow IT and Shadow AI.
Commercial systems incur high licensing fees, making them less viable for organizations with limited resources [5]. The growing trend of remote work has led to an explosion of the usage of unsanctioned cloud services [3], and sustainability issues related to duplicative storage of data on unapproved platforms has gained considerable attention [13].
[bookmark: _Toc235789286]1.4 Industry and Organisational Context
This study focuses on medium-size companies in the financial services industry and in the technology sector that require GDPR and PCI-DSS compliance along with safeguarding of intellectual property. These businesses are using hybrid cloud infrastructure with multiple endpoints, thereby providing a suitable environment for the emergence of Shadow IT.
[bookmark: _Toc235789287]1.5 The main goal
To create, build, and assess a machine learning-based platform that can identify anomalous data exfiltration and unauthorised cloud service usage in enterprise network environments in real time.


[bookmark: _Toc235789288]1.6 SMART Objectives
Objective 1: Analyse and evaluate current methodologies for shadow IT detection, DLP solutions and machine learning based network anomaly detection techniques - completion till week 3 through a systematic review of the literature

Objective 2: Develop a prototype system to extract network egress metadata using unsupervised ML (autoencoders & clustering for identifying behavioural baseline and detecting anomalies) of cloud interaction – prototype system will be developed by the end of Week 9 through successful training of the model on synthetic traffic data for two weeks.
Objective 3: Develop and test a content inspection system that will detect sensitive information (personal identification information, financial documents, copyrighted software) using regular expressions and entropy calculations – to be finished by week 9, with accuracy of 85%.

Objective 4: Test the detection accuracy, latency, and efficiency through experiments, where the parameters TPR, FPR, F1 score, and average detection time will be measured according to the benchmark of detecting transfers larger than 1 GB to unauthorized websites within 10 seconds — completed by Week 11
[bookmark: _Toc235789289]1.7 Expected Outcomes and Deliverables
This research project will yield: (i) A working Shadow Cloud Detector prototype along with architectural specifications and source codes; (ii) A technical report covering design rationales, implementation difficulties and experiment results; (iii) Enterprise deployment recommendations based on data and facts, particularly concerning integration with SIEMs; (iv) Comparisons to commercial CASBs and DLPs.
[bookmark: _Toc235789290]2. Project Design
[bookmark: _Toc235789291]2.1 Project Outline
In this research, the employ design and development methodological approach that includes both experimental validation and artefact development through four main phases which are (1) literature review and requirement analysis; (2) architecture design and component development; (3) experimentation, (4) results analysis and reporting. In terms of framework architecture, it is made up of three key components: Network Traffic Capture Module that utilizes passive packet inspection and NetFlow aggregation, Anomaly Detection Engine that uses autoencoder ensembles and Policy Enforcement Interface that generates alerts through REST API interfaces.
[bookmark: _Toc235789292]2.2 Data Collection Methods
For objective one, the secondary data will be acquired from systematic review of peer-reviewed articles, government reports on cybersecurity, and industry reports from the last five years, searching for them in IEEE Xplore, ACM Digital Library, and Scopus. For objectives two and three, the primary data will be collected from experimental observations conducted in a virtual environment, consisting of: virtual corporate end devices (Windows 10, Ubuntu 22.04); pfSense firewall/router that exports NetFlow v5 traffic using VMware ESXi; unsanctioned services such as Dropbox, Google Drive, and ChatGPT API. Normal traffic will be generated for two weeks followed by file exfiltration scenarios with files varying in size from 1 kB to 1 GB.
For objective four, the following quantitative measures will be collected: detection latency, throughput (packets per second), CPU and memory usage, TPR, FPR, and F1-score.
[bookmark: _Toc235789293]2.3 Specialist Development Methods and Techniques
Python 3.11 will be used along with Scapy, TensorFlow/Keras and Scikit-learn for development. The feature extraction includes flow duration, number of bytes transmitted, bytes transmitted per packet, inter-arrival time variance, destination AS number, domain entropy (for detecting DNS tunneling), TLS certificate anomalies and payload entropy scores. The architecture of the autoencoder will consist of symmetric encoder-decoder layers with ReLU activations and dropout regularizations [6].
[bookmark: _Toc235789294]2.4 Risks, Limitations, Ethical, and Legal Issues
Technical risks consist of: TLS 1.3 not decrypting the payload without certificate pinning, false positives in highly variable scenarios; and computing costs at peak loads. Countermeasures involve metadata-only analysis, percentile-based adaptivity, and parallel computation through RabbitMQ message queues.
Ethical considerations include privacy issues as per GDPR articles 5 and 32 [14] and UK Data Protection Act 2018. All research shall be performed in a laboratory environment on synthetic data only, no actual personal data shall be used. An approved Ethics Committee at the university is attached along with this proposal. Sustainability will be achieved through preference of shallow autoencoders instead of deep networks to reduce GPU energy usage [13].


[bookmark: _Toc235789295]2.5 Generalisability, Reliability, and Validity
Limitations on general due to lab conditions notwithstanding, adoption of established protocols
(TCP/IP, HTTP/HTTPS, DNS) and the selection of typical cloud endpoint instances facilitates applicability to a wide variety of enterprise structures. The reliability will be maintained by conducting at least 10 repetitions of each experiment per scenario. Internal validity will be preserved by creating separate network segments and simulating the traffic.
External validity will be improved by applying practical data exfiltration techniques (Rclone, cURL, DNS tunneling software) and CICIDS2017 dataset [15] as a secondary validation tool.

[bookmark: _Toc235789296]2.6 Data Analysis and Statistical Methods
Performance will be measured via confusion matrices, ROC plots and AUC values. The McNemar test will be used to compare autoencoder ensemble accuracy against baseline threshold approaches; Kolmogorov-Smirnov and Mann-Whitney U tests will analyse latency distributions. All analysis will be conducted in Python (SciPy, Stats models) with significance level α = 0.05.

[bookmark: _Toc235789297]3. Resources and Planning
3.1 Required Resources
Hardware: three virtual machines (Windows 10, Ubuntu 22.04, and pfSense router/firewall) via VMware ESXi; controlled gigabit switch with NetFlow export; workstation (16 GB RAM, 8-core CPU, 500 GB SSD).
Software: Python 3.11, TensorFlow 2.15, Scikit-learn 1.3, Scapy 2.5, Zeek 5.2, Wireshark 4.0, PostgreSQL 15, Flask 2.3, Docker 24.0
Data/Database Access: Library subscription access to IEEE Xplore, ACM Digital Library, and Scopus; CICIDS2017 data set for additional validation; NIST frameworks SP 800-53 and CSF 2.0 for compliance
Ethics and Compliance: The university Ethics Committee approval form is attached to this proposal. Experiments carried out in a different, controlled setting using solely synthetic data. 
No real user data will be collected or utilised.

[bookmark: _Toc235789298][image: ]3.2 Project Plan and Timescales
 

Figure 1: Project Timeline (Gantt Chart).
[bookmark: _Toc235789299]Conclusion
The design and development of the Shadow Cloud Detector, a machine learning-driven framework for the real-time identification of unauthorised cloud services and data exfiltration in business networks, has been described in this proposal. This methodology attempts to close a significant gap seen in the existing research by fusing unsupervised machine learning techniques, network traffic analysis, and content inspection methods.
The experiment will be carried out completely in a controlled laboratory setting with synthetic data. With practical application to medium-sized businesses operating under GDPR and PCI-DSS obligations, the final prototype is expected to show the feasibility of an open-source, affordable alternative to professional CASB and DLP solutions.
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