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1. Active Directory Domain Services & Server Roles 
Setup



 
This section documents the initial deployment of core infrastructure roles, including Active 
Directory Domain Services (AD DS), DNS Server, and Active Directory Certificate Services (AD 
CS) on Windows Server 2022 (Server B-DC / hostname WIN-F888NPFINVQ). 

●​ Role Feature Inclusion: Displays the "Add Roles and Features Wizard" prompt in Server 
Manager, requiring the addition of required management tools for Active Directory 
Certificate Services (AD CS) and DNS Server roles on destination server 
WIN-F888NPFINVQ [cite: domain1.PNG, domain2.PNG]. 

●​ Confirmation Selection: Captures the final configuration confirmation page within the 
Add Roles and Features Wizard, reviewing the selection of Active Directory Certificate 
Services (Certification Authority), DNS Server, and associated Remote Server 
Administration Tools (RSAT) prior to installation [cite: domain3.PNG]. 

●​ Installation Progress & Success: ⁶Details the completion of the wizard's installation 
progress bar, displaying the successful deployment status on WIN-F888NPFINVQ with 
pending post-deployment configuration tasks for Active Directory Certificate Services 
[cite: domain4.PNG]. 

●​ Server Manager Dashboard & Post-Deployment Notice: Captures the Server Manager 
dashboard running on the B-DC virtual machine with a post-deployment notification flag 
indicating that configuration is required for Active Directory Certificate Services alongside 



active AD CS and DNS management groups [cite: domain5.jpg]. 
●​ AD DS NetBIOS Configuration: Displays the Active Directory Domain Services 

Configuration Wizard under the Additional Options page, verifying the assigned NetBIOS 
domain name as FATEH for the target server [cite: domain6.PNG]. 

●​ Domain Review Options: Captures the Review Options summary page of the 
configuration wizard, confirming that the server is being promoted as the first Active 
Directory domain controller in a new forest with the root domain name Fateh.acca, 
running Windows Server 2016 functional levels, with DNS services enabled [cite: 
domain7.PNG]. 

●​ Prerequisites Validation Check: Details the Prerequisites Check screen showing a 
successful validation message ("All prerequisite checks passed successfully") along with 
minor advisory security settings regarding cryptographic algorithms and static IP 
assignments [cite: domain8.PNG]. 

2. DNS Infrastructure & Resource Record 
Configuration

 
To enable proper name resolution across the domain, DNS forward lookup zones, reverse 



lookup zones, forwarders, and host/pointer records were established. 
●​ DNS Manager Console Overview: Displays the initial open window of the DNS Manager 

console in Server Manager on the Windows Server domain controller 
(WIN-F888NPFINVQ), showing the server node ready for zone configuration [cite: 
domain9.PNG]. 

●​ DNS Forwarders Configuration: Shows the DNS Manager properties window for server 
WIN-F888NPFINVQ under the Forwarders tab, listing external DNS server forwarder IP 
addresses (1.1.1.1 and 1.0.0.1 corresponding to Cloudflare) to handle unresolved name 
queries [cite: domain10.PNG]. 

●​ New Host Record Creation: Captures the New Host (A or AAAA) creation dialog in DNS 
Manager under the Fateh.acca forward lookup zone, mapping the host name d-dc to IP 
address 172.16.1.1 [cite: domain11.PNG]. 

●​ Forward Lookup Zone Records: Captures the expanded DNS Manager directory 
structure under the Fateh.acca forward lookup zone, listing registered resource records 
such as Start of Authority (SOA), Name Server (NS), and various host A records (d-dc, 
webs, rds, files) [cite: domain12.PNG]. 

●​ New Zone Wizard Completion: Shows the completion screen of the New Zone Wizard in 
DNS Manager, confirming the successful creation of an Active Directory-Integrated 
Primary Reverse Lookup Zone named 1.16.172.in-addr.arpa [cite: domain13.PNG]. 

●​ New Pointer PTR Record Creation: Displays the New Resource Record configuration 
dialog for a Pointer (PTR) record under the reverse lookup zone, mapping the host IP 
address 172.16.1.1 to the fully qualified domain name with host name b-dcFateh [cite: 
domain15.PNG]. 

●​ Reverse Lookup Pointer Records: Displays the populated Pointer (PTR) records inside 
the 1.16.172.in-addr.arpa reverse lookup zone in DNS Manager, linking IP 172.16.1.1 to 
domain hosts such as webs.fateh.acca, rds.fateh.acca, files.fateh.acca, and 
b-dc.fateh.acca [cite: domain16.PNG]. 

●​ DNS Name Resolution Test Output: Captures a PowerShell terminal session executing 
an nslookup query for domain Fateh.acca, displaying the local server address and 
successfully resolved IPv4 addresses (10.0.2.15, 172.16.1.1, and 1.0.1.30) [cite: task 
2test th domain.PNG]. 

●​ Domain Directory NSLookup Test: Displays a PowerShell session executing nslookup 
queries for Fateh.acca and b_dc.Fateh.acca via DNS server 172.16.1.1, confirming 
successful resolution of the domain name to multiple associated IPv4 and IPv6 addresses 
[cite: task2 test domain drectory.jpg]. 

●​ Active Directory SRV Record 



Lookup: Displays a PowerShell session executing an nslookup query for the LDAP SRV 
service location (_ldap._tcp.dc._msdcs.Fateh.acca), confirming successful domain 
controller service registration and resolution [cite: tsk 2 Active directory service.jpg]. 
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Submission note: This document is organised as one 
combined ACCA5023 submission for Component 1 
and Component 2. Each screenshot should be 
inserted directly above its matching figure caption. 



The captions and explanations identify what each 
screenshot is intended to prove. 

Component 1 
Component 1 Overview 
Component 1 records the initial virtualised network 
build for the NOSSLONDON2026 scenario. It shows 
the Debian installation process, disk partitioning, 
network configuration, interface checking, and 
connectivity testing between the host, server, and 
client devices. 
The evidence is presented as numbered figures 
followed by a short explanation. This makes it clear 
what each screenshot should show and why it is 
relevant to the technical documentation. 

Task 2 – Technical Documentation 
Screenshot placement:I have inserted the matching 
screenshot directly above each figure caption below.  

  
Figure 1: Verify host network connectivity.



 
Explanation: 
This confirms the host can reach the server at 
172.16.1.1 with no packet loss. 

  
Figure 2: Verify client cannot reach incorrect address. 

Explanation: 
This shows the client cannot reach the incorrect IP 
address, as expected. 
Figure 3: Verify client can ping the host. 

Explanation: 



This confirms the client can communicate 
successfully with the server.

 
Figure 4: Debian installer partition disks. 

Explanation:



 
This shows the Debian root and swap partitions 
before installation continues.



 
Figure 5: Confirm partition changes.





 
Explanation:



 
This confirms the partition changes are ready to be 
written to disk.



 
 



 
Figure 6: Configure package manager.



 
Explanation: 
This shows the package manager being prepared for 
software installation and updates. 

  
Figure 7: Partitioning 



method



 
Explanation:



 
This shows guided partitioning being selected for 
automatic Linux partition setup.



 
  

Figure 8: Select language. 

Explanation: 
This shows English being selected as the Debian 
installation language. 

  
Figure 9: Installation progress. 

Explanation:



 
This shows Debian installing packages and services 
successfully. 

  
Figure 10: First boot login prompt. 

Explanation:





 
This confirms Debian



has installed successfully and is ready for login. 
  

Figure 11: Configure static IP address. 

Explanation: 
This shows the server using a static IP address 
required by the topology. 
Figure 12: Debian login screen GUI.



 

Explanation: 
This confirms the Debian graphical desktop is 
installed and ready for access. 
Figure 13: View network interfaces using ip addr



 

Explanation: 
This confirms the network interfaces and IP addresses 
have been applied. 
Figure 14: Edit network configuration file. 

Explanation:



 
This shows the Debian static IP configuration file 
being edited. 
Figure 15: Nano text editor.



 



Explanation:

 
This shows Nano being used to edit Linux 
configuration files. 
Figure 16: Configure IPv4 settings.



 
Explanation:



 
This shows manual IPv4 settings configured for client 
network communication. 

  
Figure 17: Successful host ping. 

Explanation



: 
This confirms successful communication between 
devices with no packet loss. 

Component 2 
Enhanced Network Services Implementation 
Component 2 extends the initial virtual network by 
planning key enterprise services such as centralised 
authentication, IP management, secure remote 
access, certificates, and disaster recovery. 
The enhanced NOSSLONDON2026 network develops 
the Birmingham and London scenario into a more 
reliable enterprise-style environment. 



Planned Network Services 
The following services should be considered for the 
enhanced topology: 

·         Active Directory Domain Services for 
centralised user, computer, and domain 
management. 

·         Domain Name System services to support name 
resolution across the domain environment. 

·         Dynamic Host Configuration Protocol to 
allocate IP addresses automatically to client 
devices. 

·         DHCP relay configuration where clients are 
located on a different network segment from the 
DHCP server. 

·         Certificate Authority services to issue and 
manage digital certificates. 

·         Virtual Private Network access to support 
secure remote connectivity. 

·         File and resource sharing to support controlled 
access to organisational data. 

·         Security auditing to monitor account activity, 
network access, and system events. 

·         Backup and disaster recovery procedures to 
protect the network from data loss and service 
disruption. 

Technical Documentation Requirements 
Component 2 evidence should include clear 



screenshots showing timestamps, IP details, 
configuration steps, and the purpose of each service. 
Recommended evidence includes: 
Component 2 screenshots should follow the same 
format used in Component 1: each screenshot should 
appear directly above a figure caption, followed by a 
bold Explanation label and a short paragraph 
explaining what the evidence proves. 

·         Windows Server network configuration. 
·         Active Directory Domain Services installation. 
·         Domain creation lfor BIRMINGHAM.ACCA. 
·         DNS configuration and forward lookup zone 

evidence. 
·         DHCP scope creation and lease evidence. 
·         Client device joining the domain. 
·         Successful domain user login. 
·         Debian server network configuration. 
·         DHCP relay or routing-related configuration if 

used. 
·         Certificate Authority installation and certificate 

evidence. 
·         VPN configuration if required by the enhanced 

topology. 
·         Security policy or audit configuration. 
·         Backup configuration or disaster recovery 

evidence. 
·         Final connectivity tests between relevant 

devices. 



Component 2 Screenshot Explanations 
  

  
Figure 18: Windows Server network configuration.



 



Explanation: 
This screenshot should confirm that Windows Server 
has the correct static IP address, subnet mask, 
gateway, and DNS settings for the enhanced topology. 

  
  
Figure 19: Active Directory Domain Services 
installation.

 

Explanation: 
This screenshot should show that Active Directory 
Domain Services has been installed so the network 
can centrally manage users, computers, and domain 



resources. 
  

  
Figure 20: Domain creation for BIRMINGHAM.ACCA. 

Explanation: 
This screenshot should prove that the 
BIRMINGHAM.ACCA domain has been created and is 
ready for domain-joined clients and user accounts. 

I







NSERT SCREENSHOT HERE 

Figure 21 evidence: DNS configuration and 
forward lookup zone 

  
Figure 21: DNS configuration and forward lookup 
zone. 

Explanation: 
This screenshot should confirm that DNS is 
configured correctly so devices can resolve domain 
names and locate network services.

  
Figure 22: DHCP scope creation and lease evidence. 



Explanation: 
This screenshot should show that DHCP has been 
configured to automatically assign valid IP addresses 
to client devices. 





INSERT SCREENSHOT HERE 

Figure 23 evidence: Client device joining the 
domain 

  
Figure 23: Client device joining the domain. 

Explanation: 
This screenshot should demonstrate that the client 
device has successfully joined the 
BIRMINGHAM.ACCA domain.



  



Figure 24: Successful domain user login. 

Explanation: 
This screenshot should confirm that a domain user 
can log in successfully, proving that authentication is 
working. 

INSERT SCREENSHOT HERE 

Figure 25 evidence: Debian server network 

  



Figure 25: Debian server network configuration. 

Explanation: 
This screenshot should show the Debian server 
network settings used to support communication 
within the enhanced topology.



  



Figure 26: DHCP relay or routing configuration.



 



Explanation: 
This screenshot should evidence DHCP relay or 
routing settings that allow devices on different 
network segments to communicate correctly.  
Figure 27: Certificate Authority configuration.



 



Explanation: 
This screenshot should confirm that certificate 
services are configured to support trusted 
authentication and secure communication. 

  
Figure 28: VPN or remote access configuration.



 



Explanation: 
This screenshot should show the VPN or remote 
access configuration used to provide secure external 
access to the network. 







 



Figure 29: Security policy or audit configuration.



 



Explanation: 
This screenshot should prove that security settings or 
auditing are enabled to monitor access, policy 
changes, and system activity. 

INSERT SCREENSHOT HERE 

Figure 30 : B⁷ackup or disaster recovery evidence 

  











Figure 30: Backup or disaster recovery evidence.



 



Explanation: 
This screenshot should show backup or recovery 
evidence that demonstrates how critical services can 
be restored after a failure. 

INSERT SCREENSHOT HERE 

Figure 31 evidence: Final connectivi

ty testing 

  
Figure 31: Final connectivity testing.



 

Explanation: 
This screenshot should confirm that the final network 
services and devices can communicate successfully 
across the enhanced topology. 

Security and Disaster Recovery Strategy 
The security strategy should protect the network 
using centralised accounts, strong passwords, limited 
administrator access, and reduced unnecessary 
services. 
Security auditing should record important activity 
such as logins, failed access attempts, setting 



changes, and system errors. 
Disaster recovery should include regular backups, 
secure storage, test restores, and a clear process for 
restoring essential services. 

Component 2 Evidence Checklist 
Evidence required Status 

Windows Server IP configuration 
documented 

Not 
starte
d 

Active Directory Domain 
Services installed 

Not 
starte
d 

BIRMINGHAM.ACCA domain 
created 

Not 
starte
d 

DNS service configured and 
tested 

Not 
starte
d 

DHCP scope configured Not 
starte
d 

Client joined to the domain Not 
starte



d 

Domain user login tested Not 
starte
d 

Debian server configuration 
documented 

Not 
starte
d 

DHCP relay or routing 
configuration documented 

Not 
starte
d 

Certificate Authority configured Not 
starte
d 

VPN or remote access 
configuration documented 

Not 
starte
d 

Security auditing configured Not 
starte
d 

Backup or disaster recovery 
evidence included 

Not 
starte
d 

Final connectivity testing Not 



completed starte
d 

  
  

Component 2 Reflection 
Component 2 improves the network by adding 
enterprise services for management, security, 
reliability, and remote access. 
The main challenge is that services depend on correct 
DNS, IP addressing, and staged testing before clients 
can use the domain successfully. 
Overall, Component 2 shows how a basic virtual 
network can be developed into a secure and realistic 
enterprise network. 



 

References 
ACCA5023 assessment brief. Component 1 technical 
documentation requirements. 
Microsoft Learn. ping. Windows Commands 
documentation. Used to support the connectivity 
testing evidence because ping verifies IP-level 
connectivity by sending ICMP Echo Request 
messages and displaying Echo Reply responses. 
Debian Project. Debian GNU/Linux Installation Guide. 
Used to support the Debian installation evidence, 



including language selection, disk partitioning, 
package manager setup, and first boot configuration. 
Debian Project. Debian documentation. Used to 
support the Debian system configuration evidence, 
including network interface checking and static IPv4 
configuration. 
Microsoft Learn. Domain Name System (DNS) in 
Windows and Windows Server. Used to support the 
Component 2 discussion of DNS as a name resolution 
service required for Windows Server and Active 
Directory environments. 
Microsoft Learn. Active Directory Domain Services. 
Used to support the Component 2 discussion of 
centralised user, computer, and domain management. 
Microsoft Learn. Windows Server Network 
Infrastructure. Used to support the Component 2 
planned services, including DHCP, DNS, IP address 
management, and remote access. 
End of submission. 

 
Internet Information Services (IIS) was installed on the domain controller to host organizational 
web portals and internal services. 

●​ IIS Add Website Initial Configuration: Captures the Add Website wizard window in IIS 
Manager, showing the setup for site name "Birmingham website", physical path 
C:\inetpub\wwwroot, and binding parameters with unassigned IP and port 80 [cite: 
domain17.PNG]. 

●​ IIS Website Binding Configuration: Details the configured Add Website dialog where 
bindings are set to IP address 172.16.1.1 on port 80 with the specific host name 
webs.fateh.acca for the Birmingham website [cite: domain18.PNG]. 

●​ IIS Web Server Default Page Test: 



Captures a browser session on the Windows Server domain controller (B-DC) 



successfully navigating to webs.fateh.acca, displaying the default Internet Information 
Services (IIS) welcome page [cite: task2 IISweb server created.PNG]. 

4. Remote Desktop Services (RDS) & RD Web Access 
Setup



 



Remote Desktop Services were deployed to facilitate virtual desktop infrastructure and remote 
application publishing. 

●​ Server Roles Selection:



 
Displays the Select server roles window in the Add Roles and Features Wizard on the 



B-DC node, highlighting the selection of Remote Desktop Services alongside pre-installed 
roles like Active Directory Domain Services, DHCP Server, and DNS Server [cite: 
domain19.PNG].



 
●​ RDS Role Services Selection: Captures the Select role services page for Remote 



Desktop Services, showing the selection of Remote Desktop Session Host and Remote 
Desktop Web Access components [cite: domain20.PNG]. 

●​ Confirmation Selections: 



Details the Confirm installation selections summary page reviewing the inclusion of .NET 



Framework 4.8 features, Remote Desktop Session Host, Remote Desktop Web Access, 
and associated Remote Server Administration Tools prior to installation [cite: 
domain21.PNG]. 

●​ Feature Installation Progress: Shows the Installation progress window for Active 
Directory Domain Services features, indicating a pending restart requirement on 
destination server WIN-F888NPFINVQ [cite: dommani5.jpg]. 

●​ RD Web Access Login Interface: Shows the Remote Desktop Web Access (RDWeb) 
login page running in a browser session on the Windows Server domain controller 
(B-DC), prompting for domain and username credentials to access published Work 
Resources [cite: task 2rds.jpg]. 

●​ RD Web Access IP Connection: Shows a web browser session navigating to 
172.16.1.1/RDWeb on a Windows client, displaying the Remote Desktop Web Access 
login portal for managing published Work Resources [cite: task2IP2.jpg]. 

●​ IIS Manager RDWeb Configuration: Displays the Internet Information Services (IIS 
Manager) console running on the Windows Server domain controller (B-DC), detailing site 
bindings and features view configurations for the /RDWeb virtual directory under the 
Default Web Site [cite: task2rd.jpg]. 

●​ RD Web Access Portal Authentication: Displays the browser-based Remote Desktop 
Web Access login screen (localhost/RDWeb), prompting users to enter domain 
credentials to access published Work Resources [cite: taskrds2.jpg]. 

5. Routing, Remote Access (RRAS), anNetwork 

Configuration  
Inter-subnet routing between Windows and Linux environments was managed via Routing and 
Remote Access Services (RRAS) and static routing definitions. 

●​ Windows Network Connections Renaming: 



Captures the Network Connections control panel window on the Windows Server domain 



controller (B-DC), showing three adapter connections labeled NAT, Birmingham Lan, and 
one being actively renamed to WAN [cite: tak2 pic7.PNG]. 

●​ Static Routing Configuration Output:

 



Details an Administrator Command Prompt session on the Windows Server execution of 
the persistent static route command (route -p add 172.16.2.0 mask 255.255.255.0 
10.0.0.2), followed by the resulting IPv4 Route Table output from route print displaying 
active network destinations, netmasks, gateways, and interfaces [cite: tak2 pic 
ping2.PNG].



 
●​ Routing and Remote Access NAT Interfaces: 



Displays the Routing and Remote Access management console on the Windows Server, 



detailing configured NAT interfaces including NAT, Birmingham Lan, and Ethernet 3 with 
associated traffic mapping counters [cite: tak2 pic8.PNG]. 

●​ Remote Access Role Services Selection: Displays the Select role services window 
within the Add Roles and Features Wizard on the B-DC node, showing the selection of 
DirectAccess and VPN (RAS) and Routing under the Remote Access server role [cite: 
task 2 pic three.PNG]. 

●​ Server Roles Selection Overview: 



Captures the initial Select server roles page in Server Manager on destination server 



WIN-F888NPFINVQ, listing available infrastructure roles such as Active Directory 
Certificate Services, Active Directory Domain Services, DHCP Server, DNS Server, and 
Remote Access [cite: task 2 pic 2.PNG]. 

●​ Remote Access Confirmation Selections: Displays the final confirmation page of the 
Add Roles and Features Wizard on the B-DC node, reviewing the inclusion of Group 
Policy Management, RAS Connection Manager Administration Kit (CMAK), DirectAccess 
and VPN (RAS), Routing, and Remote Access management tools prior to installation [cite: 
task 2 pic4.PNG]. 

●​ Server Manager Destination Server Selection: 





Shows the Select destination server page of the Add Roles and Features Wizard on the 



Windows Server domain controller (B-DC), listing server pool target WIN-F888NPFINVQ 
with assigned IP addresses [cite: task2 pic 1.PNG]. 

●​ Remote Access Installation Progress: Captures the Installation progress window in 
Server Manager on WIN-F888NPFINVQ, showing the active deployment of Group Policy 
Management, RAS Connection Manager Administration Kit (CMAK), DirectAccess and 
VPN (RAS), Routing, and associated Remote Access management tools [cite: task2 pic 
5.PNG]. 

●​ Static Route Configuration Command: 

Displays an Administrator Command Prompt session on the Windows Server domain 
controller (B-DC) executing the persistent static route command (route -p add 172.16.2.0 
mask 255.255.255.0 10.0.0.2), confirming successful configuration with the "OK!" 
message [cite: task2 pic 11.PNG]. 

●​ Remote Access Installation Results:



 
Captures the Installation progress window in Server Manager on destination server 



WIN-F888NPFINVQ, indicating successful completion of the Remote Access feature 
installation with links to configure the role via the Getting Started Wizard [cite: task2 
pic6.PNG]. 

●​ Routing and Remote Access Setup Wizard Completion: Displays the final summary 
screen of the Routing and Remote Access Server Setup Wizard, confirming the 
configuration of NAT and LAN routing services [cite: task2 pic7.PNG]. 

●​ RRAS Network Interfaces Summary: Captures the Routing and Remote Access 
management console showing the list of Network Interfaces (including NAT, Loopback, 
Internal, Ethernet 3, and Birmingham Lan) with their respective types and enabled status 
[cite: task2 pic8.PNG]. 

●​ RRAS IPv4 NAT Interfaces Overview: Displays the NAT node in the Routing and 
Remote Access console on the Windows Server, listing configured network interfaces 
(NAT, Birmingham Lan, and Ethernet 3) with active mapping and packet statistics 
counters [cite: task2 pic10.PNG]. 

6. Linux Gateway & Debian Node Configurations









 
Linux networking parameters, packet forwarding, and static routes were configured on the 
Debian virtual machine nodes (lcd).



 
●​ Linux IP Forwarding Configuration: Shows a GNU Nano session editing /etc/sysctl.conf 



on the Debian server node (lcd), verifying that the IPv4 packet forwarding parameter is 
enabled (net.ipv4.ip_forward=1) [cite: task 2 london png2.PNG]. 

●​ Linux IP Forwarding Terminal Session:



 
Shows a terminal session on the Debian Linux server node (lcd) executing ip route 



verification commands, running sysctl command-line configurations to enable IPv4 packet 
forwarding (net.ipv4.ip_forward=1), checking /proc/sys/net/ipv4/ip_forward, and opening 
the /etc/sysctl.conf configuration file via GNU Nano [cite: task 2 london.PNG].





 
●​ Linux Network Interface Routing Configuration: Captures a GNU Nano editor session 

modifying /etc/network/interfaces on the Debian server node (lcd), showing static 
configurations for interfaces enp0s8 and enp0s9 alongside an added post-up persistent 
routing command (post-up ip route add 172.16.1.0/24 via 10.0.0.1 || true) [cite: task 
2london9.PNG, task london8.PNG]. 

●​ Linux IP Route Verification Terminal:





 
Displays a terminal session executing sysctl -p, validating net.ipv4.ip_forward = 1, and 



displaying active routing table entries via ip route confirming gateway paths for subnets 
172.16.1.0/24 and 172.16.2.0/24 [cite: task2 london 6.PNG]. 

●​ Linux Network Interfaces Configuration Summary: 



Displays a GNU Nano session reviewing /etc/network/interfaces on the Debian node, 



detailing the loopback, primary DHCP interface (enp0s3), and static IPv4 settings for 
enp0s8 and enp0s9 [cite: task2 london7.PNG]. 

●​ Linux Kernel Parameters & Static Route Application: 



Captures terminal sessions on the Debian Linux node (lcd) executing sysctl -p to activate 



IPv4 packet forwarding and adding a manual static route [cite: task2 london5.PNG, task2 
london4.PNG]. 

●​ APT Package Installation & DNS Resolution Errors: Displays a terminal session on the 
Debian node attempting to install iptables via apt install iptables -y, showing package fetch 
errors and temporary failure resolution warnings due to WAN connectivity or DNS issues 
[cite: task2 london10.PNG]. 

●​ Linux ICMP Ping & IP Route Diagnostics:



 
Captures terminal sessions on the Debian Linux node (lcd) performing ICMP ping 



verification tests to 172.16.2.1, 10.0.0.1, and 10.0.0.2, alongside ip route output showing 
active kernel routing table definitions [cite: tsk2 pic ping2.PNG, tsk2 pic ping3.PNG]. 

7. User Management, Domain Integration, & Storage 
Provisioning 
Bulk user provisioning, workstation domain joins, file shares, and disk volumes were configured 
to support operational workflows. 

●​ Active Directory Bulk User Import: Captures a Windows PowerShell terminal session 
executing a user creation script (.\Import-ADUsers.ps1) from directory C:\ADImport, 
displaying successfully created user objects (including Aisha Rahman, Daniel Morgan, 
Fatima Ahmed, James Wilson, and Sofia Khan) mapped under specified organizational 
units [cite: Tas2 pic 2.jpg]. 

●​ Windows Domain Join Success Notification: 



Shows the System > About settings screen alongside a Windows popup dialog confirming 



"Welcome to the Fateh.acca domain.", verifying successful domain integration of the client 
workstation [cite: task2 domain name an Admistrator.jpg]. 

●​ Active Directory User Login Verification: 



Captures a Command Prompt session running whoami under user context 



fateh\a.rahman, verifying active user authentication and session integration within the 
domain environment [cite: task2 User fateh rahaman.PNG]. 

●​ Network Access Sharing Permissions: Captures the network file sharing property 
window (birmingham files Properties) on the Windows Server domain controller, 
displaying assigned Read/Write access permissions for the Administrator and Domain 
Users security principals [cite: task3 domain.jpg]. 

●​ Select Users or Groups Permission Dialog: Captures the network sharing configuration 
window running over an active RD Web Access browser session (localhost/RDWeb), 
showing the Select Users or Groups security dialog with location set to domain 
Fateh.acca and object name "domain user" being added for folder permissions [cite: 
fatehtask3 sharing.PNG, task3 sharing.PNG]. 

●​ New Simple Volume Volume Completion: Displays the final summary screen of the 
New Simple Volume Wizard in Disk Management on the Windows Server, confirming the 
creation of simple volume E: with a capacity of 1065 MB, FAT32 file system, and volume 
label B-files [cite: tas3 birmingham files.PNG]. 

●​ Virtual Hard Disk Selector Manager: Captures the Oracle VirtualBox Hard Disk Selector 
and virtual storage creation window specifying a 1.06 GB VDI disk file (B-DC_1.vdi) [cite: 
tsk2 create.PNG, tsk2 createIP4.PNG]. 

●​ Windows Server Disk Initialization Wizard: Shows the Disk Management console and 
Initialize Disk dialog on the Windows Server domain controller (B-DC), prompting for 
partition style selection (MBR or GPT) to initialize the newly attached uninitialized Disk 1 
[cite: tsk3 ceat.PNG]. 

8. Connectivity & Routing Verification Evidence









 
End-to-end network verification was executed to validate packet flow, route tables, and external 
internet connectivity. 

●​ Host Route Table Output: Captures an Administrator Command Prompt running route 
print on a Windows host system, displaying the active IPv4 Route Table, interface list, 
netmasks, and gateway metrics [cite: tas3ftprint.PNG].

 
●​ Target IP ICMP Ping Test:







Captures a Command Prompt session on a Windows client node executing a ping test to 
172.16.1.1, showing successful replies with 0% packet loss and a round-trip time under 1 
ms [cite: task2 ping IP.jpg, taskIP3.jpg]. 

●​ External ICMP Connectivity & DNS Resolution Test: Displays a Command Prompt 
session on a Windows client node executing ping tests to public DNS (8.8.8.8) and 
domain name google.com, confirming successful external internet routing and domain 
name resolution with 0% packet loss [cite: task3 ping google.jpg]. 

●​ Linux IP Route Table Verification: 



Displays the active kernel routing table (ip route) in a Debian console terminal session, 



detailing active gateway paths across network segments (enp0s3, enp0s8, and enp0s9) 
[cite: task3IP route.PNG]. 

●​ Windows Host IPv4 Route Table: Captures an Administrator Command Prompt running 
route print, listing active IPv4 route destinations, netmasks, gateways, and interface 
metrics on the Windows Server node [cite: task3print.PNG].

 
●​  

End of Comprehensive Component 1 & Component 2 Documentation Evidence.
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	Submission note: This document is organised as one combined ACCA5023 submission for Component 1 and Component 2. Each screenshot should be inserted directly above its matching figure caption. The captions and explanations identify what each screenshot is intended to prove. 

	Component 1 
	Component 1 Overview 
	Component 1 records the initial virtualised network build for the NOSSLONDON2026 scenario. It shows the Debian installation process, disk partitioning, network configuration, interface checking, and connectivity testing between the host, server, and client devices. 
	The evidence is presented as numbered figures followed by a short explanation. This makes it clear what each screenshot should show and why it is relevant to the technical documentation. 
	Task 2 – Technical Documentation 
	Screenshot placement:I have inserted the matching screenshot directly above each figure caption below.  
	  
	Figure 1: Verify host network connectivity. 
	Explanation: 
	This confirms the host can reach the server at 172.16.1.1 with no packet loss. 
	  
	Figure 2: Verify client cannot reach incorrect address. 
	Explanation: 
	This shows the client cannot reach the incorrect IP address, as expected. 
	Figure 3: Verify client can ping the host. 
	Explanation: 
	This confirms the client can communicate successfully with the server. 
	Figure 4: Debian installer partition disks. 
	Explanation: 
	This shows the Debian root and swap partitions before installation continues. 
	Figure 5: Confirm partition changes. 
	Explanation: 
	This confirms the partition changes are ready to be written to disk. 
	  
	Figure 6: Configure package manager. 
	Explanation: 
	This shows the package manager being prepared for software installation and updates. 
	  
	Figure 7: Partitioning method 
	Explanation: 
	This shows guided partitioning being selected for automatic Linux partition setup. 
	  
	Figure 8: Select language. 
	Explanation: 
	This shows English being selected as the Debian installation language. 
	  
	Figure 9: Installation progress. 
	Explanation: 
	This shows Debian installing packages and services successfully. 
	  
	Figure 10: First boot login prompt. 
	Explanation: 
	This confirms Debianhas installed successfully and is ready for login. 
	  
	Figure 11: Configure static IP address. 
	Explanation: 
	This shows the server using a static IP address required by the topology. 
	Figure 12: Debian login screen GUI. 
	Explanation: 
	This confirms the Debian graphical desktop is installed and ready for access. 
	Figure 13: View network interfaces using ip addr 
	Explanation: 
	This confirms the network interfaces and IP addresses have been applied. 
	Figure 14: Edit network configuration file. 
	Explanation: 
	This shows the Debian static IP configuration file being edited. 
	Figure 15: Nano text editor. 
	Explanation: 
	This shows Nano being used to edit Linux configuration files. 
	Figure 16: Configure IPv4 settings. 
	Explanation: 
	This shows manual IPv4 settings configured for client network communication. 
	  
	Figure 17: Successful host ping. 
	Explanation: 
	This confirms successful communication between devices with no packet loss. 

	Component 2 
	Enhanced Network Services Implementation 
	Component 2 extends the initial virtual network by planning key enterprise services such as centralised authentication, IP management, secure remote access, certificates, and disaster recovery. 
	The enhanced NOSSLONDON2026 network develops the Birmingham and London scenario into a more reliable enterprise-style environment. 
	Planned Network Services 
	The following services should be considered for the enhanced topology: 
	·         Active Directory Domain Services for centralised user, computer, and domain management. 
	·         Domain Name System services to support name resolution across the domain environment. 
	·         Dynamic Host Configuration Protocol to allocate IP addresses automatically to client devices. 
	·         DHCP relay configuration where clients are located on a different network segment from the DHCP server. 
	·         Certificate Authority services to issue and manage digital certificates. 
	·         Virtual Private Network access to support secure remote connectivity. 
	·         File and resource sharing to support controlled access to organisational data. 
	·         Security auditing to monitor account activity, network access, and system events. 
	·         Backup and disaster recovery procedures to protect the network from data loss and service disruption. 
	Technical Documentation Requirements 
	Component 2 evidence should include clear screenshots showing timestamps, IP details, configuration steps, and the purpose of each service. 
	Recommended evidence includes: 
	Component 2 screenshots should follow the same format used in Component 1: each screenshot should appear directly above a figure caption, followed by a bold Explanation label and a short paragraph explaining what the evidence proves. 
	·         Windows Server network configuration. 
	·         Active Directory Domain Services installation. 
	·         Domain creation lfor BIRMINGHAM.ACCA. 
	·         DNS configuration and forward lookup zone evidence. 
	·         DHCP scope creation and lease evidence. 
	·         Client device joining the domain. 
	·         Successful domain user login. 
	·         Debian server network configuration. 
	·         DHCP relay or routing-related configuration if used. 
	·         Certificate Authority installation and certificate evidence. 
	·         VPN configuration if required by the enhanced topology. 
	·         Security policy or audit configuration. 
	·         Backup configuration or disaster recovery evidence. 
	·         Final connectivity tests between relevant devices. 
	Component 2 Screenshot Explanations 
	  
	  
	Figure 18: Windows Server network configuration. 
	Explanation: 
	This screenshot should confirm that Windows Server has the correct static IP address, subnet mask, gateway, and DNS settings for the enhanced topology. 
	  
	  
	Figure 19: Active Directory Domain Services installation. 
	Explanation: 
	This screenshot should show that Active Directory Domain Services has been installed so the network can centrally manage users, computers, and domain resources. 
	  
	  
	Figure 20: Domain creation for BIRMINGHAM.ACCA. 
	Explanation: 
	This screenshot should prove that the BIRMINGHAM.ACCA domain has been created and is ready for domain-joined clients and user accounts. 
	INSERT SCREENSHOT HERE 
	Figure 21 evidence: DNS configuration and forward lookup zone 
	  
	Figure 21: DNS configuration and forward lookup zone. 
	Explanation: 
	This screenshot should confirm that DNS is configured correctly so devices can resolve domain names and locate network services.  
	Figure 22: DHCP scope creation and lease evidence. 
	Explanation: 
	This screenshot should show that DHCP has been configured to automatically assign valid IP addresses to client devices. 
	INSERT SCREENSHOT HERE 
	Figure 23 evidence: Client device joining the domain 
	  
	Figure 23: Client device joining the domain. 
	Explanation: 
	This screenshot should demonstrate that the client device has successfully joined the BIRMINGHAM.ACCA domain.  
	Figure 24: Successful domain user login. 
	Explanation: 
	This screenshot should confirm that a domain user can log in successfully, proving that authentication is working. 
	INSERT SCREENSHOT HERE 
	Figure 25 evidence: Debian server network 
	  
	Figure 25: Debian server network configuration. 
	Explanation: 
	This screenshot should show the Debian server network settings used to support communication within the enhanced topology.  
	Figure 26: DHCP relay or routing configuration. 
	Explanation: 
	This screenshot should evidence DHCP relay or routing settings that allow devices on different network segments to communicate correctly.  
	Figure 27: Certificate Authority configuration. 
	Explanation: 
	This screenshot should confirm that certificate services are configured to support trusted authentication and secure communication. 
	  
	Figure 28: VPN or remote access configuration. 
	Explanation: 
	This screenshot should show the VPN or remote access configuration used to provide secure external access to the network.  
	Figure 29: Security policy or audit configuration. 
	Explanation: 
	This screenshot should prove that security settings or auditing are enabled to monitor access, policy changes, and system activity. 
	INSERT SCREENSHOT HERE 
	Figure 30 : B⁷ackup or disaster recovery evidence 
	  
	Figure 30: Backup or disaster recovery evidence. 
	Explanation: 
	This screenshot should show backup or recovery evidence that demonstrates how critical services can be restored after a failure. 
	INSERT SCREENSHOT HERE 
	Figure 31 evidence: Final connectivity testing 
	  
	Figure 31: Final connectivity testing. 
	Explanation: 
	This screenshot should confirm that the final network services and devices can communicate successfully across the enhanced topology. 
	Security and Disaster Recovery Strategy 
	The security strategy should protect the network using centralised accounts, strong passwords, limited administrator access, and reduced unnecessary services. 
	Security auditing should record important activity such as logins, failed access attempts, setting changes, and system errors. 
	Disaster recovery should include regular backups, secure storage, test restores, and a clear process for restoring essential services. 
	Component 2 Evidence Checklist 
	Evidence required 
	Status 
	Windows Server IP configuration documented 
	Not started 
	Active Directory Domain Services installed 
	Not started 
	BIRMINGHAM.ACCA domain created 
	Not started 
	DNS service configured and tested 
	Not started 
	DHCP scope configured 
	Not started 
	Client joined to the domain 
	Not started 
	Domain user login tested 
	Not started 
	Debian server configuration documented 
	Not started 
	DHCP relay or routing configuration documented 
	Not started 
	Certificate Authority configured 
	Not started 
	VPN or remote access configuration documented 
	Not started 
	Security auditing configured 
	Not started 
	Backup or disaster recovery evidence included 
	Not started 
	Final connectivity testing completed 
	Not started 
	  
	  
	Component 2 Reflection 
	Component 2 improves the network by adding enterprise services for management, security, reliability, and remote access. 
	The main challenge is that services depend on correct DNS, IP addressing, and staged testing before clients can use the domain successfully. 
	Overall, Component 2 shows how a basic virtual network can be developed into a secure and realistic enterprise network.  
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	Debian Project. Debian GNU/Linux Installation Guide. Used to support the Debian installation evidence, including language selection, disk partitioning, package manager setup, and first boot configuration. 
	Debian Project. Debian documentation. Used to support the Debian system configuration evidence, including network interface checking and static IPv4 configuration. 
	Microsoft Learn. Domain Name System (DNS) in Windows and Windows Server. Used to support the Component 2 discussion of DNS as a name resolution service required for Windows Server and Active Directory environments. 
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	Microsoft Learn. Windows Server Network Infrastructure. Used to support the Component 2 planned services, including DHCP, DNS, IP address management, and remote access. 
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