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7 Steps To

BASIC DIGITAL
SAFETY

pRDTECT'DN Use Strong Passwords:

lllustrations of a lock with strong passpwords such as “P@sswOrd!" and a
weak password such as “123456". An example of making the a good example
Make use of a mix of special characters, numbers, and capital and lowercase
letters. Avoid to use information that can be guessed, such as names or

Q birthdays. Use passphrases if you want further security.

g Beware of Scams:
An image of email with a suspicious link or a warning sign “caption”.

Example: When receiving unwelcome emails or messages requesting

: \ K ! f personal information, use caution.

Before entering sensitive data, make sure a website is valid.
Whenever something seems too good to be true, it usually is. Trust your gut.

Keep software update:
Picture of a computer with update notification. Caption: “stay protected by
A w A R E N E SS keeping your device software away from potential viruses. Example: Check
for software updates from reliable sources on a regular basis.

Updates for security flaws are frequently included in updates. When it's
feasible, turn on automatic updates for added security and convenience.

@ Secure your Device:

This are the illustrations of padlocks around the laptops, smartphones and
tablets. Caption: * lock your devices with passcodes to prevent unauthrized
access. Example: Secure communications and files that are sensitive.

Make use of effectively secret cloud storage services.

Using multi-factor authentication to add an additional degree of protection..

Data Back Up:
The cloud picture with files being backed up. Caption: Protecting important

data by regularly backing it up to secure cloud storage or any other
rexternal drives. Example: To make sure you can recover from technical

mishaps, or attacks via the internet, make regular backups of your data.
To make sure your backups are reliable, test them from time to time.

oL Public WI-Fl Caution:
< An example of a coffee shop with lock icpn over the WI-Fl signal. Capton: ‘be

caustious when using public WI-FI. Avoid accessing sensitive information on
iunsecured networks.’ Example: Steer clear of using public Wi-Fi networks
to access private or sensitive information, like personal emails or online
banking. A virtual private network might be used to increase security.

Report Suspicious Activity:

This is person reporting suspicious activity to an IT administrator. Caption:
‘If you notice anything unusual or suspect a security breach, report it
immediatelly to IT support.’ Example: Notify your IT department right away
of any strange emails, strange website behaviour, or unexpected pop-ups.
Promote a cybersecurity-aware culture in your company.
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