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Implementation and Analysis of Various Penetration Testing Tools to Enhance Web Application Security  

1.                                      INTRODUCTION
                             Background and motivation 
           Day by day there is an increase in the usage of computers and number of people using them. Most systems are connected to the internet for easy access of resources and interconnectivity of devices. There is the availability of old applications and new ones are been developed everyday increasing the complexity of systems. With all these activities going on, we are left to face challenges like increase in vulnerabilities which hackers will then use to gain access to the system and carry out his/her malicious acts.  Almost all businesses are now online making web app security very important in our world today. Web security is a chain of tools and protocols combined together and work simultaneously to help secure web apps against threats and malwares. It helps discover, fix and eliminate weaknesses in the system that attackers may exploit to gain access. This is where the role of a penetration tester comes in place. Pen tester help secure the web app.

             1.1 web application 
                      A web application also known as web app is a computer program or software that carries out enormous variety of tasks with the utilisation of online technology. This app is stored remotely through a server and it can be accessed using computer browsers (Firefox, chrome etc). According to famous researcher Jarel Remick “any component of a website that executes some tasks for the user can be called a web app. Web apps can be designed and used by a wide range of different people (organisations, individuals etc) to carry out a variety of functionality. The following task can be carried out using a web application: placing orders, getting information about products and services, helps employees communicate, share and edit files together.

1.2 Web application threats and vulnerabilities
                      There has been an immense increase in the amount of web users over the years and these users have high expectation from the web application they are using. With an increase number of web app and users, threads related to web app are unavoidable. All organisations, individuals, businesses etc need to guard themselves against threat to web app and software vulnerabilities. Attackers create ingenious web app security threats each year to attack the database of their target and steal sensitive information. Some of this security threats include:
· Injection attack
· Poor configuration
· Malware attacks etc.
      Most web applications are bound to a lot of vulnerabilities if not properly set up. Web app vulnerabilities are the weaknesses in a web-based app which attackers try to exploit in order to gain access to the system and carry out what ever malicious act they are seeking. These vulnerabilities in a web app are caused by: misconfiguration of web server, lack of input validation, flaws in the design of the app etc. These weaknesses arise due to the fact that, web app needs to connect with numerous users across various networks, hackers then use this ease of accessibility to their advantage. Some vulnerabilities in web applications include: Brocken access control, Brocken authentication, cross-site request forgery, cross-site scripting, SQL injection etc they exist a lot which will be explained in details in our literature review.

1.3 Attacks on web applications
     Web app attack is the process where by an attacker(hacker) attempts to compromise the security of a web-based app. This attack targets two things, either the web app itself to steal sensible data/information or the app is been used to target the user of the app. In recent years they have been various attack on web applications like the log4j2 vulnerability which happened in December 2021. The was a weakness in the remote code execution in the Apache logging package log4j2 version 2.14.1 and those below it was all outdated and prompt to attacks.
Why was it important?
The log4j2 library is an open-source logging library used by many service providers online like IBM, Amazon, google etc. when this weakness was found an update was immediately released on the 28, December 2021 to patch the vulnerability [1].
1.3.1. common web app attacks 
-   Denial-of-service attack (DoS)
-   Cross-site scripting (XSS)
-    Distributed Denial of Service (DDoS)
-     SQL injection   etc.

           1.4 Web app mitigation 
       Web app security needs to be one of the top priorities for any organization. They exist a variety of ways to easily improve your web app security. When you have the knowledge on how an attacker can hack your system you can then easily protect all entry points you know they will use. An example of such mitigations is:
· Ask a professional pen tester to carry out a pen test on your web app 
· Remember to always back up all your data 
· Carry out regular vulnerability scan 
· Make sure everything is up to date etc.

1.5 penetration testing (pen test)
       It is cyber-attack performed by an ethical hacker in order to find vulnerabilities in a web app or system. Penetration testing on a network system, website, or application helps us identify vulnerabilities which attackers can use to take control of the system and perform their malicious act. Pen testing can be done using software for automation or it can be performed manually [2]. Businesses and organizations websites and network are the most vulnerable assets attackers target the most. Every organisation/company has a secured framework and information security policies they most maintain (availability, integrity, confidentiality). Pen testing has 5 main stages which are:
· Planning and reconnaissance
· Scanning
· Gaining Access
· Maintaining access
· Analysis

                                  
                                          Aims and Objective of the project 
     
 The main objective and goal of this project is to identify all type of vulnerabilities that are present in the web applications/website and provide their severity level (low, medium and high). Explain all the vulnerabilities discovered in details, how a hacker can exploit them, how a pen tester can discover them using various tools and methods, provide solutions on how to patch all vulnerabilities discovered, mitigation techniques to use on web app/website to avoid getting hacked. the project will also discuss on web apps and penetration testing in details. No form of hacking will be performed in this project just vulnerability discovery in the website/web app and how they can be patched.


              
2).                                               LITERATURE REVIEW
         Back in the 70s and 80s web app security wasn’t really taking into consideration as a risk. In those days what was really considered as risk was theft, physical security, insider thread like having access to sensible files etc. prior to that, the prime concern was on encryption and decryption of messages, this was rampant during the 20th centuries during wars. During that period, people didn’t know computer software’s could be written for malicious reasons [2]
       Back in 1971 a researcher who goes by Bob Thomas noticed a computer program that skips from one network nodes to another and leave a notification on each could be written, he called it “The Creeper”. The Creeper will expand through the entire ARPANET and leave a message saying “I am the Creeper Catch Me If You Can”. Later after a developer names Ray Tomlinson made a program that expands on networks same like the Creeper but his erased the “I am the Creeper Catch Me If You Can” Message and it was called “The Reaper”. [2]
      The history of malware is a very long story, but in 1988 the world discovered the first major outbreak of malware called the “The Morris Worm”. Robert Morris came up with a plan to measure the size of the internet, he wrote a program that will spread all over computer networks, exploit a UNIX bug and replicate itself. The Morris worm aggressively began to replicate itself due to human error and lost its control [2]
    Up to this point app security was known for malwares industries started the development of anti-virus. On the early days of the web, websites were just documents and files sent over the internet released in 1995 by Netscape. The first interactive and reactive website forum was created using JavaScript. After a while hackers exploited this using cross-site-scripting (XSS). It wasn’t long before the first SQL injection was found in 1998. 
     In the 2000s companies started creating tools to defend against such attacks. OWASP (Open Web Application Security Project) was then created in 2001which then came up with standards for web app security [2]

2.1. OWASP (Open Web Application Security Project)
       It is an open-source project which function is to enhance the security of web apps. This project contains free available articles, guides, tools, documentation etc which aids the tester and developer of the web app or software check its security level [3]. A penetration testing guide is also included here which is made up of methods and procedures to discover security breaches in web apps and its services. 
     It is difficult to find information to help developers create a secured program without prejudice. Competition amongst companies make them to try an attract customers to a particular service or tool for the companies benefit. OWASP was developed to stop this problem and it gives best practices, advice and uplift the development of open standard.
   When it comes to web app security OWASP has the complete and best set of information. It has information on all the tools and how to use them to find vulnerability in a web app. 
[3]OWASP has practical example on how to carry out white, grey and black box pen test on a web app. It is presently considered the most important point of reference when we are dealing with web app security. With all these good reviews it is viewed as the best so far. [3]

2.2. web applications 
      it is a computer program that makes use of a web browser to carryout its functionality. They are available on a lot of websites (a contact form on a site). Web apps has a client-server architecture where information is been shared by dozens of computers. Web apps are created for variety of reasons and it is used by both individuals and companies.
    The have been a lot of evolvements of web app since it was introduced. In 1987 one of the first ever application was developed which was a server site scripting language. At that time, the was little or nothing known like the internet [4]

   2.2.1. Websites vs. web applications
      They both have a lot of similarities, especially when it comes to their coding language which is important in the development of their front end. Nevertheless, web app seems to be more complex than website. Authentication is normally used in web apps to give more access to users whereas it may or may not be used in website.
    Similarities 
· They both are ran on browsers
· Users need internet connection to connect to website and use the web app
· They both use authentication
· They both use integration etc [5]

 2.3. advantages of web app 
       -  cost reduction for end users and business 
       -  in subscription-based web applications, software piracy is been reduces in web app
       -  no matter the OS web app can run on as long as it has a compatible browser 
       - due to automatic updates web apps are always up to date 
2.4. examples of web app 
        - word processor
        - webmail
        - spreadsheet
        - file conversion and scanning 
        - photo and video editing etc [4]

2.4.1. task to do to highly test web apps
          - make sure all inputs in the app are properly tested
          - inspect all results of the web app
          - set on a limitation to access control and authentication of the app
          - inspect all processes of the app 
          - decompose if necessary to check the source code [7]
2.4.2. how to improve web app/website security
         - An inventory should be created 
         - learn and create best cyber security practices 
         - pay special attention and be careful with credentials and access right 
         - employ or hire a professional white hat to carry out a pen test on your system
         - always remember to back up your all your data on a different cloud from the one your app is hosted on.
         - frequent review of your web app security measure should be done regularly 
         - consider deploying web app firewalls for protection 
         -  create a partnership with outside security professionals [8]

2.5.  History of penetration test
       During the mid 1960s, white hats put a lot of effort in their job to make sure computer systems were secured and free from hackers trying to exploit them to get or destroy sensitive information. When computers obtained the ability to share resources amongst one another that is when the challenge to keep information secured and safe came to place. Today with tons of data spinning around the globe all the time, a lot of information can be stolen hence protection is required [6]
      In 1965 computer security experts alerted businesses and the government that with the rapid rate at which resources are been exchanged over the internet, it will lead to unauthorised users gaining access to sensible information they shouldn’t have. In 1967, more than 15000 computer security experts, business analyst and government came together at the annual joint computer conference to talk about crucial challenges in computer security and communication. [6]
     The RAND Corporation and the Advanced Research Projects Agency (ARPA) in the USA, came up with the idea of testing systems to make sure integrity is maintained. They generated a report called the Willis report which discussed security issues and brought forth solutions to them which are still used even in present days when we talk of security.
    After this report was put in place, teams were been created by the government to find vulnerabilities in computer systems and network preventing them from been hacked by black hats. In the late 1960s tiger teams were created to help test computer systems and network to verify how resistant they are to attacks. After the pen test was carried out, they discovered two things:
· It was possible to penetrate systems 
· The use of pen test techniques and tools to discover vulnerabilities in systems was an important and useful project carryout and needs further investigation, development and study on it. [6]
In 1972, James P. Anderson one of the first pen testers came up with a series of steps which called be used to carry out pen testing. These steps were:
· Vulnerability identification 
· Develop and attack for the vulnerability 
· Discovering the weakness in the attack and methods to neutralise the attack [6]
This essential method is still used till date.
       In 1980, Anderson came up with a publication showing how a program to monitor the use of computer in discovering weaknesses and indicate hackers’ activity was designed. But it was easy for any computer user to know how it works so they could easily find another way to get around it. Nevertheless, his work was innovative and a lot of those methods make up part of standard protection of system now our days [6]

2.5.1. Stages in Penetration Testing 
    The procedure of penetration testing has 5 main phases which are:
· Data gathering and Planning:  
this is the first stage which involves defining the goals and extent of the pen test, methods used and system to be tested. Data on the attack target is been gathered here (information gathering) which includes: domain name, network, mail server etc which enables us understand how the target functions and its weaknesses. [7]
· Scanning:
In this stage, it tells us how the targeted application will react to various forms of intrusion attacks. A variety of tools are been used here to get more information and data from the target. [7]
· Gaining access:
Web app attacks such as backdoors, sql injection, cross site scripting etc are used to find out the vulnerability of the target in this stage. Penetration testers attempt to expose these weaknesses to create awareness on the kind of damage that can take place in the system. [7]
· Maintaining access:
Here, we try to find out if the vulnerability found can be used to gain a lasting presence in the app. Here we are just trying to find out how deep the attacker can get within the web app causing harm and obtaining sensible information. [7]
· Covering tracks:
Here, the attacker tries to remain undetected as much as possible. Any variation which was done in the system most return to a normal state which won’t raise any alarm or suspicion [7]
2.5.2. Type of penetration testing 
     The exist different type of pen test which includes: wireless, social engineering, physical, human resource, network, app client side etc. this test can either be carried out internally or externally. A pen tester may or may not have prior knowledge on the system they are trying to hack depending on the goals of the test they are trying to perform. [10] They exist 3 main approaches to pen testing which are:
· Black box test pen test:
It is also known as external pen test. Here, the pen tester has no knowledge on the environment or infrastructure he is performing the test on. Here, the penetration tester takes the role of a uniform attacker and simulates a real world cyber-attack which is an advantage. [10]
· White box pen test:
It is also known as internal, clear box or glass box testing. Here the penetration tester has full access and knowledge of the environment or architecture he is carrying out the pen test on. The pen tester objective here is to carry out a comprehensive security audit on the system. He is been given as much information about the system as possible. [10]
· Gray box pen test:
Here, the penetration tester has partial knowledge and access to the system or web app. He tries to get privilege to the host then later on attempts to escalate this privilege to the admin of the system. [10]

2.5.3. Common Web App Vulnerabilities 
         Vulnerability in a web app is simply a defect in the system or weakness in a web-based app. They have existed for several years now due to the fact that, input sanitization and validation is not done, a defect in the design of the app, web server misconfiguration which make it easily exploitable to compromise the security of the web app. These vulnerabilities are different from that of network and asset. The emerge due to the fact that web app is designed to interact with a variety of users across different platforms, hackers then take this as an advantage to attack systems due to easy accessibility. [8]
    Attacks spent time looking for any possible vulnerability they can find in web app or websites to gain unauthorized access to system and access sensible information. That Is the reason why it is very important to have knowledge on different common vulnerabilities of web apps and practice how to secure all the weak spots. [9]
   Four most common web app vulnerabilities will be discussed here: cross site scripting, sql injection, Brocken authentication, exposure of sensitive data. We will also talk about various forms of mitigation and how the vulnerabilities can easily be discovered by security inspectors before an attacker tries to exploit them. This will help teach how to enhance your web app security.

2.5.4. consequence of poor web app security 
- Financial loss
- damage of organization/ company or individual reputation 
- users of the web app lose their trust in the company/organisation
- sensitive data leakage and data breach 
- the attacked system becomes corrupted 
      They exist various laws and regulation that put in place severe rules for the management and storage of data. Going against these rules may result in hundredths of thousandths of pounds. In 2020 British airway $26 million for data breach which took placed two years earlier. This fine was given to them by the GDPR and was one of the first ever major fine given to a big organisation. [9]

2.5.5. Types of web app/website vulnerabilities and attacks
             - SQL Injection Vulnerability (SQLI):
   This are sectors in a code of a website/ web app where untrusted data or command is sent to the web app/website database. These commands may perform various malicious act like: steal sensitive data, delete data, give the attacker privilege to escalate to the root system etc [8] [10] . due to its flexibility sql injection is known as one of the most commonly exploited web vulnerability. 
   SQL (structural query language) is a programming language used to interact with the database. Many servers that’s keep important information of websites and services use sql to control the data stored in their databases [8]. These kinds of servers are mostly targeted by sql injection causing the server to give out sensitive information it would never give on its own. Which makes it really bad if customers information like: password, credit card number and other sensitive customers information which are attackers’ target.
  Most sql attackers are successful because of poor sanitization inputs of the web app by the user. The user does not remove anything that seems to be a sql code. E.g., if they exist a web app vulnerable to injection attacks, the hacker can easily type a code in the search box of the website instructing the sql server of the site to give out all usernames and passwords stored in the site. [8]
· Cross-Site Scripting (XSS):
  This attack is a bit similar to sql attack where a malicious code is been injected into a web app or website nonetheless, the malicious code injected by the attacker only functions on the users’ browsers when the visit the harmless site [8]. The code is been inserted through a link and the attacker uses social engineering to induce the user to click the link and when it is been done the malicious code will be executed.
   Attackers can be able to access the user’s sensitive information, webcam, location etc if the attacker uses JavaScript for cross site scripting vulnerabilities [11]. This can cause a huge reputational damage to an organization because whatever sensitive information a user inputs is been captured by the attacker without them even realising any problem or attack has taken place [8] . This attack also enables the attacker to obtain all cookies from the user’s browser access sensitive data and browser history. XSS vulnerability mostly occur when input is unsanitized.
· Cross-Site Request Forgery (CSRF):
Here, social engineering technique is used to trick authenticated users to execute a task on the web app or website in which they have an actively logged session. The attacker then tries to take control of that session. The web app trusts the user and the browser they are using, so executes whatever is been demanded. Since the attacker is now authenticated, actions like data theft, changing the state of the web application etc can be performed. Apps lacking cross-site tokens and double authentication are likely vulnerable to CSRF vulnerability. Users also need to have knowledge on social engineering to avoid such attacks [8] [11]
· Brocken Authentication:
Authentication aids applications in the identification and verification of users.so Brocken authentication gives the attacker access and same privilege level as the original user, making the web app critically vulnerable. And with your web app/website vulnerable it gives the attacker access to all your sensitive information. This vulnerability includes, timeouts setup improperly, password stuffing, brute force attack, improperly hashed passwords, easy to guess passwords etc. [11]

2.6. Causes of web app/ website vulnerabilities 
- Connectivity: systems connected to an unsecured network can easily be hacked by hackers e.g., open connections
- Password: passwords are been used to stop unauthorized access. Passwords should have the following criteria: long and strong, mixtures of letters number and characters. Your password should not be known by anyone or written down somewhere.
- lack of trained staffs: when your staff lack the knowledge on vulnerabilities mistakes might be made by them leading to your system been hacked 
- bad system configuration: when a system is badly configured spots and vulnerability for hackers to attack the system and steal sensible data.

2.7. Web app/ website vulnerability mitigation and defence 
   All the vulnerabilities listed above (2.5.5) have different mitigation techniques which I won’t go in details in this proposal but I will in my dissertation. 
   There is no 100% secured system but some actions can be taken by organisations to reduce these vulnerabilities so hackers can’t access your system. Firstly, an information security policy must be created and implemented by organisations. While developing this policy organisations need to consider the following factors: access control, hardware/software, users identity code etc. Larry Collins, advised a form of technology should be created which searches and detects unauthorized access in a web app/website.  He brought an idea for an analytic program should be developed which alerts when a user access or opens a malware file. [15]
· Update your application:
This should be one of the first step in securing your web app/website make sure all your plugins and app are up to date. Most vendors always release security patches for their app make sure you always download and install them placing an automatic update will be preferable.
· Use of web ap firewalls:
This is like the top line of defence mechanism against hackers trying to sniff into your system. Bad traffic entering your web app/ website is been filtered by the firewall. [13]
· Use of malware scanners:
 it is very important to use automated malware scanners. It is suggested you find a scanner which automatically identifies and remove known vulnerabilities. [13] 
· DDOS Mitigation: 
DDOS attack is one of the most common ways of interrupting the web app. The procedure of successfully safeguarding a network or target server from a DDOS attack is known as DDOS mitigation. Here, a cloud base protection service or specially designed networking tools are been used. The user who is been targeted have means of reducing or blocking the incoming threads [16]
      Other methods of web app mitigation are:
· The use of updated encryption techniques 
· Set up a proper authentication technique 
·  Continuous patching of already discovered vulnerabilities etc [16]

2.8. Security Testing Tools for Web App/Website 
        With the rapid growth of the internet, hacking activities has become rampant. Of recent we have been hearing a lot of news about data breach and websites getting hacked. with the rise in technology, hacking tools and methods have also become menacing. Keeping your web app/website well protected is very important against attackers and malwares activities. [17]
       Security testing tools are been used to identify the extent and measure of security problems in a web app/website. Security test main aim is to carryout functional test on web app, observing them and locating as many different security problems and vulnerabilities as possible which could lead to hackers attacking your system. [17].
    Websites/web app with standard vulnerabilities can easily be identified with the use of automated tools. Codes are been scanned using these tools to pinpoint errors in them and find out if they are harmful to the system which might cause a security problem. Pen testing tools can be used to identify security vulnerabilities in a web app/website by examining techniques of data encryption and trying to crack hard coded values like usernames and passwords.

2.8.1. Criteria for Selecting a Good Penetration Testing Tool 
-  The tool should easily scan your web app/website with little or no effort 
-  The tool should not be complex, it should be easy to use, manage and configure 
- The tool should be able to classify vulnerabilities according to their level of severity so they can be easily fixed 
- The vulnerability report should be explained in details [18]

           2.8.2. Tools used to carry out the Pen testing 
           - Acunetix: 
                   This is a powerful automated web app tool which helps analyse websites/web app to determine all form of vulnerabilities present in the system like: sql injection, cross site scripting etc. Acunetix uses https and http protocols and scan any web app/website available over the internet. It can locate almost all files with the help of the advance crawler present in it. [18]
· Nessus scanner: 
This is a security scanning tool for web app, websites, computers, networks etc. it was created by Renaud Deraison and released in the year 1998 [19].  After the scanning process is over, this tool shows you all the possible vulnerabilities present which an attack might use to get into your system and perform whatever malware act they want. Over 1200 checks are been ran on Nessus to find out all weaknesses an attacker can take advantage of to attack your system. It is advisable that admins and pen testers of an organisation system use Nessus to scan for viruses and vulnerabilities which can be used by hackers to access your system. Nessus scanner is not used to protect your computer from attacks, it just scans for vulnerabilities and gives you some solutions but it is the duty of the pen tester to find solutions to the weaknesses it discovered [20]
· Kali Linux:
It is a Linux distributed system which was created for pen testing. Kali Linux is a complete platform for pen testing with advanced and modern tools to detect, exploit and identify vulnerabilities in the targets architecture or system. Here suitable methodologies for testing with fixed business objectives and organised test plan, evolving to a success in the pen test project [21]
· N-STALKER:
The information security technology specialists developed n-stalker in April 2000, with the aim for providing organisations, businesses and individuals with protections against malwares and threats affecting systems [22]. It is a web scanner which helps access your web app and network system. When we talk of browsers vulnerability n-stalker is most trusted. With the use of the configuration section, applications are readily connected to it. One of its advantages is that it works well with complex apps and apps made up of lots of codes. It has a report feature which enables data to be easily exported in different format for presentation.
· Nikto:
It is an open-source web server analytic tool which scans web servers to check for different items like, over 6700 harmful programs/files, runs a check on over 1250 servers to find outdated ones and servers with vulnerabilities. Items and plugins scanned are frequently updated automatically [23]
        We have a lot of other pen testing tools which we will go in details in the main dissertation like: Nmap, Metasploit, Wireshark, burp suite, cain and abel, john the ripper, w3af, netsparker etc.

3).                                                            METHODOLOGY

 
        A lot of research was been conducted to write this project. Resources like google scholar, text books, ieee xplore.org, google, my university library, ScienceDirect etc was been used to research a variety of papers, articles and web publications which aid me write this project. I searched for a lot of resources on the internet with the use of particular key words like: web application, vulnerability, pen testing, webapp/website security.

      I read a lot of articles and books on the history of web application and that of penetration testing and came to understand its origin from how it started back in the 70s till present date I used my university library to search on ways to enhance web application security and step to step method on how to carry out a penetration test. Though I did research on old articles written in the early 2000s, I did focus more on recent years articles and studies which gave a lot of information on modern days attacks, tools, vulnerabilities, methods and procedures that are mostly common now and which both hackers and pen testers use.

    The very first step in enhancing your web app/website or carrying out a pen test on it is the identification of the target. And my target here is a vulnerable website with different forms of vulnerabilities which an attacker can use to gain access/attack your system then you need to gather as much information about the target as possible.

   In the lab section of this project, we will use some of the tools mentions above (2.8.2) to carry out a pen test on a vulnerable website. kali Linux VMWARE environment will mostly be used here since it has most of the tools already intergraded in it or either way, we will use a simulated vulnerable website like juice shop to test for vulnerabilities. After discovering the vulnerabilities on the web app/website, for every vulnerability discovered, its severity, solutions on how to patch them and defensive methods against them will be given. This project will be carried out between March 2022 till May 2022. 

    At the end a budget list will be created listing the total cost of the tools used and if any expenditure was made in fixing the vulnerabilities because most solutions are free you just need to find how to patch them online but some requires you to buy a new licence like the SSL certification.


4).                                                               RESULTS 
	
       The result will provide a detailed explanation of all the vulnerabilities discovered during the pen test process on the web app/website and the type of attacks which can be carried out on each vulnerabilities discovered. The deeper and most severe vulnerability will be well explained and its location provided and the part of the web app/website it is affecting, the methods used to uncover the attack and what a hacker could do if these vulnerabilities are not patched or left unexamined.

      Also, the result should be able to show the level of priority of the vulnerabilities to know which is at high risk in affecting the web app/website so as to tackle it as soon as possible before the situation worsens. The impact of the vulnerability on the organisation/business should also be well explained so the organisation knows what risk they are facing if the vulnerabilities issues are not resolved for example a critical vulnerability could lead to the entire website/web app been compromised by the attacker which may lead to financial lost, reputational damage etc. information about potential threats to the web app/website which could affect the organisation/business will be explained and security best practices will be explained so the organisation can implement them and take precautions.

      Vulnerability identification is just one part in the web app/website enhancement process and fixing them is another part which the organisation/business needs to take into consideration. Solutions to fixing the vulnerabilities discovered varies significantly. Some weaknesses found requires just a simple patch or update which can be done with ease. While others may require a developer to rewrite a code or reconfigure the system, others may have no fix available at the moment which may require a change in infrastructure and process to reduce the risk.
     
       Guidelines and recommendation will be provided to the client on how to avoid the vulnerability risk and information will be provided on the vendors the organisation/business can contact for assistance. Most of the information will be given in the test report while carrying out the practical part.

        A lot of preparation and planning is required to carry out a web app pen test. We need to understand that web applications systems are very complex and made up of a variety of technology in use like languages, servers, frameworks etc. so we need to identify the targeted web app technology. With the constant evolvement of threats, hackers are coming up with new ways to exploit weaknesses in systems. so, the pen test report will give advice on what area to work on most for a long-term goal.

5).                                        EVALUATION AND RECOMMENDATION 

       A poorly test scope fails to attain the goal of a penetration test. Organisations/companies with low budget income faces the problem of obtaining the full potentials of a penetration test. So, if pen test was made easy and automated rather than human interaction, this low budget companies will benefit from it to. 
      Also, some pen testing tools are so expensive talk less of hiring a pen tester to carry out the job if the prices for such tools could be reduced and made affordable then this limitation faced by both individuals and companies will be eliminated. It is recommended to use kali Linux which has a lot of pen testing tools intergraded in it for free which are really good and some easy to use.
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