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[bookmark: _Toc227973213]Executive Summary
This report recommends to Tesco Plc on the governance, ethical and regulatory aspects of its growing artificial intelligence (AI) infrastructure and specifically on consumer trust, data governance, and compliance within the United Kingdom and European Union regulatory frameworks. Being the biggest grocery retailer in the UK, Tesco has implemented AI in personalised marketing, dynamic pricing, and demand forecasting, as well as the Clubcard loyalty ecosystem. These systems are creating high commercial value and at the same time putting the organisation at risk of regulatory liability, reputational risk and loss of consumer trust unless they are managed with rigour and foresight.
The report uses a focused PESTLE analysis, which involves a risk weight based on the probability of occurrence and the extent of influence of each factor, to determine the macro-level forces that influence AI risk in the retail industry. It subsequently considers the models that can be used to manage AI risk, challenges of governance unique to the data practices of Tesco, and the divergent regulatory requirements that Tesco confronts in the UK and EU. Competitor benchmarking analysis puts Tesco in the governance posture against peers in the sector. The analysis of consumer trust will look at the interaction between AI-enabled personalisation, the transparency shortcomings, and privacy trade-offs to determine the long-term loyalty and brand equity.
An important regulatory clarification guides the analysis: standard grocery dynamic pricing is not a high-risk according to the EU AI Act Annex III. Some Clubcard applications that involve financial services scoring or access to vital services can invoke Annex III thresholds, although this limit is yet to be clarified when EU AI office enforcement guidance is implemented. The governance response by Tesco must be in line to this subtle categorization and not exaggerated.
Implementation plan prescribes an eleven costed implementation plan consisting of three horizons governance strategy, establishing an AI Ethics and Governance Board and procuring AI liability insurance in short term, deploying explainability infrastructure and redesigning consent architecture in medium term, building AI assurance capabilities and pursuing external certification in long term. These suggestions are future-oriented, business-based and are commensurate with the regulatory and reputational risks established.
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[bookmark: _Toc227973214]Introduction
The report has been commissioned to the top management at RFD Global as one of the consultancy advisory to Tesco Plc, the largest grocery retailer in the United Kingdom in terms of market share. One of the most significant strategic problems that the retail sector is grappling with and that the report deals with is the accelerated adoption of artificial intelligence into fundamental business processes, and the inherent risks of data regulation, consumer confidence, and legal adherence.
Tesco uses AI in a variety of operations, such as personalized customer marketing with the Clubcard loyalty programme, algorithmic demand forecasting, dynamic pricing, and more and more, conversational tools in retail. The systems are used in various legal jurisdictions, the most prominent one being the UK and the Republic of Ireland, which subjects Tesco to the jurisdiction of the post-Brexit data protection framework of the UK and the emerging framework of AI regulations in the European Union. The convergence of these two regulatory environments presents a management challenge requiring proactive, structured and future proofed management.
Problem Statement: Although Tesco has invested heavily in AI-based commercial capabilities, it does not have an ethical AI framework published, nor an AI risk taxonomy nor a publicly available governance architecture commensurate with the scale of its data activities. This is a material strategic and regulatory risk. Since the EU AI Act is legally binding on the AI systems used in EU member states, and with the UK Information Commissioner Office becoming increasingly scrutinized of automated decision-making in industries dealing with consumers, the disparity between the AI aspiration and governance maturity of Tesco is no longer commercially viable.
Research Question: What is the most appropriate governance structure to implement at Tesco Plc to address ethical, regulatory, and consumer trust risks in the UK and EU and what governance structure would offer both compliance and sustainable competitive advantage? The report will answer this question in five analysis frames, which include macro-environmental risk analysis, AI risk management frameworks, data governance and ethics, comparative regulatory compliance, and consumer trust dynamic. An analysis competitor benchmarking analysis bases the recommendations on sector practice. The report will end with a three-horizon implementation plan that will offer costed, actionable advice.

Table 1: Tesco Plc – Company Profile
	Attribute
	Detail

	Full Name
	Tesco Plc

	Headquarters
	Welwyn Garden City, Hertfordshire, UK

	Founded
	1919

	Key Markets
	United Kingdom, Ireland; digital and data operations globally

	Revenue (FY2025)
	£61.5 billion (Tesco Plc, 2025)

	Employees
	Approximately 330,000 (Tesco Plc, 2025)

	Clubcard Members
	Over 20 million active UK households

	Primary AI Use Cases
	Personalised marketing, dynamic pricing, demand forecasting, inventory management, Clubcard data analytics, conversational retail tools

	Regulatory Exposure
	UK ICO (UK GDPR), FCA (Tesco Bank products), EU AI Act (ROI operations), EU GDPR, Data Protection (Ireland) Act 2018


[bookmark: _Toc227973215]Main Findings
[bookmark: _Toc227973216]PESTLE Analysis of AI in UK Retail
The macro-environmental forces affecting the AI risk in the UK retail industry are critical and changing rapidly. An ordered PESTLE analysis, tailored to the AI activity of Tesco, shows a scenario that is marked by regulatory uncertainty, competition, and evolving consumer demands. These forces can be analytically summarised in Table 2 and a risk matrix in Table 3 weighting the factors by likelihood and impact to give priority to governance effort.
Table 2: PESTLE Analysis - AI Risk Environment for Tesco Plc
	Factor
	Key AI Risk for Tesco
	Strategic Implication

	Political
	Post-Brexit regulatory divergence; UK-EU data transfer restrictions
	Dual compliance burden; risk of regulatory arbitrage and reputational exposure in ROI operations

	Economic
	Algorithmic dynamic pricing under competition law scrutiny
	Risk of price-fixing accusations via AI pricing systems; consumer backlash and regulatory investigation

	Social
	Consumer scepticism towards AI-driven personalisation and data use
	Erosion of brand loyalty if data practices are perceived as intrusive or opaque

	Technological
	AI model bias in Clubcard targeting; IoT data integration vulnerabilities
	Discriminatory outcomes in personalised pricing and product recommendations; systemic data breach risk

	Legal
	EU AI Act obligations; UK GDPR automated decision-making restrictions; Clubcard profiling may engage Annex III for essential services or financial scoring
	Conformity assessments and human oversight are required where Annex III thresholds are met; penalties up to 7% global turnover

	Environmental
	Energy and carbon costs of large-scale AI model training and inference infrastructure
	Reputational contradiction if AI operational footprint conflicts with Tesco's net-zero targets; ESG investor scrutiny


Table 3: PESTLE Risk Matrix – Likelihood, Impact and Priority Rating
	PESTLE Factor
	Likelihood (1-5)
	Impact (1-5)
	Risk Score
	Priority Rating

	Political
	5
	4
	20
	CRITICAL

	Legal
	5
	5
	25
	CRITICAL

	Technological
	4
	4
	16
	HIGH

	Social
	4
	3
	12
	HIGH

	Economic
	3
	3
	9
	MODERATE

	Environmental
	3
	2
	6
	MODERATE


The risk matrix has identified Legal and Political factors as high-priority areas, given the near-certainty of regulatory changes and the high financial impact of non-compliance. Legal is the most risky at 25, due to the EU AI Act's penalty framework and the uncertainty around the Annex III classification of Clubcard applications. In 20th place is political risk, indicating Tesco's structural exposure to divergent UK-EU regulatory paths. The technological risk is rated at 16 based on its high deployment velocity, and the Social risk is rated at 12 based on high but slower materialising brand loyalty outcomes. Economic and Environmental risks are moderate and warrant monitoring at present due to their trends.
Tesco also has a post-Brexit regulation system that is disjointed and creates a lot of complexity to compliance. EU law (including the EU AI Act and the EU GDPR) continues to govern the activities of the company in the Republic of Ireland. On the contrary, the UK operations are regulated by other domestic laws. This regulatory bifurcation creates some structural tension: the implementation of decisions on AI systems design in the UK will not comply with EU conformity requirements, and the opposite. Alt (2021) states that cross-jurisdictional digital platforms have to address not just cumulative governance imperatives, but relate to each other in unpredictable ways, which Tesco already faces in its Clubcard data infrastructure.
The creation of AI-based pricing in the retail industry presents a danger to the economic life of the systemic competition law. Bichler, Durmann and Oberlechner (2025) provide a strict analysis of the possibility of attaining collusive results by the use of algorithmic pricing systems without explicit organisation and learning in parallel. Sanchez-Cartas and Katsamakas (2024) extend it to platform-based retailers and demonstrate that AI pricing algorithms on various platforms can strengthen incumbent advantage in such a way that attracts regulatory scrutiny. With Tesco, there is a risk of the borderline between reasonable dynamics pricing and tacit algorithmic collusion being more difficult to defend to regulators unless there is an established governance structure, which is documented in writing.
The increasing complexity of interconnected retail spaces also increases the risk of data integration due to its rapid growth. Baswani, George, and Townsend (2025) show that IoT-based shopping experiences, which Tesco is increasingly implementing through cashierless systems and smart shelf systems, generate an endless stream of behavioural data that significantly threatens privacy. According to Nogueira, Lopes and Gomes (2025), the underestimated operational risks of retail AI systems include model drift and data quality degradation. These risks are systemic to Tesco: a biased demand forecasting model, or a personalisation algorithm that has been trained on historically biased Clubcard data might yield discriminatory results before the error is realised and before millions of customers are affected.
Large scale AI infrastructure energy and carbon expenses can be a problem to the environment, and it is an issue of governance that Tesco has not publicly addressed. Computational footprint of the training and inference needs of machine learning systems deployed in about 4,700 stores and a 20-million-member loyalty programme is non-trivial. The net-zero targets released by Tesco, touching on the Scope 3 emissions throughout its supply chain, would result in the immediate development of a reputational paradox in case the expansion of AI infrastructure is not evaluated in terms of its climate effect. ESG investors and consumer advocates are starting to pay attention to this gap, and its absence in AI disclosures by Tesco is a significant one.
Tesco Plc (2025) in its Annual Report acknowledges that AI and sophisticated analytics is the heart of its growth strategy, and mentions machine learning in its stock management, supplier negotiation, and personalisation with its customers. However, disclosure is aspirational and does not deal with the governance infrastructure, risk management practices or regulatory compliance mechanisms that these systems require. The gap between governance maturity and strategic ambition is the critical issue in this report.
[bookmark: _Toc227973217]AI Risk Management Frameworks
Risk management in AI within a retail environment demands governance structures that are both broad enough to address systemic risk and nimble enough to meet the needs of a fast-evolving technological and regulatory landscape. The current environment of AI governance models demonstrates not only valuable resources but also severe constraints to organisations to be like Tesco.
Batool, Zowghi and Bano (2025) review the existing literature on AI governance through a systematic literature review and find that the conceptualisation of AI risk by organisations is often dichotomised between technical risks and model bias and data poisoning, and ethical and regulatory risks, creating a blind spot in governance where the two intersect. This disintegration is especially acute among retailers, where technical AI systems are both consumer-facing and commercial and are legally regulated. Knight, Shibani and Vincent (2024) map the wider research ecosystem around ethical AI governance and find that most of the current frameworks focus on compliance rather than real risk reduction, a distinction that has real impacts on organisations that have been accused of algorithmic accountability.
Meske et al. (2022) consider that the notions of explainability and responsibility should be addressed as co-constitutive features of any AI system, which is implemented in a situation with direct consumer effects. Their model assumes accountability can be tracked throughout the AI development life cycle, including data sourcing, model deployment, and continued monitoring, rather than being addressed in hindsight when there is a complaint or regulatory investigation. This principle can be applied directly to the Tesco Clubcard ecosystem, where decisions regarding which promotions, prices, and products are surfaced to which customers are made on a large scale, algorithmically, with no human effort to review the outcomes of individual cases.
Upreti et al. (2024) discuss trustworthy machine learning from the perspective of security and privacy, and they state that the majority of enterprise AI governance models have an underweight on adversarial risks, such as model inversion attacks and membership inference, where third parties can infer sensitive consumer information by training a deployed model. In the case of Tesco, whose Clubcard information is both a commercial asset and a personal data sensitive asset, these technical attack vectors are a governance gap that cannot be reflected in the typical privacy impact assessment. Pink et al. (2024) add to this point of view, showing that trust in AI systems among practitioners is also a governance variable: a team that lacks trust in the accountability structures in which they operate generates less trustworthy AI systems. Misra, Barik and Kvalvik (2025) also believe that to have real AI risk management, there must be digital sovereignty, which is quite applicable in the context of Tesco, which depends on cloud services and external analytics relationships.
[bookmark: _Toc227973218]Data Governance and Ethical AI
The Tesco Clubcard programme is considered to be one of the biggest consumer behavioural databanks in UK retail market that contains the purchasing history, geographical trends and promotional response data of over 20 million households. This data infrastructure is not only a matter of compliance, but also a significant factor in ethical use of AI and brand success in the long run.
Schubert and Barrett (2024) give a conceptual data governance framework that is rigorous and defines the difference between data stewardship and the organisational processes through which data is categorised, secured, and audited and data ethics, the normative principles that define which uses of data are acceptable beyond legal obligation. They state that most enterprise data governance programmes are good at stewardship, but poor at ethics, which creates organisations that are technically-compliant whilst ethically vulnerable as new AI use cases emerge at a faster rate than the policies that govern them. This description aligns fairly well with the reported stance of Tesco: the Annual Report confirms that the company invests in data security and regulatory compliance, but does not specify the ethical AI framework nor does it explain the normative principles upon which the algorithmic decisions regarding customers are made.
The article by Blömker and Albrecht (2025) discusses how multichannel customer data can be used to provide real-time personalisation and determine that predictive accuracy of machine learning models can be significantly enhanced when psychological trait inference is taken into account during the modelling process. Although commercially viable, this practice is highly questionable in terms of ethics: as Jansen, Jung and Salminen (2023) prove, personification bias, the propensity of analytics systems to create inaccurate or stereotypical user profiles, is an inherent characteristic of giant data analytics service providers more than an accidental one. In the case of Tesco, this implies that the Clubcard personalisation engine can consistently discriminate particular groups of customers by profiling them inaccurately with no way for the customer to identify, query, or correct the inferences.
Mirbabaie et al. (2025) propose the transparency fallacy: giving explanations of an algorithm does not always generate a sense of fairness, and can in fact make them less fair when explanations are strategically crafted to minimise responsibility. Greene et al. (2025) would add this criticism to commercially deployed AI: they believe that the incentives of monetisation corrupt explanations, leading organisations to disclose strategically incomplete information that is technically accurate as required but does not meet the requirements of true consumer knowledge. Burmeister, Kurtz, and Schirmer (2025) propose architectural thinking as a methodology to govern the privacy of information in complex data ecosystems, promoting the integration of privacy-by-design principles into system architecture rather than treating privacy as a policy overlay. Both Gibin, Krasanakis and Grumodas (2025) and Pant et al. (2025) suggest that fairness in AI systems cannot be determined technically in isolation; instead, it must be negotiated willfully by all stakeholders, such as consumers, with structural power repercussions that organisations cannot neglect.
[bookmark: _Toc227973219]Regulatory Compliance: UK and EU
Regulatory environment The retail regulatory environment has evolved greatly since 2021, and the regulatory divide between the UK and the EU poses a structural compliance challenge, to organisations operating in both jurisdictions. Expanding its business in the Republic of Ireland, Tesco is subject to the direct jurisdiction of the EU statutory as well as UK regulatory framework. As such, comparative regulatory analysis is not merely a practical need but a strategic need too.
Table 4: Regulatory Comparison – UK and EU AI Compliance Framework for Tesco Plc
	Dimension
	United Kingdom
	European Union

	Primary Legislation
	UK GDPR; Data Protection Act 2018; ICO AI Guidance (non-statutory)
	EU GDPR; EU AI Act (Regulation 2024/1689)

	Enforcement Body
	Information Commissioner's Office (ICO)
	National supervisory authorities coordinated by the EU AI Office

	AI-Specific Regulation
	Sector-specific guidance only; no dedicated AI Act as of 2025
	EU AI Act in force from August 2024; phased obligations through 2026-2027

	Retail AI Classification
	No formal risk classification; self-regulatory approach encouraged by ICO
	Standard grocery dynamic pricing is NOT high-risk under Annex III. Clubcard applications involving financial scoring or essential service access may engage Annex III; classification unsettled pending enforcement guidance

	Max Financial Penalty
	Up to £17.5 million or 4% of global annual turnover, whichever is higher
	Up to €35 million or 7% of global annual turnover for prohibited AI; up to 3% for other infringements

	Automated Decision Rights
	Right to explanation and human review under UK GDPR Article 22
	Strengthened under the EU AI Act; mandatory human oversight for confirmed high-risk AI systems

	Transparency Requirements
	Privacy notices required; no mandatory algorithmic disclosure in retail
	High-risk systems require technical documentation, conformity assessments, and registration in the EU database


The first legislative framework specifically addressing AI systems is the EU AI Act that came into force in August 2024 under Regulation 2024/1689 (European Union, 2024). The scope of the Act is analysed in detail by Gstrein, Haleem, and Zwitter (2024), who note that the Act's general-purpose AI provisions apply to both foundation models and large-scale deployment systems, which may not necessarily consider regulatory compliance as a design factor. An essential clarification is needed on the Annex III classification: standard grocery dynamic pricing is not among the high-risk areas of the EU AI Act that are limited to biometric identification, critical infrastructure, education, employment, essential private and public services such as credit and insurance, law enforcement, migration, and the administration of justice. The daily pricing algorithms used at Tesco do not thus lead to Annex III obligations. The Annex III boundary may, however, be invoked where Clubcard data is used in decision-making regarding access to Tesco Bank credit or insurance products, or where price differentiation of necessities is based on personalised data. This difference is analytically important and must inform Tesco's calibration of its compliance investment.
According to Calvin Wai-Loon Ho and Caals (2024), the EU AI Act is inherently designed to establish an epistemic framework for trust, enabling regulators and consumers to make informed decisions about AI systems. This framing implies a lot to Tesco: being compliant does not just mean that you are within the technical specifications but that you can prove, via documentation and disclosure that AI systems are working as asserted. Cancela-Outeda (2024) discusses the collaborative governance framework of the Act and finds a contradiction between the centralisation of enforcement via the EU AI Office and the practical reality that national authorities continue to be tasked with supervising AI applications in the retail sector, potentially leading to inconsistencies in the EU-wide assessment of AI applications.
An exceptionally timely critical analysis of the relationship between trustworthiness and risk acceptability in the EU AI Act written by Laux, Wachter and Mittelstadt (2023) insists on the fact that the Act confounds the two different notions in such a way that it can create perverse incentives where the organisations invest in the imagery of being trustworthy, rather than being trustworthy. Wachter, Mittelstadt and Russell (2021) also support this objection by a legal method and demonstrate that the fairness of automated decision-making can only be achieved in a technical manner and must be directly applied to the EU non-discrimination law, which is not reflected in the AI Act in its entirety. According to Hartmann et al. (2024), the audit ecosystem on the Act is not well developed, and that civil society organisations lack the technical resources to perform a meaningful independent review of AI systems in use. Rott (2025) approaches the topic of digital fairness in the context of the legal framework of consumer law, arguing that the burden of proof in cases of AI-intermediated consumer harm has not been dealt with appropriately in both the EU and UK arrangements, and that the consumers are structurally disfavored in appealing the decisions reached in an algorithmic-mediated manner.
[bookmark: _Toc227973220]Consumer Trust
One of the main components of the commercial foundation of the Tesco Clubcard ecosystem is consumer trust, and it is the strongest asset at the same time the most significant weakness in the terms of AI implementation. The academic literature illustrates a multi-dimensional trust construct, whereby, cognitive, affective, and behavioural components interact in a multi-dimensional manner that cannot be fulfilled by simple transparency measures.
Dahlin (2025) provides a theoretically informed explanation of trust in AI and argues that consumer trust is not an issue of the system being accurate or disclosed, but a question of perceived consistency between the values proclaimed by an organisation and its work practices. When the results of AI systems turn out to be opposite to the surface image of an organisation, the lack of trust generated will be disproportional to the technical significance of the failure. It directly applies to Tesco: its focus on customer-centricity publicly makes high standards on how AI-informed decisions regarding pricing, availability, and promotions are evaluated. Huynh and Aichner (2025) examine the predictors of cognitive trust in generative AI and find out that perceived competence and perceived benevolence are independent, i.e., consumers differentiate between whether an AI system works and whether the organisation that implements the system is interested in its functionality.
The structural conflict between the utility that consumers obtain with personalised experiences and their discomfort with the data practices they have to follow in order to receive them is the personalisation-privacy paradox, as Canhoto, Keegan and Ryzhikh (2023) have mostly recorded in the retail setting. Larsson and Haresamudram (2023) contextualise this paradox in platformised retail settings, where data mined from loyalty programmes is sold to third-party advertisers in ways that consumers never fully know or agree to. Henriksen, Follstad and Boletsis (2025) study the nature of privacy decisions made by users in retail settings and realise that privacy decisions are not only non-rational and autonomous but also embedded in context and influenced by social factors, which implies that the conventional consent-seeking techniques systematically overestimate the true acceptance of consumers in sharing their data.
Leschanowsky et al. (2024) conclude that purpose disclosure and perceived controllability are the most effective motivators of trust in conversational AI, and Lopes et al. (2024) show that frictionless browsing experience with AI can enhance short-term engagement outcomes but lower long-term consumer agency. Rohden and Espartel (2024) find that retail-based recommendation agents increase consumers' uncertainty about products they know less about, which is rather unexpected, as the idea of AI-based personalisation is assumed to be consistent across the board. Dixit, Choudhary, and Govil (2025) use the UTAUT2 model to examine AI-influenced purchasing decisions and confirm that hedonic motivation and social influence are important moderators of the relationship between AI recommendations and purchase behaviour, indicating that the younger Clubcard demographic at Tesco might have significantly different trust thresholds compared to their older counterparts.
Hassan, Abdelraouf and El-Shihy (2025) show that personalised recommendations mediate the trust-satisfaction-loyalty chain in e-commerce, but this is only true when they are perceived to be true and unbiased. Indeed, Santos and Antonio (2025) demonstrate that machine learning-based detection of AI-generated reviews can significantly boost perceived platform trustworthiness, indicating that proactive fraud detection is itself a trust-building investment. Ribeiro, Rivero and Abrantes (2025) affirm that AI interactions shape brand associations more profoundly than traditional marketing, and a failure of trust has cascading effects on brand equity. Rajesh and Gurme (2025) found that trust facilitated through personalisation on social media depends heavily on privacy assurance, as evidenced in the context of Tesco's online marketing. According to Register et al. (2025), privacy should not be framed in an instrumental but a relational approach, which helps justify the idea of truly participatory consumer data governance rather than one-sided corporate data management.
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The Tesco AI governance posture placement in the competitive retail market shows a sector at a first, but uneven level of formalisation of responsible AI practices. There are three educational comparators namely Amazon, Marks and Spencer and Sainsbury.
The company with an Acceptable Use Policy of its AI services, AI Ethics and Society a team, and heavy investment in explainability tooling with its SageMaker Clarify platform is Amazon, the global leader in creating AI-driven retail. Its governance model is highly technical and engineer-focused, making it highly accountable technologically but has been criticized to lack transparency to consumers, primarily its dynamic pricing algorithms, which have been a focus of scrutiny by regulators in several jurisdictions due to their possible anti-competitive effects. As the Amazon experience indicates, technical governance competence is insufficient: regulatory and reputational risk management should be supported by consumer-facing commitments that extend beyond inner tooling.
Marks and Spencer have been less aggressive in their approach to AI implementation, prioritising more the supply chain optimization and visual search capabilities over expansion of customer behavioural profiling. It also has fewer public commitments to AI governance, but the limited scope of its deployment limits exposure to regulations. M&S also does not have a similar size of a loyalty programme as Clubcard, which reduces the liability of data governance to a considerable extent at the cost of the commercial value of personalisation. M&S posture is risk reduction strategy and not a governance leadership strategy.
The nearest structural competitor to Tesco is Sainsbury's Nectar loyalty programme. In 2020, Sainsbury sold most of its stake in its Nectar data analytics business to the American company Epsilon, a move that brought about a high degree of third-party data governance complexity and less direct control of its own customer data ecosystem. This is unfavourably compared to Tesco, which has not outsourced its data operations, and is a governance risk that the Sainsbury has yet to address publicly. In the case of Tesco, the in-house data control is the governance asset that must be safeguarded and extended, as opposed to copying with the type of third-party dependency that Sainsbury currently operates.
The benchmarking analysis reveals that the Tesco AI size and data richness are sector-leading resources, but its published governance commitments are currently below the technical accountability standards of Amazon and do not yet reflect the consumer-facing transparency that the changing regulatory landscape demands. The governance structure suggested in Section 3 will address this gap and maintain and enhance Tesco's competitive differentiation through responsible AI leadership.
[bookmark: _Toc227973222]Porter’s Five Forces Analysis
Porters Five Forces Analysis: AI-based Retail Competition
Artificial intelligence is profoundly changing the competitive dynamics of the UK grocery retail, not only as an operational instrument but also as a power-determining structure in the industry. According to Porters Five Forces analysis, AI governance capabilities of Tesco are becoming more central in maintaining the competitive advantage.
New Entrant Threat is moderate but technologically redefined. The traditional barriers to entry, including scale, and supply chain infrastructure, are still high, but asset-light models allow AI-based digital retailers to enter the market. Nonetheless, the Tesco wide range of Clubcard data and well-established data infrastructure forms a data-based barrier to entry, increasing incumbency advantage. However, poor governance may negate this benefit in case regulatory controls limit the use of data.
The Bargaining Power of Suppliers is changing with the algorithmic procurement and demand forecasting. AI enhances the negotiation strength of Tesco through better accuracy of forecasts and optimization of inventory. Nevertheless, the shift toward more dependence on cloud suppliers and AI vendors presents a new category of influential technology vendors, and dependency risks shift (Misra et al., 2025).
Buyers Power is high and is increasing. The consumers are also becoming very conscious of information privacy and fairness of algorithms. Personalisation privacy paradox may mean that even though AI will improve customer experience, a perceived abuse of data may quickly undermine trust and switching costs (Canhoto et al., 2023). Therefore, the quality of governance has a direct impact on the power of the customers.
The threat of Substitutes is increasing, with platform-based retail ecosystems like Amazon, in which AI-based convenience and recommendation systems are remaking value propositions. These substitutes are not competing only on price but on the experience that is grounded on the data, placing the question of transparency in governance in the limelight.
The Industry has a tough competition and is more based on data capacity and not necessarily on price. Competitors such as Amazon are more likely to display technical governance, whilst other competitors employ risk-minimisation strategies. The presence of a gap in the governance at Tesco jeopardizes the strategic position of Tesco despite having good data holdings.
Overall, the analysis demonstrates that AI control is no longer a compliance task but a competitive force, which impacts the barrier to entry, customer loyalty, and differentiation. The absence of fit between AI potential and the governance maturity may lead to the loss of structural advantage in the industry by firms (Porter, 2008).
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The following implementation plan will address the governance, ethical, and regulatory risks noted in the previous analysis using a three-horizon approach. The horizons are defined as short (zero to a year), medium (12 to 30 months), and long (24 to 60 months), with a purposeful overlap to indicate the iterative nature of AI governance development. The plan is optimised to the scale of Tesco and the dual compliance environment it operates in. Table 5 summarises all 11 recommendations, timeframes, and cost estimates.
Table 5: Implementation Plan - AI Governance Recommendations for Tesco Plc
	Recommendation
	Timeframe
	Indicative Cost
	Expected Outcome

	IR1: Establish AI Ethics and Governance Board with board-level accountability and cross-functional membership
	0-6 months
	£150K-£300K
	Unified accountability structure; reduced risk of siloed AI decisions

	IR2: Commission AI regulatory gap analysis including EU AI Act Annex III classification assessment for each deployed AI system
	0-9 months
	£80K-£150K
	Clear compliance roadmap; definitive classification of systems requiring remediation

	IR3: Implement mandatory Data Protection Impact Assessments for all new AI-enabled Clubcard features before deployment
	0-9 months
	£50K-£100K
	Demonstrable UK GDPR Article 35 compliance; reduced ICO enforcement risk

	IR11: Procure AI-specific liability insurance covering regulatory fines, third-party claims, and reputational loss from AI system failures
	0-12 months
	£150K-£400K p.a.
	Financial risk transfer for residual AI liability; signals governance maturity to insurers and investors

	IR4: Deploy explainability infrastructure for Clubcard personalisation engine, enabling customer-facing algorithmic explanations
	9-24 months
	£500K-£1.2M
	Improved consumer trust scores; EU AI Act transparency compliance

	IR5: Develop and publish an Algorithmic Accountability Report disclosing AI system purposes, data sources, and governance controls
	12-18 months
	£60K-£120K
	Strengthened stakeholder trust; reputational differentiation in competitive market

	IR6: Introduce an AI model audit protocol for Clubcard and pricing algorithms, including bias testing across demographic segments
	12-24 months
	£200K-£400K per cycle
	Systematic identification and remediation of discriminatory model outputs

	IR7: Redesign Clubcard consent infrastructure with granular, revocable opt-in architecture replacing implied consent
	12-30 months
	£1M-£2.5M
	GDPR-compliant consent foundation; reduced ICO and DPC enforcement risk

	IR8: Build internal AI Assurance Centre of Excellence for governance capability and regulatory horizon-scanning
	24-48 months
	£2M-£4M
	Sustained competitive advantage through governance leadership; reduced external advisory dependency

	IR9: Engage proactively with UK ICO and EU AI Office through industry forums to shape emerging retail AI guidance
	24-60 months
	£100K-£200K p.a.
	First-mover influence on sector standards; reduced risk of adverse regulatory intervention

	IR10: Pursue external AI governance certification (ISO 42001 / BSI AI Assurance) and publish annual responsible AI report
	36-60 months
	£300K-£600K
	Enhanced brand equity; independently verified governance quality signal to regulators and consumers


[bookmark: _Toc227973224]Short-Term Horizon: Establishing Governance Foundations (0-12 months)
The first, and most urgent, is the establishment of a professional AI Ethics and Governance Board (IR1) whose responsibility is at the level of the board. The biggest structural breach in current AI risk management stance of Tesco is the absence of one governing body. This board should include the legal, data science, customer experience, compliance, and communications functions and the external ethics advisor should provide an external challenge. A very approximate estimate of an indicative cost of 150,000 to 300,000 signifies the investment of staff and infrastructuring to enable this body to work functionally rather than nominally.
At the same time, Tesco needs to engage in a full AI regulatory gap analysis (IR2), which will map all current applications of AI on the existing and emerging compliance requirements under UK GDPR, EU AI Act, and industry-specific recommendations by the ICO and the Financial Conduct Authority. Standard grocery dynamic pricing is not a high-risk area covered by EU AI Act Annex III as explained in Section 2.4. Nevertheless, some applications of Clubcard, such as Tesco Bank products or access to essential services, require unambiguous classification analysis. The gap analysis will eliminate the status of each system. The commercial proportion of external advisory fees of between 80,000-150,000 is appropriate when the penalty is up to seven percent of global annual turnover in the EU AI Act in the case of the most severe violations.
The Data Protection Impact Assessments that have become mandatory when introducing all new AI-enabled Clubcard features (IR3) help both in compliance with regulations and in managing operational risk. Article 35 of the UK GDPR stipulates that a DPIA must be conducted when the processing is likely to cause a high risk to individuals, and such scale and invasiveness of Clubcard personalisation definitely fulfil this requirement. Decker, Wegner and Leicht-Scholten (2024) maintain that procedural fairness in algorithmic decision-making involves not only ex post review but proactive engagement of the population in the design of AI systems that will influence consumers, which is what mandatory impact assessments are starting to do. Parallel insurance of AI-specific liability insurance (IR11) should be initiated. AI liability is a fast-growing insurance line, and taking out insurance now, before a regulatory event, is not only a business decision but also sends a message of governance seriousness to insurers and institutional investors.
[bookmark: _Toc227973225]Medium-Term Horizon: Embedding Governance and Building Trust (12-30 months)
The medium-term horizon is about transforming the governance structures into operational ability and consumer-visible commitments. The most technically challenging and commercially critical recommendation in this plan is the deployment of explainability infrastructure of the Clubcard personalisation engine (IR4). Offering customers meaningful and readily available explanations for why particular promotions, prices, and product suggestions are presented to them not only meets the transparency requirements of the EU AI Act, which confirm high-risk systems, but also addresses the lack of trust in the system identified in Section 2.5. The real complexity of developing explainability on the scale of Tesco is reflected in the process engineering and user experience development costs of between £500,000 and £1.2 million. Still, this cost should be considered against the possible revenue cost of eroding trust: the Clubcard programme would not have been commercially effective unless it maintained customer engagement.
A cheaper and more transparent intervention that can be used to indicate governance maturity to all three parties (regulators, investors, and consumers) is the publication of an Algorithmic Accountability Report (IR5). Hartmann et al. (2024) posit that the audit ecosystem offered by the AI Act is not well developed to provide accountability in a meaningful way without organisations actively disclosing it, and that voluntary transparency reporting is also a compliance asset and a reputational one by default. The commercial cost of a budget between 60000 and 120000 is not that high when compared to the trust-building value that it provides. The threat to bias and fairness, discussed in Section 2.3 is overcome with the introduction of a systematic AI model audit protocol (IR6). According to Xu, Rossi and Tamò-Larrieux (2025), the future of personalised privacy management lies in active tools that enable consumers to control their interactions with their data, and an audit programme provides the technical framework for developing such tools. The largest medium-term investment, ranging from 1 million to 2.5 million, is the rearchitecture of the consumer consent architecture for Clubcard (IR7) to reflect the level of platform engineering required to implement implied consent through granular, revocable opt-in mechanisms that meet the requirements of the GDPR in both jurisdictions.
[bookmark: _Toc227973226]Long-Term Horizon: Leadership and Sustainable Advantage (24-60 months)
The long-term horizon transforms compliance into governance, thereby differentiating the organisation. The creation of an internal AI Assurance Centre of Excellence (IR8) marks a shift from responsive compliance to proactive governance capacity. Internal centre, including regulatory horizon-scanning, model governance, and AI ethics research personnel, will reduce Tesco's reliance on external advisory costs and create institutional knowledge, which itself generates competitive advantage. An investment of 2 million to 4 million is compared with similar investments in capability building in financial services organisations with similar data governance requirements.
Active regulatory participation (IR9) in the UK ICO regulatory sandbox and the EU AI Office consultation makes Tesco a positive contributor to the creation of retail AI guidance. Those organisations that operate at this level always have more viable compliance options, and their contributions influence sector standards in ways that reflect their operational realities. Register et al. (2025) believe that human-AI relations governance should be based on relational, participatory structures rather than unilateral corporate decisions, which also applies to regulatory engagement but not to consumer consent architecture. External AI governance certification (IR10) under ISO 42001 or the BSI AI assurance framework provides an externally validated signal of quality governance at a cost of between £300,000 and £ 600,000. This investment offers a disproportionately high reputational payoff relative to its direct cost and is a direct response to the governance deficit identified through competitor benchmarking in Section 2.6, in a retail market where consumer trust in data practices is becoming an even more critical driver of brand loyalty and switching behaviour.
[bookmark: _Toc227973227]Conclusion
Tesco Plc has one of the most commercially dominant AI ecosystems in UK retail, but the governance architecture is currently not commensurate with the scale, sensitivity or regulatory risk of the systems it is implemented on. This report has responded to the central research question by arguing that Tesco needs a more formal three-horizon governance architecture, which is responsive to compliance with regulatory requirements across the UK and EU, which re-establishes consumer trust on a substantive and not a procedural level, and which positions responsible AI as a driver of competitive advantage and not a limitation on it.
There are several weaknesses in this analysis. The report is based on the disclosures that Tesco published itself, which, in terms of AI governance, are aspirational and not operational. The lack of independent audit results, regulatory letters, or internal governance-related documents implies that the gap between the claimed and actual governance practices cannot be precisely measured. Also, the enforcement guidance of the EU AI Act on retail AI applications is not yet finalised, and the boundaries of the categories in Annex III discussed in Section 2.4 are open to revision as the EU AI Office starts providing additional interpretive guidance. The competitor benchmarking in Section 2.6 is also limited by the lack of disclosure about peers in the sector.
The three trends that are going to make a huge difference in the world of governance in the five-year implementation period as discussed in the report include: Firstly, the jurisdiction of both the UK and the EU will most probably introduce mandatory requirements of AI incident-reporting, which will convert existing norms of voluntary disclosure into statutory ones. Second, the introduction of generative AI into retail customer service and personalisation will expand the scope of AI systems that engage consumers by a significant margin, introducing new classification challenges in the domestic and EU frameworks. Third, the introduction of AI liability insurance as a commercial product will create market-based governance incentives to augment regulatory requirements, with organisations able to demonstrate quality governance quantified by metrics paying less premium and gaining wider coverage. The implementation plan that Tesco has set is also towards expecting such developments and an organisation that goes all the way to govern these developments will not only be in a position to comply with the future AI regulations but will also help to shape them.
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