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1. [bookmark: _Toc66387886]Introduction

The author continued to build on the VLAN referred to in the previous report, adding network features and directory objects. This report will follow a similar format to the previous ones, documenting the steps taken by the author whilst further developing the VLAN. Screenshots will be taken that show the author adding network features such as Microsoft Active Directory (AD), a service that stores information about objects on the network. A directory service allows users with relevant privileges to create and manage accounts for objects such as users and computers. A domain was added by the author with a suitable name and accounts were added into the directory service that had high privileges on this domain. A client Windows 10 machines from the VLAN is also added to the network with standard accounts created. These accounts will have access control, limiting logon hours to demonstrate security features included in AD. Finally, the author will answer questions that give context to the features added to the network.

2. [bookmark: _Toc66387887]Deploying Services to the Network

This section will contain screenshots of the steps taken by the author when adding to new features into the network. Each screenshot will be labelled with a figure and a comment to provide context as to what that step of the process entailed. The author had to first carry out tasks to ensure the host machine was configured correctly to allow for the features to be added. Following this, AD was deployed on to Server1. The author then created user objects on AD within the container and added the object to the Domain Admins group. Finally, Client1 is created in AD, adjoined to the domain and tested.




2.1 [bookmark: _Toc66387888]Pre-requisite tasks

[image: Graphical user interface, text, application

Description automatically generated]Figure 1 Changing the Device Name

The author renamed the computer that is going to be used for the Domain Controller. Figure 1 shows the author changed the name to DC1-NWT, this name change was complete following a restart.















Figure 2 Verifying Adapter Settings

[image: Graphical user interface, application

Description automatically generated]The author verified that the IP address of the machine is statically defined and that no DNS is set up. See figure 2 to the left for confirmation.





[image: Graphical user interface, text, application

Description automatically generated] Figure 3 confirms that the firewall has been disabled on the machine.
Figure 3 Ensuring Firewall is Disabled














2.2 [bookmark: _Toc66387889]Deploying Active Directory

Figure 4 Adding AD Role to Machine

[image: Graphical user interface, text, application, email

Description automatically generated]The author uses Server Manager to add in a new feature to the machine, selecting the newly named DC1-NWT for the location of the new feature.






[image: Graphical user interface, application

Description automatically generated]Active Directory Domain Services are the features selected to be added to DC1-NWT, see figure 5 to the right.
Figure 5 Adding all Required Features

















Figure 6 shows Active Directory being installed on to the machine.
Figure 6 Active Directory Installation



[image: Graphical user interface, text, application

Description automatically generated]









[image: Graphical user interface, application

Description automatically generated]Once AD is installed, server manager prompts the author to promote the server to a Domain Controller. Figure 7 shows the author deploying a new forest called “NWTRADERS” which will act as the Domain Controller.
Figure 7 Deploying New Server to Domain Controller















Figure 8 Pre-Requisite Checks

[image: Graphical user interface, text, application

Description automatically generated]Server Manager runs through pre-requisite checks. Figure 8 shows that the server passed these checks and the machine is to be configured as a Domain Controller.















[image: Graphical user interface, text

Description automatically generated]Figure 9 shows the new Domain Controller, NWTRADERS, appearing in active directory.
Figure 9 Domain in Active Directory















2.3 [bookmark: _Toc66387890]Creating User Accounts

[image: A picture containing text, screenshot, monitor

Description automatically generated]Figure 10 Ensuring Server is Added as Domain Controller

The author verified that the new machine was configured correctly as a Domain Controller, as seen in figure 10.













[image: Graphical user interface

Description automatically generated]Figure 11 shows the Domain Admin AD group containing an administrator account. This account is a default account that has high privileges and is found in the User container.
Figure 11 Default Domain Admin Account













[image: Graphical user interface

Description automatically generated]Figure 12 Adding Domain Admin into Container


The author has created an account for themselves that they wish to have the same access rights as the default Administrator account. As seen in figure 12, the author clicks on Add on the Domain Admins AD group and adds their newly created account into this container, meaning the account is now a domain administrator.















[image: Graphical user interface

Description automatically generated]A standard user account was created by the author, named Test Account, and added to the Domain Users group.
Figure 13 Creating Test Account














The author set logon time restrictions for the Test account. As seen in figure 14, the user will be able to only login Monday – Thursday 08:00 – 17:00, excluding 13:00 – 14:00 on those days. This is an example of the user access controls AD can provide.
Figure 14 Setting Logon Times for Test Account
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Description automatically generated]












	
2.4 [bookmark: _Toc66387891]Adding Client Machine to Domain
[image: Graphical user interface, text

Description automatically generated]Before adding Client1 to the domain, the user verifies there are no computer accounts in AD.
Figure 15 Confirmation of No Computers in Container













[image: Graphical user interface, application

Description automatically generated]Figure 16 shows the author, now working on Client1, changed the name of Client1 to WS1-NWT prior to joining it to the domain.
Figure 16 Renaming of Client Machine














[image: Graphical user interface, text, application

Description automatically generated]The author changed the network adapter settings so WS1-NWT now uses a specified DNS address. This DNS address connects the client to the DNS server running on Server1. See figure 17 for info.
Figure 17 Adding DNS Server





	












[image: Graphical user interface

Description automatically generated]Figure 18 Welcome to the Domain

The author then adds the machine to the domain, adding NWTRADERS as the domain name within the clients advanced PC settings. Figure 18 shows the client was successfully added to the domain. The machine was then restarted to complete the process.













[image: ]The author then confirms they are able to log in to the client machine in to the new domain using their designated administrator account.
Figure 19 Logging on to Client Machine as Admin


















3. [bookmark: _Toc66387892]Observational Tasks


3.1 [bookmark: _Toc66387893]What is DNS and why is it important?

DNS stands for Domain Name Service and is used to store details about domain names and their physical details [1]. It makes lives easier by converting IP addresses into domains that are easy to remember, such as google.com. Without DNS, people would need to reach their destination using the IP address rather than a domain name. DNS is organised into domains, further separated into zones. When a computer would like to query an IP address, it will contact the DNS server which will either return a result or query further DNS servers [2]. If the domain name is not found on the local server, the query will be forwarded on to the DNS cache server which is usually provided by the Internet Service Provider (ISP). See figure 20 below for a basic DNS request. 
[image: Diagram

Description automatically generated]
Figure 20 How DNS works [3]
Figure 20 shows the end user trying to reach www.amazon.com, the computer contacts the DNS server which has the IP address for the domain and provides it. This then makes a HTTP request which in turn generates a successful response, meaning the user can access the website.


Why is DNS important within Active Directory Domain Services (AD DS)? AD DS provides a method of storing DNS records by using DNS zones. These zones are integrated into Active directory. All DNS records stored within these zones are replicated to other DNS servers using a built in AD DS feature called AD DS replication service. AD DS uses three components for its infrastructure, these are:
· Domain Control Locator – provides the name of domain controllers in an AD DS environment by using address and service DNS records
· Active Directory domain names in DNS 
· Active Directory DNS Objects [4]

3.2 [bookmark: _Toc66387894]What are two critical Role or Feature based installation other than AD?

Apart from AD, other critical roles that can be installed on a network include Dynamic Host Configuration Protocol (DHCP) and File and Storage Services.
DHCP is a protocol that automatically assigns hosts an IP address and other network configuration such as a subnet mask. As all devices on a network need a unique IP address to access their resources, DHCP was designed to automate the assignment of IP addresses and give administrators the ability to manage this centrally. Without DHCP, each host would need an IP address manually assigned to it. End devices use DHCP to communicate with a DHCP server that provide an IP address from a pool of addresses and an appropriate subnet mask [5]. DHCP is a useful asset to organisations of any size, allowing for central management of IP leases and the automatic assigning of IP addresses to end devices. This also reduces network administration as well as address conflicts.
Another critical feature inside Windows Servers is the File and Storage Service. File and Storage Services assist in the setup and management of file servers. File servers provide a central location where files can be stored and shared with users. For resiliency and efficiency, more than one file servers are recommended. File and Storage Services servers as a platform to manage these file servers centrally. For example, an administrator can manage a file servers storage capability by deploying high availability storage. Administrators can also use PowerShell to automate tasks for the servers [6] [7].


3.3 [bookmark: _Toc66387895]Why must there be different access levels for users on a network?

User access levels provide end users with authorization to access specific resources on a network. For example, a standard user might only have access to access a certain shared folder or see certain apps within a hypervisor. This is referred to as Role Based Access Control (RBAC) [8]. It is essential that there are administrator accounts on a network that control this access to prevent a user accessing a resource they should not be able to use. Access rights are granted through AD by network administrators. However, even administrator accounts must be further split, especially on a large network. For example, a helpdesk member of staff will need access to change password, add users into AD groups and log in to certain work resourced. This classifies as an administrator account. Then consider a network administrator, a user who needs access to roles within Server Manager such as DNS, DHCP and Storage Services. These administrators, whilst also require the title of administrator, will need different levels of access compared to helpdesk staff. Therefore, it is important that there a different levels of administrator accounts. In large networks, there is always a variety of administrators. By limiting what certain roles can access, it prevents potential network catastrophes such as downloading malicious content on to organisational resources [9]. 
Servers often have built in roles such as Domain Admins. Domain Admins have full control to a domain and is by default, a member of the administrator’s group on all domain controllers. Compare this to an Enterprise Admin who have full access to domains within a forest. Windows Servers provide ready made administrator account’s but these administrators can further develop their RBAC [10].

3.4 [bookmark: _Toc66387896]AGDLP & AGULDP

AGDLP is an abbreviation for account, global, domain local, permission. AGULDP is the same except it includes “universal” in the abbreviation. These phrases stem from Microsofts recommendations for implementing RBAC by using nested groups. Each letter in the abbreviation represents a different nest. Accounts are made up of Global groups. These groups are made members of Domain Local groups which are assigned Permissions to gain access to resources [11].
The AGDLP/AGULDP modes makes managing group memberships easier as permissions are managed in specific places. Implementing user and groups permissions becomes more straightforward and this model can be easily managed by using Windows Active Directory. It provides organisations a template to follow when implementing RBAC, a principle that keeps networks and resources safe.

[bookmark: _Toc66387897]Conclusion

Windows Server gives administrators the option to include several useful features that will improve the overall experience of their network. Features such as active directory allows of object management, whilst also allowing the administrator to implement basic security principles by using RBAC. Active directory also allows administrators to add hosts to domains.  Tools vital to administrators are simple to deploy into networks and can be configured to suit the administrator’s role.
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