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1. [bookmark: _Toc8118350]Introduction 

A DVD e-commerce system for a small DVD rental enterprise was created, this DVD e-commerce system is based on Windows Communication Foundation. Windows Communication Foundation is a framework used for implementing service-oriented applications. Client data is stored in a Service-Based Database. The server-side system is based on a Windows Communication Foundation Service and includes a client which is a Windows Form Application
2. [bookmark: _Toc8118351]Security and transmission of Data

[bookmark: _GoBack]Data Security is extremely important, in this case for this application data such as the products – DVD information and Users – users’ information is stored in a database thus security of this data is imperative especially when communicating across the internet. Data is at risk from many different threats and these threats can have defensive mechanism, one of which this application lacks. One strong way of protecting data and securing data is the use of encryption. Encryption is the mathematical manipulation of information to make it solely for the person it is meant for,  essentially it is the securing of data against those users who are not the proposed recipient [1]. To put it simply, it is the transformation of data so that it is no longer understandable. Although there are many encryption methods most of which are still not a great approach to secure data, one method however Hashing, and Salting is the approach to take. Hashing is a one-way function meaning the transformed input cannot be put back the way it was, this hash function converts a string of characters into a series of combined characters and numbers that have a fixed length.  Salting is the series of random characters that is added to the string before the hash function is applied [2]. 
There are two levels of objectives of security one being the primary and the other being secondary objectives. The primary objectives relate to threats like corruption, loss and disclosure whereas the secondary objectives are the lead to the specification of the services which aim to support the primary objectives [3] [4].  Additionally, there are three security objectives within the primary objectives which apply to the transit of data and messages stored. The first one being Confidentiality this refers to the protecting of data from unauthorised personnel [5] additionally, it is about maintaining the confidentiality of data that is stored and transmitted within the application, moreover it is the prevention of unauthorised access to stored data and the prevention of prying on data in transmission [4]. The second security objective is integrity, this refers to data authenticity, this refers to the authenticity of data ensuring the data that is stored and transmitted is genuine, example of this for this application would be a hacker shopping to buy a DVD and then maliciously changing the prices of the DVD’s leading them to buy DVD’s for the prices that they have set, this is an example of  integrity failure as the application did not authorise for that alterations. Integrity is achieved in two ways one preventing the occurrence of the failures from taking place at all or finding the occurrence and recovering from it. The third security objective is availability, this refers to the data being accessible for users that are authorized to access it [6] . 
	
Windows Communication Foundation offers transfer security modes which aids ensuring that the communication between the client and server is secure. One mode that does not allow any sort of message security and the service does not receive any identifications about the client is the None mode, this mode is extremely dangerous.  Another transfer security mode is the  Transport mode this makes use of a secure transport of data via communication protocols [7] this mode is the simplest modes which achieves this however it is effective when the environment is controlled for example on an intranet application – applications that are used mainly on the internal network of an organisation [8]. Another transfer security mode is the Message mode, this allows authentication that is mutual and offers privacy as messages are encrypted, messages are transported through http however this is not considered a secure practice. Furthermore, the mixed security transfer mode is not often used and authentication from the client is only presented at the client level. The last mode is Both, this mode encompasses Transport and Message security modes, this offers a more secure security cover [8] . 
3. DVD Application developed 

The application currently stands allowing only one user with a specific set of details to log in, a bunch of DVD items are displayed with details and a shopping cart beside this is also shown. Functionality of this application can be greater. The DVD application could do with some major additions and or improvements.  For the future of this DVD shop application, it will allow users to register and login with appropriate security for data stored and transmitted. Moreover, to allow users that are registered and logged in to buy DVD’s, mathematical operations implemented so that a shopping cart functionality can work. Lastly, to allow this application to generate a subtotal of items being purchased.


4. [bookmark: _Toc8118353]Conclusion 
 
This report summed up the importance of data security within a distributed application and the methods an application can take to ensure data of an application is secured.  Data Security is extremely important especially when communicating across the internet. The report was closed by a description of an application that was created and recommendations for the future. 
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