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1. Routing: 
1.1. Routing in Birmingham Network 
[image: ]
Figure 1: RDS Installed
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Figure 2: ICMP Allowed in WinServer
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Figure 3: ICMP Allowed in WinClient


1.2. Routing in London Network 
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Figure 4: Routing Configured in LinuxServer
Configure persistent IP Forwarding and Routing  
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Figure 5: Routing in linuxServer
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Figure 6: Routing setup in linuxClient
2. Domain Server (Birmingham) 
2.1. Create a forest named yourname.acca (For example: renuga.acca) 
[image: ]
Figure 7: Domain Created
2.2. Create all appropriate A records for all servers on Birmingham and London Network 
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Figure 8: A or AAA Records Created.
2.3. Create a reverse lookup zone creating PTR records for all servers. 
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Figure 9: Reverse Lookup Created.

3. Encrypted Connection between Birmingham and London 
3.1. Configure Site-to-Site VPN to London Network. 
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Figure 10: Site-toSite VPN Created.
4. Users 
4.1. Create user accounts
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Figure 11: Users Created from csv file and  Power Shell.

5. Domain Membership 
5.1. Join L-CD, ClientS1, ClientL1 to the yourname.acca domain.  
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Figure 12: Windows Client Joint to Domain.
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Figure 13: LinuxServer Join to Domain.
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Figure 14: Linux Client Joint to Domain.
6. DHCP Server 
6.1. Configure B-DC as DHCP Server.
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Figure 15: B-DC DHCP Active.
6.2. Configure L-CD as DHCP Relay Server. 
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Figure 16: L-CD DHCP Relay Running.
6.3. All the Clients should receive IP Address automatically via DHCP Server 
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Figure 17: Windows Client Configure to DHCP.
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Figure 18: Linux Client Configure as DHCP
7. Test and Troubleshoot 
7.1. Test the network for Connectivity.
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Figure 19: From Windows Server Ping to all systems.
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Figure 20: From London Server Ping to all Systems.
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Figure 21: From Windows Client ping to all systems.
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Figure 22: From Linux Client ping to all systems.

8. Disk Drive 
8.1. Mount second disk drive to E:\BirminghamFiles. Share and assign required permissions.
[image: ]
Figure 23: Disk drive mount in Windows server and full access from All Domain Clients.
 
9. IIS Server 
[image: ]
Figure 24: IIS Server Running.
9.1. Create webs.yourname.acca website and enable windows internal authentication. 
[image: ] 
Figure 25: IIS Server Running on Windows server and access with Authendication from Other machines.
10. Remote Desktop Services  
[image: ]
Figure 26: RDS Is Running in Windows server.

10.1. Configure remote access for B-DC from any other machines in the network.  

[image: ]



Figure 27:   RDS can Access from ClientsvWith Authendication.
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rooteLondServerel:“# ip route

default via 192.165.200.1 dev enpes3 onlink

default via 152.165.1.25¢ dev enpess prato dhep src 192.166.1.252 metric 1604
10.0.0.0/30 dev enposs proto kernel scope link src 10.0.0.1

192.165.1.0/24 dev enpess prota dhep scope link src 152, 165.1.252 metric 1064
192.168.100.0/24 via 10.0.0.2 dev enpess

152.168.200.0/24 dev enpas3 proto kernel scope Link src 192.168.200. 10
root@LondServerol:“H _
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Name:  1-cd.BIRMINGHAM.ACCA O
Address: 192.168.200. 10

root@LondServeral: “# nslookup CloentS1.BIRMINGHAM.ACCA
Server: 192.168.100.10
Address: 192.168.100. 10453

o server can't find CloentS1.BIRMINGHAM.ACCA: NXDOMATN

root@LondServerel: “# nslookup Cloentl1.BIRMINGHAM.ACCA
Server: 192.168.100.10
Address: 192.168.100. 10453

o server can't find CloentL1.BIRMINGHAM.ACCA: NXDOMATN

rooteLondServeral: “# nslookup client11.BIRMINGHAM.ACCA
Server: 192.168.100.10
Address: 192.168.100. 10453

Name:  clientll.BIRMINGHAM.ACCA
Address: 192.168.200.11

root@LondServeral: “# nslookup clientsi.BIRMINGHAM.ACCA
Server: 192.168.100.10
Address: 192.168.100. 10453

Name:  clientsi.BIRMINGHAM.ACCA
Address: 192.168.100.11

root@LondServeral: “# nslookup indon-gw.BIRMINGHAM.ACCA
Server: 192.168.100.10
Address: 192.168.100. 10453

i server can't find lindon-gu. BIRMINGHAM.ACCA: NXDOMATN

root@LondServeral: “# nslookup london-guw.BIRMINGHAM.ACCA
Server: 192.168.100.10
Address: 192.168.100. 10453

Name:  london-gw.BIRMINGHAM . ACCA
Address: 10.0.0.1

rooteLondServerol: “# nslookup birmingham-gw.BIRMINGHAM.ACCA
Server: 192.168.100.10
Address: 192.168.100. 10453

Name:  birminghan-gu. BIRMINGHAM. ACCA
Address: 10.0.0.2
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rooteLondServerel:“# ip route

default via 192.165.200.1 dev enpes3 onlink

default via 152.165.1.25¢ dev enpess prato dhep src 192.166.1.252 metric 1604

10.0.0.0/30 dev enposs proto kernel scope link src 10.0.0.1

192.165.1.0/24 dev enpess prota dhep scope link src 152, 165.1.252 metric 1064

192.168.100.0/24 via 10.0.0.2 dev enpess

192.168.200.0/24 dev enps3 prato kernel scape link src 192.168.200.10

rootelondServerol:“# systemctl restart strongsuan-starter

rooteLondServerol: ¥ id administratar

uid=1385400500 (adninistrator) gid=1385400513(domain users) groups=1385460513(domain users), 1385400526 (group policy creator owners),1385400513(enterprise admins

,1385400512 (domain_admins) , 1385460518 (schema admins) 1385400572 (denied rodc passuord replication group.
root@Londserverol: "4
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r.jayakumar@LondClient01: ~

ayakumar@LondClientol:~$ whoami
jayakumar
ayakunar@LondClientol:~$ hostname -d
[BIRMINGHAM.ACCA
r.jayakumar@Londclientol:~$ [
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raotaLondServerel: ¥ ip route
default via 192.168.200.1 dev enposa onlink
default via 152.165.1.25¢ dev enpos3 proto dhcp Src 192.165.1.252 metric 1684
10.0.0.6/30 dev enpess proto kernel scope link src 10.0.0.1
192.168.1.0/24 dev enpos9 proto dhep scope Link src 192.168.1.252 metric 1004
132.168.100.0/24 via 10.0.0.2 dev enposa
152.168.200.0/24 dev enpos3 proto kernel scope link src 152.163.200.10
root@londServero1:“# sustenctl restart strangsuan-starter
raoteLondServerol:*# id administrator
Uid=1385400560 (adninistrator) gid=1385400513 (donain users) groups=1385400513(donain users), 1385460520 (group policy creator ouners), 1385460519 (enterprise admins
1385400512 (donain admins) , 1385400518 (schema admins) , 1385400572 (denied rodc passuord replication group
rogt@londServerol:“# systenctl status isc-chep-relay
+ isc-dhep-relay.service - LsB: DHCP relay
Ioaded (/etc/init.d/isc-chep-relay; generated
active (running) since Fri 2026-05-01 07:32:51 BST; 6h agn
ceB1zehcezedesBhs 1990 TheaaaBi2T
: man:systemd-sysv-generator (8
573 ExecStart=/etc/init.d/isc-dhep-relay start (codesexited, status=0/SUCCESS
11 (linit: z3e1)
2.5 (peak: 3.1H)
: sans
: ssystem.slicesisc-dhcp-relay.service
550 /usr/sbin/dhorelay - -1 enpes3 -i enposs 192.168.100.10

May 01 07:32:50 Londserverol systemd[1]: Starting isc-dhcp-relay.service - LSB: DHCP relay.
May 81 87:32:51 LondServeral isc-dhcp-relay[998] : Requesting: enpes3 as upstream: Y dounstream: ¥
May 81 87:32:51 LondServeral isc-dhcp-relay[996] : Requesting: enpdss as upstream: Y dounstrear
May 81 87:32:51 Londserveral systemd[1]: Started isc-dhcp-relay.service - LSB: DHCP relay.
root@Londserverol: "4
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r.jayakumar@LondClient01: ~

ayakumar@LondClient01:~$ whoami
jayakumar
ayakumar@LondClientol:~$ hostname -d
[BIRMINGHAM. ACCA
r.jayakunar@LondClientol:~$ ap addr show
bash: ap: command not found
r.jayakunar@Londclientol:~$ ip addr show
1: <LOOPBACK, UP, LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t qlen 1000
link/Loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet /8 scope host lo
valid 1ft forever preferred lft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred 1ft forever
2: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default qlen 1000
link/ether 08:00:27:ae:de:76 brd ff:ff:ff:ff:ff:ff
altname enx080027aede76
inet /24 brd scope global dynamic noprefixrout
e enpos3
valid_Uft 668778sec preferred Lft 668778sec
/64 scope link noprefixroute
valid Uft forever preferred Lft forever
3: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default qlen 1000
link/ether 08:00:27:a4:1e:8e brd ff:ff:ff:ff:ff:ff
altname enx080027a4lege
r.jayakumar@LondClient0l:~$

BO KT #NENT GO right
HmO G D - ~ Qo el

01/05/2026





image20.png
w

Fle  Machine  View Iput  Devices  Help
R ervr Vo inistator Wi e - o

Windows Powershell

PS C:\Users\Adninistrator> ping 192.168.100.11

Pinging 192.168.100.11 with 32 bytes of data:
Reply from 192.168.100.11: bytes=32 timecims TTL=128
WReply Fron 192.165.100.1 TTL=128
LB 1y fron 192.168.100.1: TTL=128

[Reply From 192.168.100.11: bytes=32 time=lns TTL=128

Weine statistics for 192.168.100.1
s Packets: Sent = 4, Received = 4, Lost = @ (@ loss),
[speroxinate round trip tines in milli-seconds:
Mininun = Ons, Maximun - lns, Average = ons
s ci\Users\aninistrators ping 152.168.200.11

[Reply from 192.168.200.1
[Rep1y From 192.168.200.1

= [Reply from 192.168.200.11: bytes=32 time=2ms TTL=62

JELCBIERcr 1y fron 192.168.200.11: bytes=32 time=lns TTL=62

ORS¢ -tatisvics or 152168, 200,115
Packets: Sent = 4, Received = 4, Lost = @ (&% loss),
[spproxinate round trip tines in milli-second
Mininun = ins, Maxinmun = 26ns, Average = 7ns
ps c:Usersiaaninistrator> 152.165.200.10

pinging 192.165.200.10 with 32 bytes of data:
Reply from 192.168.200.10: bytes=32 tine=Ins
[Rep1y from 192.168.200.10:

[Rep1y From 192.168.200.1

Reply From 192.165.200.10: bytes=32 tine=Ins

File and Storage
Services

@ Manageability

ping statistics for 192.168.200.10:
Packets: Sent = 4, Received = 4, Lost
spproxinate round trip tines in milli-second
Mininun = ins, Maximun = 2ns, Average = lns
s c:\Usersiadninistrators o

o (2% 10s5), Events

Services
Performance

BPA results

1359

1 D g O
BONE ¢ MBI E BB oy

1359
~ D oyosz0m





image21.png
B Lo unning] - O
Fle  Machine  View  Input  Devices  Help
rooteLondServeri:# ping -c 4 192.168.100.10

PING 152.168.100.10 (192.168.100.10) S6(84) butes of data.
64 bytes from 192.168.100.10

64 bytes from 152.168.100.10

64 bytes from 192.168.100.10:
64 bytes from 192.168.100.10:

- 192.168.100.10 ping statistics ---
4 packets transmitted, 4 received, 8% packet loss, time 3208ms
rtt min/avg/max/mdev = 1.856/1.447/1.893/0.316 ns
rooteLondServerol:“# ping -c 3 192.168.100.11

PING 192.168.100.11 (192.168.100.11) 56(84) hytes of data

64 bytes from 192.168.160.11: icmp_seq=1 tt1=127 time=1.28 ms
64 bytes from 192.168.100.11: icmp_seq=2 tt
64 bytes from 192.168.100.11: icmp_seq=3 tt

- 192.168.100.11 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2084ms
rtt min/avg/max/mdev = 1.283/1.996/2.418/0.507 ns
rootelondServerol:“# ping -c 3 192.168.200.11

PING 192.168.200.11 (192.168.200.11) 56(84) hytes of data

64 bytes from 192.168.200.11: icmp_seq=1 ttl=64 time=0.847 ms
64 bytes from 192.168.200.11: icmp_seq=2 tt .846 ms
64 bytes from 192.168.200.11: icmp_seq=3 tt .568 ms

- 192.168.200.11 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2157ms
rtt min/avg/max/mdev = 6.568/0.753/0.847/0.131 ns
root@LondServerol: "4 _
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Administrator:

PS C:\Windows\system32>

Pinging 192.168.166.16
[Reply from 192.168.166.
[Reply from 192.168.166.
[Reply from 192.168.166.
[Reply from 192.168.166.

Ping statistics for 192.168.160.

Packets: Sent = 4,
Approximate round trip

152.165.100.10

with 32 bytes of data:
10

10
10
10

Received = 4, Lost = 6 (6%
tines in milli-seconds:

Mininum = @ms, Maximum = lns, Average = oms

PS C:\Windows\system32>

Pinging 192.168.266.16
Reply from 192.168.260.
Reply from 192.168.260.
Reply from 192.168.260.
Reply from 192.168.200.

192.165.200.10

with 32 bytes of data:
10: 2 tim
10 i
10
10:

ping statistics for 192.168.266.16

Packets: Sent = 4,
lapproximate round trip

Received = 4, Lost = @ (6% loss)
tines in milli-seconds:

Mininum = 2ns, Maximum = 2ns, Average = 2ms

s C:\Windows\system32>

Pinging 192.168.266.11
Reply from 192.168.266.
Reply from 192.168.260.
Reply from 192.168.260.
Reply from 192.168.200.

Packets: Sent = 4,
Approximate round trip

192.165.200.11

with 32 bytes of data:
1 2 tim
1 i
1:
1

Ping statistics for 192.168.200.11:

Received = 4, Lost = @ (6% loss)
tines in milli-seconds:

Mininum = Ins, Maximum = 3ns, Average = 2ms

Ps c

Windows\systen32>
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r.jayakumar@LondClient01: ~

r.jayakumar@LondClient0l:~$ ping -c 3 192.168.200.10
PING 192.168.200.10 (192.168.200.10) 56(84) bytes of data

64 bytes from 192.168.200.10: icmp_seq=1 ttl=64 time=0.403 ms
64 bytes from 192.168.200. 1

64 bytes from 192.168.200.10:

--- 192.168.200.10 ping statistics -
3 packets transmitted, 3 received, 0% packet loss, time 231ems
rtt min/avg/max/mdev = 0.403/0.599/0.898/0.214 ms
r.jayakumar@LondClient0l:~$ ping -c 3 192.168.100.10

PING 192.168.100.10 (192.168.100.10) 56(84) bytes of data

64 bytes from 192.168.100. 1

64 bytes from 192.168.100.10: icmp_seq;

64 bytes from 192.168.100.10: icmp_se

--- 192.168.100.10 ping statistics -
3 packets transmitted, 3 received, 0% packet loss, time 2026ms

rtt min/avg/max/mdev = 1.395/1.466/1.568/0.073 ms
r.jayakumar@LondClient0l:~$ ping -c 3 192.168.100.11

PING 192.168.100.11 (192.168.100.11) 56(84) bytes of data

64 bytes from 192.168.100.11: icmp_seq=1 ttl=126 time=1.50 ms
64 bytes from 192.168.100.1

64 bytes from 192.168.100.1

--- 192.168.100.11 ping statistics -

3 packets transmitted, 3 received, 0% packet loss, time 2055ms

rtt min/avg/max/mdev = 1.497/2.300/2.948/0.602 ms
ayakumar@LondClient0l:~$§
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