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How many Warnings did you receive?
I had received 3 warnings, all of which are shown below.
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How many Suggestions did you receive? 
I had received 34 suggestions, all of which are shown below.
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Which suggestion are you addressing? 
Lynis is out of date so the suggestion of updating it is the one I will be addressing.

What is your suggested solution?
The solution would be to update Lynis to the most recent version so that the features and stability is up to date.
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Warnings (3)

- Version of Lynis is very old and should be updated [LYNIS]
https://cisofy.con/controls/LYNIS/

- Reboot of system is most likely needed [KRNL-5830]
https://cisofy.con/controls/KRNL-5830/

- Couldn't find 2 responsive nameservers [NETW-2705]
https://cisofy.con/controls/NETH-2705/
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Suggestions (34

- Set a password on GRUB bootloader to prevent altering boot configuration (e.g. boot in single
user mode without password) [BOOT-5122]
https://cisofy.com/controls/B0OT-5122/
- Install a PAM module for password strength testing like pam_cracklib or pam_passwdqc [AUTH-92
62]
https://cisofy.con/controls/AUTH-9262/
Configure mininum password age in /etc/login.defs [AUTH-9286]
https://cisofy.com/controls/AUTH-9286/
Configure maximum password age in /etc/login.defs [AUTH-9286]
https://cisofy.con/controls/AUTH-9286/
Default umask in /etc/login.defs could be more strict like 027 [AUTH-9328]
https://cisofy.con/controls/AUTH-9328/
Default umask in /etc/init.d/rc could be more strict like 027 [AUTH-9328]
https://cisofy.com/controls/AUTH-9328/
- To decrease the impact of a full /home file system, place /home on a separated partition [FIL
E-6310]
https://cisofy.com/controls/FILE-6310/
- To decrease the impact of a full /tmp file system, place /tmp on a separated partition [FILE-
6310]
https://cisofy.con/controls/FILE-6310/
- To decrease the impact of a full /var file system, place /var on a separated partition [FILE-
6310]
| https://cisofy.com/controls/FILE-6310/
- Disable drivers like USB storage when not used, to prevent unauthorized storage or data theft
- [STRG-1840]
https://cisofy.con/controls/STRG-1840/
- Purge old/removed packages (5 found) with aptitude purge or dpkg --purge command. This will c
leanup old configuration files, cron jobs and startup scripts. [PKGS-7346
https://cisofy.con/controls/PKGS-7346/
Install debsums utility for the verification of packages with known good database. [PKGS-7370

https://cisofy.con/controls/PKGS-7370/
- Install package apt-show-versions for patch management purposes [PKGS-7394]
https://cisofy.con/controls/PKGS-7394/
- Check your resolv.conf file and fill in a backup nameserver if possible [NETW-2705]
https://cisofy.con/controls/NETH-2705/
- Install ARP monitoring software like arpwatch [NETW-3032]
https://cisofy.con/controls/NETH-3032/
- Access to CUPS configuration could be more strict. [PRNT-2307
https://cisofy.con/controls/PRNT-2307/
- Configure a firewall/packet filter to filter incoming and outgoing traffic [FIRE-4590]
https://cisofy.con/controls/FIRE-4590/
- Consider hardening of SSH configuration [SSH-7408]
- Details: LogLevel (INFO --> VERBOSE)
https://cisofy.con/controls/SSH-7408/
- Consider hardening SSH configuration [SSH-7468]
- Details: Port (22 --> )
https://cisofy.con/controls/SSH-7408/
- Consider hardening SSH configuration [SSH-7468]
- Details: TCPKeepAlive (YES --> NO)
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https://cisofy.com/controls/SSH-7408/
- Consider hardening of SSH configuration [SSH-7408]
- Details: UsePrivilegeSeparation (YES --> SANDBOX)
https://cisofy.con/controls/SSH-7408/
- Consider hardening SSH configuration [SSH-7468]
- Details: X11Forwarding (VES --> NO)
https://cisofy.con/controls/SSH-7408/
- Check what deleted files are still in use and why. [LOGG-2190]
https://cisofy.con/controls/LOGG-2190/
- Disable telnet in inetd configuration and use SSH instead [INSE-8016]
https://cisofy.con/controls/INSE-8016/
- Add a legal banner to /etc/issue, to warn unauthorized users [BANN-7126]
https://cisofy.con/controls/BANN-7126/
- Add legal banner to /etc/issue.net, to warn unauthorized users [BANN-7130]
https://cisofy.con/controls/BANN-7130/
- Enable process accounting [ACCT-9622]
https://cisofy.con/controls/ACCT-9622/
- Enable sysstat to collect accounting (no results) [ACCT-9626]
https://cisofy.con/controls/ACCT-9626/
- Enable auditd to collect audit information [ACCT-9628]
https://cisofy.con/controls/ACCT-9628/
- Install a file integrity tool to monitor changes to critical and sensitive files [FINT-4350]
https://cisofy.con/controls/FINT-4350/
- Determine if automation tools are present for system management [TOOL-5002]
https://cisofy.con/controls/TOOL-5002/
- One or more sysctl values differ from the scan profile and could be tweaked [KRNL-6000]
https://cisofy.con/controls/KRNL-6000/
Harden compilers like restricting access to root user only [HRDN-7222]
https://cisofy.con/controls/HRDN-7222/
Harden the system by installing at least one malware scanner, to perform periodic file system
scans [HRDN-7230]
https://cisofy.con/controls/HRDN-7230/





