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Abstract. Software Defined Networking brings in viable functionalities in the operation of network with its decoupled architecture. With more sophistication in administration of the network, software defined networks introduces more security challenges due to the separation of Control, Data and Application Plane. Various approaches have been proposed over time to mitigate the security flaws including the application of Artificial Intelligence resulting in a growing body of research in this fields.  Nevertheless, the diversity of the existing research making it difficult to understand overall trends, emerging themes, significant contributors, collaborative patterns highlighting the need for a bibliometric analysis to systematically map and evaluate the domain. Hence this study presents a bibliometric analysis of 1554 research papers published between 1995 and 2026 extracted using Web of Science database.  The analysis performed using VoSviewer and Biblioshiny revealed publication trends, high impactful journal, leading countries and authors, collaboration network and prevalent themes Artificial Intelligence enabled software defined network security.  The findings highlight a growing focus on themes such as Machine Learning, Deep Learning and Software Defined Networks security with IEEE Access identified as the most prominent source of publication. Overall, the study provides into key themes, high impact journals and collaborative patterns which can guide future work in Artificial Intelligence driven SDN security.
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Introduction
Software Defined Network (SDN) represents a modern paradigm in networks.  This is a decoupled architecture separating the Control and the Data Plane is a boon in addressing the existing network’s challenges in various perspectives such as cost, feasibility, rapid intervention in the network’s operation, security etc [1, 2]. Over a decade, the need on accessibility and availability have helped in the advancement of networks with cloud computing, virtualisation and automation eyeing to bring in efficiency, flexibility and availability [3]. This requirement paved the way to focus from the conventional approach as it is increasingly challenging to meet the demands of today’s complexity of ad hoc network challenges [4] to SDN approach. 
Fig.1, demonstrates the SDN architecture which deviates itself from traditional network architecture by decoupling the control plane, placing the controller out of the nodes enabling an eagle’s view within the network increasing the flexibility in programming the network operations effectively [5-7]. The control plane is placed as a software component within a server, making the networking devices as a forwarding device with the data plane [2].  The SDN architecture enhances the flexibility of quickly adapting to the change in network environment [8] and has facilitated its widespread adoption across data centres, enterprise networks, and critical infrastructure.   Expansion of digital infrastructure increases the complexity and frequency of cyberattacks, making network security a paramount concern in the digital age. The nature of the SDN architecture allows attackers to control operations in an arbitrary way and create inconsistencies. Despite the merits of decoupling the planes in SDN, this has raised significant security challenges in creating a holistic security solution to protect the network infrastructure [ 9, 10,11].  
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Fig. 1. Software Defined Network architecture.
Using traditional security mechanisms, including but not limited to static firewalls and signature-based intrusion detection systems (IDS), are struggling to effectively mitigate the cyberattacks in this dynamic and programmable environment [12]. These approaches struggle to detect zero-day exploits and adapt to rapidly evolving threat vectors[13, 14] due to SDN’s programmable nature, flexibility and simplified access[h].  An automated quick intervene is quite essential to detect and prevent increasing cyberattacks in the infrastructure.  Application of Artificial Intelligence (AI) in securing SDN is more efficient than traditional way and it plays a crucial role in protecting the SDN [11, 15-17].  The advancement of machine learning [15, 16, 18-20], deep learning  [19, 21] and reinforcement learning [22, 23]  algorithms helps to develop an adaptive and intelligence defence model that dynamically respond to the attacks [24].  Several studies [15-22, 25] have focused on the convergence of AI and SDN, demonstrating that the combination of these technologies has significant potential to address limitations in current networking infrastructure, such as resource availability, scalability, and security enhancement. Literature reviews are a key component of academic research, helping to consolidate existing knowledge and identify areas that require further study. Table 1 presents an overview of the current literature in this field, classified by the nature of the articles and their respective research focuses. 

Table 1. Summary of AI and SDN literature
	Study 
	Review Type
	Scope
	Description

	Sahran, et al. [25]
	Bibliometric analysis
	AI-SDN 2009-2023
	A bibliometric analysis of AI-SDN, the study focused on current trends, identified gaps, challenges and future scope of AI-SDN research.

	Musa, et al. [26]
	Narrative review
	DDOS attack in SDN using ML and DL 2020-2023
	The review analyses current ML and DL-based DDoS detection methods in SDNs, highlighting their strengths, limitations, and future research needs.

	Wang and Li [27]
	Narrative Review
	DDOS detection using statistical, ML and DL 2015-2023
	The paper comprehensively reviews SDN architecture and DDoS detection methods, detailing datasets, techniques, and challenges while outlining future directions to strengthen SDN security.

	Abdi, et al. [28]
	Narrative Review
	Control and Data plane Security in SDN. Comparison between traditional, AI and MTD 2020-2023
	The study reviews traditional and AI-based SDN security solutions, explores MTD mechanisms, applies the STRIDE framework to identify threats, and proposes future research to address evolving data and control plane vulnerabilities.

	Rahdari, et al. [29]
	Narrative Review
	SDN-IoT
	The study highlights key security and privacy challenges in SDN-based IoT across all planes, reviews existing defence mechanisms and emerging technologies like blockchain and AI and proposes future strategies to strengthen security and privacy.



It is evident from the literature that several studies [25, 26, 27, 28 29] have explored the integration of AI and SDN from different viewpoints.  For instance Sahran, et al. [25]  provided a bibliometric perspective on recent AI research trends, particularly in Machine Learning (ML) and Deep Learning (DL), and AI security, while Musa, et al. [26] Wang and Li [27], Abdi et al. [28] [29] focused on privacy and security issues in SDN-enabled Internet of Things (IoT) systems, presenting AI-based mitigation techniques. Together, these studies highlight the growing importance of AI in strengthening SDN security, although challenges such as scalability, adaptability, and implementation remain unresolved.  Despite these contributions, many existing reviews are limited in scope, either by timeframe or by specific technical focus.  Bibliometric analysis has become an effective method for examining large volumes of research data, allowing the identification of patterns, trends, and key contributor[30-32][30-32]. Hence this study aimed at a bibliometric analysis that spans from 1995 to 2026 with a focus on application of AI in securing SDN to address the following research questions. 
RQ1: What are the publication trends in the application of AI for cybersecurity with a focus on SDN over time?
RQ2: Which journals or publishers have published the most impactful research on AI based cybersecurity for SDN?
RQ3: Which countries are most influential in publishing research on AI for cybersecurity in SDN.
RQ4: Who are the most prolific and influential authors in this field, considering both citation impact and collaborative network?
RQ5: What are the most prevalent themes and keyword clusters in publications on AI for cybersecurity with a focus on SDN?
Methodology
This study uses a bibliometric analysis to uncover the emerging trends in the application of AI in securing SDN by exploring journal performance, collaboration pattern and research constituents. Bibliometric analysis was chosen for its potential ability to identify patterns, trends and impact of a specific research field by systematically analyse the literature [33].  Bibliometric approaches describe, assess, and track published research using a quantitative approach [30]. The data for the study were retrieved using Web of Science Core Collection to ensure high quality and peer reviewed sources. Web science provides a comprehensive and trusted database for of scientific publications making it a valuable source of identifying high-quality and impactful research [31].  The study follows the workflow shown in Fig. 2, moving from setting research questions and search strings to retrieving and cleaning the data, applying bibliometric tools for analysis and producing visualisation and results. The following search string was used to retrieve the data in August 2025:
(“software defined networking” OR SDN or Software Def*) AND (“artificial intelligence” OR AI OR “machine learning” OR ML OR “deep learning” OR DL OR “reinforcement learning”) AND (security OR protection OR defense OR safeguarding OR “intrusion detection” OR mitigation OR "Attack detection") (Topic) and English (Languages)
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Fig. 2. Bibliometric workflow
Only English language articles, review and conferences papers published between 1995-2026 were included. The full records and the cited references were exported in pain text full in batches of 500 and then subsequently merged using R   [32].  The dataset was screened to ensure the consistency and accuracy for the bibliometric analysis. Analysis of the cleaned data was performed by VOSViewer [34] and R Biblioshiny [32].  Descriptive statistics and conceptual structure analyses were conducted using Biblioshiny to examine the publication trends, sources, authors, countries and thematics and co-occurrence mappings. The pattern of co-authorship, co-citation and key-word occurrence were further explored using VOSviewer to visualise research collaborations and thematic relationships.
Bibliometric and thematic analysis was performed to explore the emerging trends in AI for SDN security. Co-citation analysis was performed to highlight foundational work and significant research clusters as well as frequently cited document and authors to uncover the intellectual structure of the field [30].  Co-word analysis implemented through keyword co-occurrence in VOSviewer is used to map relationships between words in the documents to build a conceptual structure of the research themes. This content-based analysis helps identify themes that frequently appear together, indicating that the underlying concepts are closely related [30]. The clustering algorithm in VOSviewer is used to group related keywords, exploring the conceptual organization and evolution of the research domain. To guarantee clarity and consistency, thresholds and clustering parameters were used throughout enabling the identification of the significant research trends, influential publications, and thematic clusters in the field. 
Results and analysis
This section presents quantitative outcomes of the patterns and trends around the application of AI in Cybersecurity focusing on Software Defined Networks. Fig.3. (a) provides a comprehensive overview of the core attributes of the data collected as part of the bibliometric analysis conducted. It reveals that a total of 1,554 publications were produced across 465 distinct sources between 1995 and 2026. Contributions from 5,486 authors highlight a broad and collaborative research culture within the domain. Notably, only 58 publications were single-authored, indicating a strong preference for collaborative work, as evidenced by an average of 4.35 co-authors per document.  
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Fig.3. Publicaiton trends
The dataset also demonstrates significant international collaboration, with 36.42% of publications involving authors from multiple countries. A total of 4,316 author-supplied keywords reflect substantial thematic diversity, encompassing key areas such as machine learning, deep learning, intrusion detection, and anomaly detection within the AI-SDN security domain. The dataset includes 71,089 cited references, with an average of 20.88 citations per article, underscoring both the foundational and emerging literature in the field and indicating a strong scholarly impact. The average age of articles is 2.62 years, suggesting rapid development and ongoing research activity in the AI-SDN security domain. Furthermore, the average annual growth rate is reported as 0% because the retrieved dataset included two publications in initial year, 1995 and the final year, 2026. This results in a 0% growth rate indicating that publications remained stable over the period. 
Fig.3 (b) answered research question 1 which illustrates the annual growth of publications related to AI-SDN security. The trend shows a steady increase in research output over the past decade, indicating growing interest in this field. Between 1995 and 2017, the publication rate remained very low, with fewer than ten articles per year. A noticeable increase began in 2018, where 28 articles were published, followed by a sharp rise with more than 100 articles in 2020 and the trend continued upward reaching a peak in 2024, with 331 articles. 297 articles were published until September 2025.  The consistent rise in research output highlights the increasing attention given to integrating Artificial Intelligence techniques into SDN security frameworks and reflects the expanding global research community in this area.  The findings of the study are similar to the analysis reported in [25, 35] that highlights the rapid growth of publications and demonstrates the maturity of this research domain. The findings indicate that this research domain is still young and rapidly growing with significant research opportunities remain at the intersection of artificial intelligence, software-defined networking, and cybersecurity.  Expansion of network environments with advanced technologies such as IoT, Cloud and 5G underscores the potential for future growth and innovation within this interdisciplinary field.
Figures 4 – 6 answered research question 2 which highlights most impactful publishers, core publishers by Bradford’s law and most cited articles. Fig.4 illustrates the network visualisation of journals/publishers contributing to research on AI-based cybersecurity within the context of Software-Defined Networking (SDN). The analysis demonstrated that IEEE Access has been the most dominant and highly interconnected source, functioning as a central hub for interdisciplinary scholarship in this domain.  The results of this study align with the analysis presented in [25], outlining IEEE Access as a dominant source.   As reported by Venable, et al. [36] and Nazim and Ahmad [37],  this study also applied the Bradford’s law to find core journals most frequently cited within this research area.  
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Fig. 4.  Most impactful publishers
The results depicted in Fig.5, indicate that after IEEE Access, Electronics, Sensors, and Computers & Security are leading sources contributing significant research output in this domain.  The steep decline in publication volume beyond the core zone suggests that a limited number of high-impact publishers dominate the field.  
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Fig. 5. Core publishers by Bradford’s law.
The Fig.6 shows the most influential and frequently cited publications from the reviewed studies.  It is noted that work by Chaabouni, et al. [24] has been considered as most highly cited, having received 507 global citations which focused on enhancing the security of IoT network applying ML algorithms.  Following  Chaabouni, et al. [24], articles by Xie, et al. [38] and Vaezi, et al. [39] have been considered has most cited work.  The study by Xie, et al. [38]  focused on application of machine learning in SDN has received 425 citations.  A survey by  Vaezi, et al. [39] that has received 379 citations concentrated on communication technologies to support IoT networks in 5G and beyond. This study also investigated the importance of AI especially deep learning and federated learning algorithms to enhance the security of IoT communications. As noted in the Fig4, the number of publications has increased from 2018.   As outlined in the figures 4 and 5, most of the articles are from IEEE publishers.  These findings corresponding to the result of  Sahran, et al. [25] which also outlines most impactful sources which is IEEE.  
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Fig. 6.  Most cited articles
Figures 7 (a) and 7 (b) answered the research question 3 which illustrates the international collaboration network in research concerning AI-based cybersecurity within SDN. The analysis identifies China, India, and the United States as the most influential nations, serving as central nodes in the global research landscape as reported in [25].
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Fig. 7. Influential countries and collaboration
As depicted in Fig. 7(b), extensive most collaboration is evident between Asia, North America, Europe and Australia reflecting an increasingly globalised research environment. The close interconnections among these regions suggest a shared commitment to advancing secure and intelligent SDN architectures.  From Fig. 7 (b), it is obvious that less collaborative activities are happening in Southern African and Southern American countries.  This raise concern regarding the integration of advanced technologies in securing the network systems.  This may be due to less research-oriented approach in cutting edge technologies.  The government entities should encourage and support collaborative research activities to ensure the developing countries are not left behind.   
The findings indicate that research in AI-driven SDN security is characterised by a high degree of international collaboration, with substantial knowledge exchange across geographical boundaries. The prominence of China, India, United States, Australia and other European countries underscores their leadership in shaping contemporary research trajectories. Building upon these patterns of global cooperation, the subsequent section examines the most prolific and influential authors in this field, with particular attention to their citation impact and collaborative networks.  Similar results were echoed in the study by [25].  
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Fig 8. Top authors by number of articles
Figure 8 answered the research question 4 that highlights most prolific authors and their productivity. Fig. 8 represents the most prolific authors with the highest number of publications contributing to AI-based cybersecurity in SDN.  From Fig.8, Carvalho L.F., Li Y., Park J.H., and Zhang J are considered as the most productive authors, with each publishing ten articles. Liu Y. follows closely with nine publications, while Amin R., Javeed D., Lloret J., Rani S., and Yungaicela-Naula N.M. have each contributed eight. This distribution indicates a concentrated group of researchers consistently advancing the field.
Figures 9-14 answered the research question 5 highlighting most prevalent themes and keyword clusters in publications on AI for cybersecurity with a focus on SDN. The three-field plot in Fig.9, links authors, prominent keywords, and sources. It highlights that leading researchers frequently publish in IEEE Access, Sensors, and Electronics. These findings are aligned with the results depicted in Figures 4 and 5.   Prominent themes associated with these authors include machine learning, security, deep learning, and SDN. From Fig.9, it is evident that more research is focused on application of AI especially machine learning and deep learning in enhancing the security of SDN and IoT.  It is noted that researchers considered feature extraction as a crucial factor in improving the performance of machine learning and deep learning algorithms. For example, the study Polat, et al. [20] highlights the importance of feature selection.  For properly securing the SDN, it is important to capture all details related to packets in-flow and out-flow.   Since AI models are intelligent and adaptive in nature, these models can learn patterns from the packet flows and has the potential to rapid detection of malicious attacks.   Also, Fig. 9 demonstrated federated learning is gaining focus among researchers to enhance security privacy themes. These results are similar to the findings reported by Alkhamisi, et al. [40], Raza, et al. [41] and Javeed, et al. [42].   Compared to traditional ML, federated learning uses its distributed learning structure to capture diverse and real time attacks, hence these are emerging trends in securing SDN.
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Fig. 9. Three-field plot    Authors--->Keywords--->Sources
Regarding the correlation between key terms, Fig.10 indicating machine learning as a prominent theme. Fig.10 (a) highlights green and blue clusters in machine learning, green more focused on internet, blockchain, network management, IoT, 5G etc. and blue cluster focused on intrusion detection, SDN, DDoS attack.  Deep learning, feature extraction, reinforcement learning and other algorithms were projected in another cluster.  Fig.10 (b) depicted the term “security” a paramount concern in modern sophisticated digital environment.  It also reveals an emergence of research studies focused on federated learning to enhance security and privacy.  The integration of these key terms was demonstrated in many research studies [20, 21, 40-42]. The results from [25]  and  [35] depicted similar topic trends based on the analysis of authors’ keywords.  It also underscores the significant role of machine learning and deep learning algorithms in enhancing security, with particular emphasis on the application of artificial intelligence for securing Software-Defined Networking (SDN) environments.   When compared to DL, ML algorithms are less complex, however the efficiency of DL has attracted many researchers in this area.  It is obvious from the results that in near future, the potential of DL will be explored.  
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(a)                                        (b)
Fig. 10. Most prominent themes
The trends presented in Figures 10 - 12 highlight the application of machine and deep learning algorithms in automating network security. Deep diving into the clusters illustrated by Fig.11, it is clearly noted that significant number of researchers are exploring different aspects of integrating the keywords to enhance the security of evolving complex network. 
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Fig. 11. Tree structure
Fig.12 demonstrates that a substantial body of research is dedicated to leveraging machine learning (ML), deep learning (DL), and related techniques for securing Software-Defined Networking (SDN).  This highlights how ML and DL are widely integrated with SDN to enable anomaly detection, traffic optimization, intelligent network control, and automatic decision making, establishing these methods as a fundamental methodological stream in networking research [25-27, 35]. IoT-centric research, on the other hand, focuses on privacy and security issues in extensive Internet-connected settings, where technologies like blockchain, cloud computing, and underlying computer architectures are crucial [24, 29, 39].   This division demonstrates a distinct distinction between research methodologies and application domains, where security concerns in IoT and Internet-scale systems are increasingly being addressed by AI-based networking techniques.  These results are aligned with existing studies by Sahran, et al. [25]  and Ospina Cifuentes, et al. [35].
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Fig. 12.  Co-Occurrence network
Regarding emerging themes, Fig.13 shows the placement of the key terms based on their current development and their significance. Internet of Things, internet and AI are grouped together in the middle of the central y-axis indicating that it is a well-developed topic, however it is partially placed in the niche theme which indicates still this cluster is isolated.  The keywords AI and internet are very common terms.  The machine learning models are considered the most specific terms comes under the umbrella of AI.  The key term internet is also very generic term.  The term IoT underpins the umbrella of Internet.  Due to this reason, AI and Internet are placed in the niche theme. The position of internet of things in the graph illustrates, IoT is a driving factor shifting towards motor theme. The feature extraction, training are positioned clearly in the lower part of the niche theme indicating researchers are still exploring the feature extraction and various training models to improve the performance and effectiveness of the models.  Many studies [20, 21] highlight the importance of the feature selection. The data model is placed on the bottom left in the emerging or declining themes indicating the research on data model is currently very low and not gaining much attention.  Machine learning, security and SDN are positioned at lower right portion in the basic themes indicating though these concepts are highly relevance, still underdeveloped and significant scope of research is evolving.   The figure 13 demonstrates, substantial research focus is required to integrate machine learning, security and SDN with well-established technologies such as IoT and developing themes like feature extraction and data models to develop more robust and efficient AI enabled SDN security.
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Fig. 13. Emerging themes of securing SDN using application of AI.
Fig. 14 (a) illustrates that all the key terms have extremely low cumulative occurrences between 1995 and 2017. The upward trend from 2018 on all these key terms indicates a surge in research predicting the growing importance of securing SDN using AI.  Machine learning, security, and software-defined networking are considered as the main key areas as has been most frequently discussed by researchers.  The cumulative occurrence of deep learning indicates a strong increase in the adoption of advanced AI techniques in securing SDN networks. The term artificial intelligence has gained the least cumulative occurrences because it is considered a generic term. The terms like machine learning and deep learning models represent more specific concepts that fall within the broader category of artificial intelligence.
 Fig. 14 (b) illustrates the trend analysis highlighting the key terms and their progress over time.  Machine learning, security, and SDN are considered as prominent terms used frequently by researchers between 2021 and 2024, outlining the significant potential in this field.  The terminologies such as intrusion detection system, attack detection and cybersecurity gaining momentum in collaboration with machine learning.   The indication of Large Language Models (LLMs) outlined its recent surge in research towards the application of LLMs in enhancing the security of SDN. While emerging less frequent topics like heuristic algorithms and accuracy appears as smaller nodes highlighting evolving areas of research that focus on the application of heuristic algorithms and the importance of accuracy in evaluating model performance. 
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Fig.14. Word Frequency and trend topic
Conclusion
As the computer networks took a paradigm shift from traditional network architecture towards SDN architecture, bringing in pros and cons within the network in the aspect of administration and security. This shift motleyed the approach in addressing the security issues within SDN architecture, by gliding towards application of AI in mitigating the threats and vulnerabilities. This study has analysed 1554 publications within Web of Science Database within the span of 1995 and 2026 revealing a contribution of over 5,486 authors with a collaborative average of 4.35 co-authors per document. Countries like China, India and USA are more influential compared to the rest of the world with Application of ML algorithms are cited more than others. This work also divulges the fact that IEEE access is the dominant source with a limited number of high-impact publishers dominate this field. Majority of the works consider feature extraction as a crucial factor in improving the performance of ML and DL algorithms. The terminologies IDS, Attack Detection, Cybersecurity, Machine Learning depicts the application of LLMs in securing SDN. Another key finding is that the studies focusing on heuristic algorithms and accuracy indicating the relevance of evaluation metrics benchmarking AI models. 
One of the key limitations of this work is adhering to a single database, Web of Science. In the Future, a fuller and broader focus on multiple databases like Scopus, and IEEE Explore would aid in further a more in-depth analysis. Given the gradual increase in research focusing on application of ML, DL algorithms in securing SDN, the future direction is to extend a Systematic Literature Review on the Application of AI in securing SDN security. This will provide clearer insights into controller-level vulnerabilities and attacks, AI techniques used to mitigate these vulnerabilities. This future direction would help to plunge more insights on the available datasets, the implementation approach and the metrics of evaluation in securing the software defined networks rendering more contribution in securing the SDNs. In addition, Responsible AI aspects such as transparency, explainability, and ethical considerations are not addressed in this study and should be explored in the future work to understand how transparency, explainability, and ethical concerns are reflected in AI-based SDN security models.
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