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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.25

	E
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Features of IPv6

[bookmark: _GoBack]The reasoning we even need IPv6 in the first place is because over time we have more people and devices connecting to the internet each day and the amount of addresses that IPv4 can hold is only around 4.3 billion. Comparing that number to how many people who are alive today really does surpass how many addresses IPv4 can hold. Now IPv6 has been introduced it not only is able to hold more addresses which comes to around billions and billions which we most likely won’t see reached within our lifetime. It has also many more improvements to what IPv4 was so essentially it is a hugely improved version of IPv4 [1]. That being said you wouldn’t necessarily consider IPv4 to be made completely redundant as it does have its uses although they may not be as effective and efficient as IPv6.

IPv6 has a much bigger address space than IPv4 in fact IPv4 only holds 32-bit address where as IPv6 hold a 128-bit address. Having a larger bit address allows IPv6 to have the ability to have a possibility of billions upon billions of available addresses which means it has more availability in comparison. It is also known that IPv4 uses broad casts very prolifically causing a lot of problems and the worst of which is the broadcast storm. What this does to the network is essentially make every device within the network stop what it’s doing and respond to the traffic regardless of whether it’s meant for that device or not which can consume a lot of the bandwidth within the network. IPv6 uses multicast traffic instead. It also uses a different form of communication called Anycast which allows the same address to be placed on more than once device. This makes it possible for traffic to be directed to the closest host with that IP address meaning there will be less traffic passing throughout the entire network [1].

IPv6 also has stateless autoconfiguration which is a mechanism where hosts can self-generate a routable address. IPv4 had something similar to this although it was only usable on the local subnet and was never forwarded by the router. IPv6 also eliminates the need for NAT/PAT. The reason it’s able to eliminate the need for it is because of the amount of addresses IPv6 can generate. IPv6 also eliminates broadcasts as it doesn’t use layer 3 broadcast addresses. It does however, employ solicited node multicast addresses which is a more efficient and selective method for processes and address resolution. IPv6 also has a lot of transition tools to help with the transition from IPv4 to IPv6 which includes tunnelling and NAT. NAT can provide a mechanism that allows an IPv4 address to be translated into an IPv6 address and vice versa [2].

Although IPv6 is a lot better than IPv4 in many ways mentioned above it doesn’t necessarily mean it’s going away any time soon. Although it has been discussed for a long time with regards to the transition of IPv6. Dual stack allows the existence of IPv4 and IPv6 devices to be on the same network. A dual stack device could be a host, a server or router configured to run both IPv4 and IPv6 simultaneously. There is also tunnelling which is a method that allows transporting of IPv6 packets over IPv4 only networks. This is accomplished by encapsulating the IPv6 packet inside of an IPv4 packet [2]. IPv6 also has in built security due to IPSec now being something that is required and is mandatory. IPv4 had this optional which makes IPv6 a lot more secure in comparison and you would see this in most things that were an updated version of itself. IPv6 also has better quality service of support as it includes a new field called Flow Label. What this does is it essentially allows the router to identify and provide handling for packets that belong to a certain flow. What this does is it makes traffic identification a lot easier regardless of it being encrypted with IPSec [3].

IPv6 has designed itself to keep mobility in mind. What this feature does is it allows things such as a mobile phone to travel different geographical areas and remain with the same IP address. This feature takes advantage of the auto configuration feature and extension headers. The address types in IPv6 involve a lot of the hexadecimal number system	 and as IPv6 has a 128-bit address it means there are countless possibilities to what it could come out with. There are several different address types such as Link-Local Address which is an auto configured IPv6 address. You have Unique-Local Address which is a globally unique address which should be used for local communication despite it being globally unique. This address type contains the Interface ID, Local Bit, Prefix, Global ID and the Subnet ID. [4].

The IPv6 address is made of 128 bits which are then divided into eight blocks of 16. This totals to 128 and then each block is converted to digital hexadecimal numbers which are separated by the colon symbols. Although this address may seem unnecessarily long there are rules used for the address which shortens it. The first rule is that the address has its leading zeroes discarded so if a block had the numbers 0032 the zeroes will be removed to make it shorter giving just 32. The second rule is that if a block contains consecutive zeroes within it you would remove them and replace them with a colon. So, for example, 0000 would turn into :: in the address. There also exists a rule where if there are consecutive blocks of zeroes then they can be replaced by only one singular zero [4].
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