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Introduction ©h

One of the commonly used protocols is the secure socket layer

(SSL) used to secure communication between the client and the AI M & O b - e Ctives
web server [1], to enhance information integrity, authentication and j

ensuring data confidentiality during Website transactions [2]. The

SSL is now known by its new name as the transport layer security

(TLS) as it provides better data encryption and authentication e To investigate the potential vulnerabilities that could
between the client and the server. put end-user credential at risks when browsing.

e To assess HSTS different implementation.

e To assess approaches that can be used to enforce
connections to HTTPS and authenticate the web URL
for protecting against the SSL Striping MITM attack.

e To assess the three main web browsers Firefox,
Internet Explorer and Opera behaviour when facing
downgrading (SSL stripping) attack.

e To identify potential areas for research in the future

Taking out the Middleman:

Prevent SSL

Stripping

SSL stripping rescuers — HSTS and HSTS preload, either in efforts to improve the client’s experience

not implemented by majority of websites or not properly while serving.

gonflgured helping the attacker to compromise the web HTTPS everywhere is Firefox, chrome and opera extension that
rowsers.

encrypt your communication with many major websites, make your
browsing more secure. Encrypt the web. Install web browser that is

o _ HSTS aware.
Iess than 5 /0 Of Secu re Websrtes Share of most secure browser versions
enable thIS ImpOI'tant SeCUI’Ity feature O Users with not most secure browser versions
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W many sites use HSTS?
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SO...

TESTS SHOWS THAT:

The websites that are correctly implemented for HSTS and are also preloaded
to the browser are immune to SSL stripping attacks.
The websites that are not properly implemented for HSTS are vulnerable to
SSL stripping.
The SSL stripping works on against web sites that are not configured with http
strict transport-security (HSTS) at all
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o A How to mitigate this problem?
7 e ) ® Web site should be available only in HTTPS
gl com ® Use HSTS and preload it into the browser.

® End users should use web browser that is HSTS aware
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