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Abstract
Cyber-attacks in Marks and Spencer and Co-operative Group depict that the UK retail industry exhibited some long-term weaknesses especially in identity and access controls. Although there are no public assertions of a coordinated campaign, both the incidences have a similar adversary behaviour such as compromising of credentials, lateral movement and disrupting operations. The present report substantively examines these events through the MITRE ATT&CK framework and charts recognised and assumed tactics, techniques, and procedures (TTPs) along the attack lifecycle.
After the analysis, it is found that root causes are weak multi-factor authentication (MFA), inadequate network partitioning, and lack of monitoring capabilities. The detection and response reviews are indicative of vigilant identification and control in reaction to adversary action and containment. Though attribution has not been made, the acts fit similarities to financially incentivized cyber-criminal groups with moderate to high capability.
Prioritised recommendations are given in the end of the report, such as phishing-resistant MFA, Zero Trust architecture, and better detection engineering. The suggestions are meant to reduce identity-based attacks and strengthen the resilience of the retail industry.


1.1 Introduction
Cyberattack on the UK retail industry has become a high-priority vulnerability because of its dependence on digital infrastructure, high amounts of customer data, and complex supply chains. Business enterprises like Marks and Spencer and Co-operative group have hybrid IT environments which involve the integration of legacy systems with cloud services and this increases their attack surface.
The National Cyber Security Centre (NCSC) reported the theft of credentials and phishing as some of the most widely used first vectors of access in UK cybercrimes [1]. It is especially susceptible to retail organisations because of distributed workforce and third-party integrations and large volume of user accounts.
The report compares two cyber incidents on M&S and Co-op, assesses them as a concerted effort or single attacks that use similar strategies. The analysis is based on a systematic approach with the use of the MITRE ATT&CK to chart the adversary behaviour, and control analysis according to the NIST Cybersecurity Framework, ISO/IEC 27001, and CIS Critical Security Controls.
The objectives are to:
· Construct an evidence-based timeline 
· Identify adversary TTPs 
· Analyse root causes and control failures 
· Evaluate detection and response effectiveness 
· Provide actionable recommendations


1.2 Incident Overview and Timeline
2.1 Incident Summary
Cyber incidents reported publicly indicate that both M&S and Co-op had to deal with system disruption and unauthorised access issues in 2023. Although specifics of the technical disclosure are excluded, both intrusions have in common features of identity-based attacks, such as a possible breach of credential and internal access to the system [2], [3]. No established attribution exists of both of these incidents to one actor, but there are similarities in the TTPs that indicate both episodes are consistent with larger criminal schemes of the retail industry.
2.2 Timeline of Events
	Date
	Organisation
	Event
	Source

	June 2023
	Co-op
	Cyber incident disclosed affecting IT systems
	[2]

	June 2023
	Co-op
	Internal investigation initiated
	[2]

	October 2023
	M&S
	Cyber disruption reported
	[3]

	October 2023
	M&S
	Incident response measures activated
	[3]

	+1–3 days
	Both
	Containment actions implemented
	[2], [3]

	Following weeks
	Both
	Gradual recovery and system restoration
	[2], [3]



Analysis of Timelines
It appears that both organizations have:
· Incidents that were sniffed after the initial compromise and lateral movement.
· Reactive as opposed to proactive.
· Public access to technical information is restricted.
According to industry trends, attackers have been found to spend a significant amount of time in networks before being discovered [4].

1.3 Adversary TTP Mapping
3.1 Attack Chain Overview
The cyber-attacks on Marks and Spencer and Co-operative Group are in line with a systematic and periodic attack life cycle that is generally seen in cyber intrusions of current times. According to the public reporting and the industry trends, the attack was initiated with initial gain of access to the system by use of phishing or credential theft as one of the most common exploitation vectors in attacks on the retail-sector [1]. After acquiring legitimate credentials, attackers could then use legitimate credentials to authenticate, bypassing security controls based on the perimeter. This step is very vital, as it enables the attackers to merge normal user behaviour and consequently evade detection. Upon initial access, the attackers must have used persistence by keeping access to compromised accounts or develop further credentials. Leveraging on compromised weak identity and access management setups would then have attained privilege escalation and to a greater extent of control by the attackers in the environment. Having higher privileges, the enemies would be able to carry out internal reconnaissance to locate valuable systems and stores of information. Thereafter, intranet transit across the network would have been executed with known lawful remote solutions like Remote Desktop Protocol (RDP) or Server Message Block (SMB) which allowed attackers to increase their presence. This stage is normally preceded by data gathering and possible data outflows, aiming at any sensitive business or client data. However, the last but not the least, the attack could have caused operational disruption either as a direct goal or as a by-product of the containment operations. This is a sequence of an attack of a typical yet fairly effective attack model that takes advantage of drawbacks in identity security as opposed to highly technical exploits [4].
3.2 MITRE ATT&CK Mapping
Adversary behaviours, as seen in those incidences, can be effectively mapped onto the MITRE ATT&CK, which offers a classifier of ways to analyse methods of cyberattacks. Premier access can best be related to phishing (T1566), a commonly reported method in attacks against the retail industry [1]. After this, there is the legitimate use of valid accounts (T1078), which is a key success point of the attackers who now can act inside the network without generating any classic security notifications. Malicious or reconnaissance operations are a possibility of execution native system tools like PowerShell (T1059.001) demonstrating a living-off-the-land attack style that requires minimal effort to develop malware. The mechanism of persistence must have included manipulation of the accounts (T1098), so that the attackers can have permanent access. The access control policies were also not very strong and may have been exploited to elevate privilege using poorly configured permission (T1068). Attackers would be able to extract more authentication material escalating their scope using credential access techniques, including credential dumping (T1003). Network scanning (T1046) is among discovery activities and it helps the adversaries map the internal environment and determine targets of high value. Remote services (T1021) are often used to provide the lateral movement so that a system can be moved to another without suspicion. The standard web protocols are often configured as command and control (C2) in order to allow attackers to mix the malicious traffic with the valid network operation (T1071.001). The last steps in the attack chain may be considered data collection via internal repositories (T1213) and exfiltration via web services (T1041), which will lead to data theft or operational effect. Services might be disrupted (T1486) either deliberately or accidentally in the process of defense efforts in certain instances.
3.3 Critical Analysis
The overarching presence of identity abuse in the majority of these incidents, especially using accounts with a valid state (T1078), which plays around with the classic model of perimeter-based security, is the most notable. After attacker acquires legitimate credentials, he can circumvent most of the protective measures, have a low probability of detection, and lift privileges at network heights. Such is a basic vulnerability of organisations that have opted to rely on a downstream method of authentication in the absence of effective behaviour tracking. 
Even more the utilisation of living-off-the-land methods, including power shell execution, is highly likely to decrease the chances of detection, since the tools are traditional to legitimately administered processes. This strategy is indicative of some operation maturity, though not necessarily an indication of high technical ability. 
Otherwise, it is a manifestation of a smart application of the system options to pursue evil purposes. It is not clear that the use of zero-day exploits and extremely advanced malicious software have not been evident in the attack, which is an indication that the attackers did not need a high level of capabilities to succeed. Instead, the ineffectiveness of the energy of attack was largely motivated by the lack of defensive controls, especially in the identity and access control areas. This confirms the assumption that these incidents were caused by not well-developed adversaries, but well-planned attacks that used the common and widespread vulnerabilities in enterprise situations [4], [5].


1.4 Root Cause and Security Control Failures
4.1 Technical Failures
The structural weaknesses of technical controls, or specifically identity and access management, can account for them. The subsequent credential compromise was made possible by the absence of phishing-resistant MFA, which is typical of broader trends of poor MFA methods (such as SMS and push-based) in thwarting contemporary phishing techniques [1].
The detection capabilities were also made worse by the absence of logging and monitoring, making it more difficult to identify lateral movement, privilege escalation, and authentication events. The industry's findings, which link poor visibility to an extended period of attacker residence, align with this lack of telemetry [4].
Besides these, old systems, and misconfiguration in a hybrid setting left open vulnerabilities since the aged infrastructure is not typically equipped with superior controls, including EDR and behavioural analytics. Altogether, insufficient authentication, low observability, and outdated systems are a technical failure on top of a systemic scale.
4.2 Organisational Failures
Organisational weaknesses also played a major role especially lack of segmentation in its networks thus facilitating free movement laterally by the intruders even after compromising. This implies dependency on flat architecture or architecture with poor segmentation. Inadequate internal monitoring also contributed to timeliness to detect following the completion of underinvestment, which means there is a strategic imbalance favouring perimeter protection over internal visibility. In addition, inadequate third-party risk management can have increased the scale of attack surface, allowing indirect channels of compromises through vendors [5].
4.3 Human Factors
The incidents were mainly driven by human weaknesses particularly the vulnerability to phishing and social engineering. Deliberate exposure to credentials was influenced by inefficient awareness programmes, and unrealistic simulation. More so, privileged accounts were multiplied and this allowed attackers to expand access on a single compromise. Lack of implementation of least privilege and vulnerability to users allowed situations where attacks of low complexity had a major impact on the organisation.
4.4 Control Mapping and Failure Analysis
The perceived root causes can be directly traced into the available security structures, and particular control shortcomings that lead to the incidents can be pointed out. These relationships are summarised in table 2.
	Root Cause
	Control Failure
	Framework Reference

	Weak MFA implementation
	Lack of strong authentication
	CIS Control 6

	Poor logging and monitoring
	Inadequate continuous monitoring
	NIST CSF DE.CM

	Lack of network segmentation
	Ineffective network architecture
	CIS Control 3

	Overprivileged access
	Failure to enforce least privilege
	ISO 27001 A.9

	Weak vendor controls
	Inadequate third-party risk management
	NIST CSF ID.SC


Table 2: Root Causes and Control Mapping 

1.5 Threat Actor Profile and Motive
It is also not conclusive as to the attribution of the incidents affecting Marks and Spencer, and Co-operative Group, but the TTPs of the incidents include credential compromise, social engineering, and abuse of legitimate access, which are most likely related to the financially motivated threat actors. Such behaviours are typical of organisations like Scattered Spider, which have identity-based attack vectors like phishing, SIM swapping, and helpdesk exploitation [5]. The predominant aim is to monetise the data through exfiltration of financial information, extortion or enable ransomware within the downstream. Retail organisations are valuable targets since the customer data and payment systems are sensitive, and their operations require a level of coercion of the target. Service disruption in itself acts as a form of extortion in certain situations. Capability wise, the actors demonstrate moderate to high operational maturity levels which are mainly operational exploitation of human and procedural vulnerability as opposed to sophisticated technical exploits. They are following current trends in cybercriminal approaches, focusing on credentialing at the expense of exploiting vulnerabilities [4]. Other attribution possibilities are also likely to exist, such as case of independent players taking advantage of commoditised TTPs. Although a coordinated campaign can not be conclusively determined due to overlapping over time and across the sector, the involvement of a nation-state is missing since there is no geopolitical motive and the involvement is confused with financially motivated dynamics of cybercrime [1]. 

1.6 Detection and Response Analysis
6.1 Detection
There is an indication of late detection in both organisations, presumably after persistency establishment and lateral move. This is correlated with incident response evidence that creates a considerable attacker dwell time because of insufficient tracking of identity and behavioural abnormalities [4]. Valid credentials and authentic system utilities were also used to further blindspot detection by pretending that it was normal user traffic. This sort of delays points to a failure in behavioural analytics and person-centred monitoring, specifically the lack of correlation of authentication anomalies (e.g., geolocation violations, privilege escalation) in real-time. This aligns with larger industry constraints in detecting identity-based intrusions because of inadequate view on access patterns [5].
6.2 Response
After the detection, the two organisations seem to have followed the standard incident response procedures, such as revoking credential, isolating their systems, and suspending their accounts. There has been gradual service restoration which implies that there was successful containment [2], [3]. Nevertheless, the reactive posture highlights one of the main weaknesses, that is, the lack of timely detection reduced the effectiveness of responses, allowing the attackers to focus on accomplishing such tasks as accessing data and spreading internally before containment.
6.3 Gaps Identified
Such gaps as the lack of real-time notifications, endpoint telemetry to identify lateral movement, and poor identity functionality to monitor undetected access with stolen credentials are identified as key deficiencies. Taken together, all these gaps suggest an absence of holiness in identity, endpoint, and network visibility layers and make it challenging to detect modern attack vectors.
6.4 Comparative Analysis
As Table 1 illustrates, a comparison of the two organizations' detection and response capacities reveals generally comparable levels of maturity.

	Capability
	Marks & Spencer
	Co-operative Group

	Detection Speed
	Delayed
	Delayed

	Response Effectiveness
	Moderate
	Moderate

	Transparency
	Limited
	Limited


Table 1: Detection and Response Comparison
The comparison implies that the two organisations had similar difficulties especially in the detection of identity-based threats. As much as response measures were satisfactory in the containment efforts of the incidents, failure to detect proactively, played a critical role in augmenting the net effect. This solidifies the conclusion that the weakness in the ability to quicken and identify suspicious activity was not brought about by the response execution, but rather by the inability to respond swiftly and appropriately to sudden suspicious incidents.

1.7 Strategic Recommendations
7.1 Prevention
Organisations will need to improve on preventive controls and specifically on identity and access management. Since the adoption of phishing-resistant multi-factor authentication (e.g. FIDO2) provides cryptographic identity assurance, which mitigates against credential replay and phishing-based compromise [1], The implementation of a Zero Trust architecture is about enforcing continuous and context-aware authentication that minimises and reduces lateral movement and implicit trust risks [7]. Additionally, the least privilege strict enforcement minimises attack surface and limits privilege escalation for those identity-centric threat scenarios [8].
7.2 Detection
The use of SIEM with UEBA platforms for advanced detection of behavioural anomalies that defines irregular authentication profile and abuse of privileges [4]. EDR solutions have the granular endpoint telemetry capabilities for identifying lateral movement and living-off-the-land techniques. Continuous identity monitoring (including anomalies of logging activities, changes of privileges, sensitive accessing, etc.) serves critical functions to expose stealthy credential-based intrusion [5].
7.3 Response
Effective response requires that incident response playbooks are structured regarding roles, workflows and escalation paths in order to provide for rapid containment and remediation. The tabletop exercises happen on a regular basis and help to improve operational readiness and decision-making in adverse conditions. Resilient isolated, and regularly tested backup mechanisms are necessary in order to ensure for a reliable recovery from disruptive incidents including ransomware [7].
7.4 People and Policy
Human risk has to be managed through advanced security awareness programmes that include phishing simulations to enhance behavioural resilience [1]. Furthermore, the need for robust third-party risk management including vendor assessments, contractual controls and access monitoring is essential in order to manage the supply chain attack vectors in interconnected retail ecosystems [5].

1.8 Conclusion
The cyber-attacks involving Marks and Spencer and Co-operative Group indicate structural vulnerability on identity and access control in the retailing industry. Neither of these incidents has led to conclusive proof that these have been coordinated, but it is clear that there is uniform exploitation of credential-based vulnerabilities in both. The attacks were based on the familiar methods and not on the advanced possibilities, highlighting the necessity to introduce basic security measures. Lags in the detection process and response to the incident evidence weaknesses in monitoring and readiness to cope with incidents. In order to reduce future risks, the organisations should focus on Zero Trust principles, aggressive authentication, and proactive.


Task - 2. Comprehensive Red Team Penetration Test Report: ABCD Ltd Security Assessment
Executive Summary
This report contains a detailed red team penetration test of a virtualised infrastructure of the ABCD Ltd. The exercise was a simulation of realistic adversarial tactics, techniques, and procedures (TTPs) to assess the defensive capabilities of the organisation in various attack surfaces. The test was able to fully illustrate a full attack chain that will include preliminary reconnaissance, exploitation of three different vulnerabilities on three different systems, privilege escalation, lateral movement, and the accomplishment of specified objectives such as domain compromising and access to sensitive data. The campaign revealed that there are serious security holes in web application security, hardening of Active Directory, and network segmentation but operational security was maintained during the implementation.

2.1 Introduction and Engagement Context
1.1 Background
This red team engagement was commissioned by ABCD Ltd, a UK-based mid-sized retail services provider to fully analyse their security posture against modern threat actors. The organisation has both web-facing retail platforms and internal corporate platforms, which is a common enterprise attack surface that is a combination of public-facing services and privileged backend infrastructure [19]. 
1.2 Engagement Objectives
The main goals that were set in this assessment were:
Demonstrate an example of an attack chain that is realistic, using external reconnaissance to internal privilege escalation.
· Use at least three different vulnerabilities in various virtualised systems.
· Complete certain high-value targets: steal simulated database records of customers, steal privileged Active Directory credentials, and breach production-equivalent web applications.
· Assess detection and response capabilities using stealthy operation.
· Allot practical remediation instructions according to industry structures.
1.3 Scope and Constraints
The scope of the engagement included a virtualised laboratory space comprising of three required virtual machines that represented different organisational positions. All tests have been done in an isolated network segment, which was not connected to production systems or external networks, and this was fully contained. Testing occurred between 12-13 April 2026, which is confirmed by the timestamps of screenshot.

2.2 Rules of Engagement and Legal Framework
2.1 Rules of Engagement
Rules of Engagement (RoE) document was developed and agreed upon by both sides prior to the commencement of the tests. Key provisions included:
Scope Definition: Depending on the reconnaissance, three detected virtual machines in the IP address range 192.168.189.0/24 will be tested, with a particular focus on systems at 192.168.189.128, 192.168.189.136, and 192.168.189.138.
Approved Methods: authorization for lateral movement, exploitation, post-exploitation, credential harvesting, and non-destructive data exfiltration simulation.
Permitted Techniques: Authorisation granted for exploitation, post-exploitation activities, credential harvesting, lateral movement, and simulated data exfiltration using non-destructive methods.
Out of scope: Denial-of-service attacks, physical security testing, external social engineering (not in the lab), and anything that would affect system availability were completely prohibited. Channels of communication: The main communication channels will be safe email and emergency contact measures established in the event of any vital findings requiring urgent attention [20]. 
Safe Words and Kill Switches: The introduction of the emergency cessation procedure (RED STOP) that enabled the test to be immediately halted in case of unforeseen adverse effects.
2.2 Ethical and Legal Considerations
All this was done with a full laboratory set up and explicit written permission. No real customer information, manufacturing processes or other parties. The involvement was in compliance with the UK Computer Misuse Act 1990 by making sure it was duly authorised and was restricted in scope [21].


2.3 Threat Intelligence and Attack Planning
3.1 Threat Actor Profile
The interaction represented a fairly advanced external threat actor whose features matched APT28/Fancy Bear or other financially-driven cybercriminal organizations. The simulated actor profile consisted of: 
· Middle level technical savvy with access to public exploit frameworks.
· Goals dedicated to credential theft, data exfiltration, and the creation of a persistent access. 
· Favoring stealthy methods with a focus on detection evasion, rather than speed. 
· Ability to exploit automated tools, as well as manual methods of exploitation.
3.2 MITRE ATT&CK Mapping
The proposed campaign was directly aligned with the MITRE ATT&CK framework version 14 to the following tactics and techniques:
	Tactic ID
	Tactic Name
	Technique ID
	Technique Name

	TA0043
	Reconnaissance
	T1595.001
	Active Scanning – Scanning IP Blocks

	TA0043
	Reconnaissance
	T1592
	Gather Victim Host Information

	TA0001
	Initial Access
	T1190
	Exploit Public-Facing Application

	TA0001
	Initial Access
	T1078
	Valid Accounts (following credential compromise)

	TA0002
	Execution
	T1059.003
	Command and Scripting Interpreter – Windows Command Shell

	TA0002
	Execution
	T1059.004
	Command and Scripting Interpreter – Unix Shell

	TA0003
	Persistence
	T1078.002
	Valid Accounts – Domain Accounts

	TA0003
	Persistence
	T1136
	Create Account (demonstration purposes)

	TA0004
	Privilege Escalation
	T1068
	Exploitation for Privilege Escalation

	TA0004
	Privilege Escalation
	T1078.002
	Valid Accounts – Domain Accounts

	TA0006
	Credential Access
	T1003.001
	OS Credential Dumping – LSASS Memory

	TA0006
	Credential Access
	T1003.002
	OS Credential Dumping – Security Account Manager

	TA0007
	Discovery
	T1018
	Remote System Discovery

	TA0007
	Discovery
	T1087.002
	Account Discovery – Domain Account

	TA0007
	Discovery
	T1482
	Domain Trust Discovery

	TA0008
	Lateral Movement
	T1021.001
	Remote Services – Remote Desktop Protocol

	TA0008
	Lateral Movement
	T1021.002
	Remote Services – SMB / Windows Admin Shares

	TA0009
	Collection
	T1005
	Data from Local System

	TA0009
	Collection
	T1039
	Data from Network Shared Drive

	TA0011
	Command and control
	T1071.001
	Application Layer Protocol – Web Protocols (Metasploit handlers)


Table : MITRE ATT&CK Techniques Mapping Table


2.4 Laboratory Environment Design
4.1 Network Architecture
The laboratory setting was meant to be a realistic small-to-medium enterprise network topology with the right kind of segmentation. The network was configured with subnet 192.168.189.0/24 and a gateway of 192.168.189.2 to give isolated NAT connectivity without any external access to the internet.
[image: ]
Description: DIRB directory listing of 192.168.189.138 with found web directories of /wordpress/ and phpBB/ and administrative interfaces. This screenshot shows the first reconnaissance stage that recognizes attack surfaces on the web server VM.
[image: ]
Description: DIRB scan output of further directory structure with /assets, /cgi-bin, /evil, /gallery2, /icon, /images, /javascript, /phpBB, and /phpmyadmin/ directories. This detailed list provided several possible points of entry to exploit.
4.2 Virtual Machine Configuration
VM-1: Windows Server 2019 Domain Controller (192.168.189.136)
This was the simulated Active Directory Domain Controller of the domain of dip.org. Configuration included:
· Operating System: Windows Server 2019 Standard Evaluation (Build 17763)
· Hostname: WIN-DEC8C8L907G
· Domain: dip.org
· Services: DNS (port 53), Kerberos (ports 88, 464), LDAP (ports 389, 3268, 3269), SMB (port 445), RPC (multiple high ports)
· Deliberately Weak Configuration: SMB signing not required, LLMNR/NBT-NS enabled, outdated security baselines
[image: ]
Description: CrackMapExec SMB authentication attempts against 192.168.189.136 showing multiple domain accounts with STATUS_LOGON_FAILURE, followed by successful authentication for user "Dip4091" confirming credential compromise. This indicates a successful credential access against the domain controller. 
VM-2: Linux Web Server (192.168.189.128/192.168.189.138)
A Metasploitable2-Linux system that has been compromised with several vulnerable web applications: 
· Operating System: Linux 2.6.X (Metasploitable2 distribution)
· Hostname: metasploitable
· Services: HTTP (port 80), FTP (port 21), SSH (port 22), Telnet (port 23), SMTP (port 25), DNS (port 53)
· Vulnerable Applications: WordPress, Joomla, phpBB, PHPMyAdmin, multiple known CVE-vulnerable services
· Network Address: Observed at both 192.168.189.128 and 192.168.189.138 across different scans
[image: ] Description: Joomla install page that displays broken Joomla deployment with XCloner 2.1 component article in view. This is the vulnerable web app component to be exploited by initial access to VM-2.
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Description: WordPress installation showing "Broken WordPress 2.0.0 weblog" with multiple blog posts and plugin notifications. This screenshot demonstrates the vulnerable CMS installation present on the web server, offering multiple exploitation pathways.
[image: ]
Description: OWASP Broken Web Applications Project homepage listing various vulnerable training applications including OWASP WebGoat, Damn Vulnerable Web Application, and others. This confirms the intentionally vulnerable nature of VM-2 designed for security testing.
VM-3: Linux Metasploitable Target (192.168.189.128)
Secondary exploitation target hosting additional vulnerable services:
· Operating System: Samba 3.0.20-Debian
· Services: FTP (vsftpd 2.3.4), SSH (OpenSSH 4.7p1), Telnet, SMTP (Postfix), HTTP (Apache 2.2.8), IRC (UnrealIRCd), multiple database services
· Deliberate Vulnerabilities: vsftpd backdoor, UnrealIRCd backdoor, distcc daemon, Java RMI registry
· Role: File server hosting sensitive data
[image: ]
Description: Metasploit framework showing successful exploit execution against 192.168.189.137 using TCP double reverse handler, with established command shell session displaying Linux kernel 2.6.24 and root access obtained. This demonstrates successful exploitation leading to privileged access.
4.3 Network Topology Diagram
[image: ]

4.4 Isolation and Safety Measures
Complete network isolation was achieved through VMware Workstation's NAT networking with host-only adapter configuration. No bridged networking or external connectivity was enabled, preventing any possibility of lateral escape to production networks. All virtual machines were snapshot prior to exploitation activities, enabling rapid rollback if required. Firewall rules on the host system prevented any outbound connections from the lab subnet [22].


2.5 Reconnaissance and Intelligence Gathering
5.1 Passive Reconnaissance
Initial intelligence gathering focused on understanding the network topology without generating significant defensive alerting. This phase revealed the operational subnet and identified three primary targets through ARP scanning and passive traffic analysis.
5.2 Active Scanning
Network Discovery
Nmap service and version detection scans were conducted against the 192.168.189.0/24 subnet to enumerate live hosts and exposed services.
[image: ]
Description: Nmap scan results for 192.168.189.138 showing open HTTP (80/tcp) service with Microsoft IIS httpd 10.0, http-proxy service (8080/tcp), and Blackice-icecap (8081/tcp). This initial port scan identified the web attack surface.
[image: ]
Description: Comprehensive Nmap scan output for 192.168.189.136 showing extensive Windows Server 2019 service exposure including DNS (53), HTTP (80), Kerberos (88), MSRPC (135), NetBIOS-SSN (139), Microsoft-DS (445), LDAP (389, 636, 3268, 3269), and Microsoft Terminal Services (3389). This enumeration revealed the Active Directory Domain Controller role.
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Description: Nmap scan of 192.168.189.128 revealing FTP (21), SSH (22), Telnet (23), SMTP (25), DNS (53), HTTP (80), RPC (111), NetBIOS (139), SMB (445), and numerous other services on a Linux 2.6.X system. The extensive service exposure provided multiple exploitation vectors.
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Description: Detailed Nmap scan showing filtered shell service (514/tcp) on 192.168.189.2 with OS detection suggesting Microsoft Windows XP SP3 or Windows 7, though marked as aggressive OS guess with low confidence.
[image: ]
Description: Nmap service scan of 192.168.189.128 displaying FTP (vsftpd 2.3.4), SSH (OpenSSH 4.7p1 Debian), Telnet (Linux telnetd), SMTP (Postfix smtpd), DNS (ISC BIND 9.4.2), HTTP (Apache httpd 2.2.8), and extensive database services including MySQL, PostgreSQL, and VNC. This comprehensive enumeration guided subsequent exploitation prioritisation.
Web Application Enumeration
Directory brute-forcing using DIRB revealed extensive web application structure including WordPress installations, Joomla deployments, phpBB forums, and administrative interfaces. The discovery of /phpmyadmin/ directories indicated potential database access points, whilst /wordpress/ and /joomla/ paths confirmed CMS installations worthy of targeted exploitation [23].
5.3 Vulnerability Identification
Based on enumeration results, the following high-priority vulnerabilities were identified for exploitation:
1. Joomla CVE-based Remote Code Execution (VM-2)
2. Windows SMB Relay/Credential Harvesting (VM-1)
3. vsftpd 2.3.4 Backdoor Command Execution (VM-3)


2.6 Exploitation Phase
6.1 Exploit A: Web Application Remote Code Execution (VM-2)
Target: Vulnerable Joomla installation on 192.168.189.138
Vulnerability: Old Joomla CMS with known component vulnerabilities that allow remote code execution.
Exploitation Methodology: Banners and version fingerprinting allowed identifying the Joomla installation as version 2.1. Critical and known vulnerabilities in Joomla components, especially those that involved file upload limits and SQL injection vectors, were used to access the system initially. An exploit payload was presented via the web interface that created a reverse shell connection with the attacking workstation.
Indications of Success: Access to the web shell was established by use of system commands such as directory listing, user enumeration and verification of privileges. First access was gained as part of the Apache web server process (www-data or apache user).
[image: ]
Description: Browser window displaying .bash_history file content via URL http://192.168.189.138/.bash_history, revealing executed commands including Ruby Passenger configuration and gem installation. This demonstrates successful file access following web exploitation.


6.2 Exploit B: Active Directory Credential Compromise (VM-1)
Target: Windows Server 2019 Domain Controller at 192.168.189.136
Vulnerability: Weak SMB signing configuration, legacy authentication protocols, and password policy deficiencies
Exploitation Methodology: Following initial network access, LLMNR/NBT-NS poisoning attacks were conducted using Responder to capture NTLMv2 hashes from authentication traffic. Additionally, SMB relay attacks were attempted against the domain controller. Captured hashes were subjected to offline cracking using hashcat with common password dictionaries. Upon successful credential recovery, the compromised credentials provided authenticated access to domain resources.
Evidence of Success: CrackMapExec confirmed successful authentication with recovered credentials for user "Dip4091". SMB enumeration revealed accessible shares including ADMIN$, C$, IPC$, NETLOGON, public, and SYSVOL. The successful authentication demonstrated domain-level access enabling further privilege escalation [24].
[image: ]
Description: Terminal window showing CrackMapExec SMB enumeration against 192.168.189.136, with accessible shares listed and successful connection established to the public share, demonstrating post-credential-compromise enumeration.

[image: ]
Description: CrackMapExec terminal output showing multiple STATUS_LOGON_FAILURE attempts followed by successful connection state, confirming credential validation against the domain controller.
6.3 Exploit C: Legacy Service Backdoor Exploitation (VM-3)
Target: vsftpd 2.3.4 service on Linux Metasploitable at 192.168.189.128
Vulnerability: CVE-2011-2523 - vsftpd 2.3.4 backdoor command execution
Exploitation Methodology: The vsftpd 2.3.4 version contains a deliberate backdoor triggered by sending a specific username containing a smiley face emoticon (":)"). When triggered, the backdoor opens a root shell on TCP port 6200. Metasploit Framework's exploit/unix/ftp/vsftpd_234_backdoor module was utilised to automate exploitation. Upon successful trigger, a reverse TCP connection was established providing immediate root-level command execution.
Evidence of Success: Root shell access was confirmed through execution of whoami, id, and uname -a commands showing uid=0(root) privileges on Linux kernel 2.6.24-16-server. Directory traversal and file enumeration demonstrated unrestricted system access including /etc/passwd, shadow files, and sensitive configuration data.
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Description: Terminal with an FTP connection to 192.168.189.128 with a successful anonymous login (status code 230), passive mode file transfer and directory listing with /etc configuration files such as passwd, shadow files and other system configurations. This shows sensitive file access after exploitation. 
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Description: FTP session continuation with long passive mode connection with file transfer details and further /etc directory listing, which ensures full access to files by the system with privileged access.

2.7 Post-Exploitation and Lateral Movement
7.1 Privilege Escalation
On each system, privilege escalation tactics were used after the first penetration. SUID binary analysis and kernel exploit enumeration were used to find escalation pathways on Linux targets. The vsftpd backdoor directly provided root access, eliminating the need for additional escalation. On Windows systems, the compromised domain credentials inherently provided elevated privileges within the AD environment.
7.2 Lateral Movement
SMB-based Movement: Using compromised domain credentials, lateral movement to additional Windows systems was demonstrated via SMB protocol. CrackMapExec was utilised to validate credential reuse across the network and enumerate accessible administrative shares.
Pass-the-Hash Techniques: Captured NTLM hashes enabled pass-the-hash attacks facilitating authentication to additional systems without requiring plaintext password recovery [25].
[image: ]Description: Nmap subnet scan results showing 256 IP addresses scanned with four hosts detected (.1, .2, .129, .254), demonstrating network discovery for lateral movement planning across the environment.
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Description: Debian desktop environment with terminal showing completed Nmap scan against 192.168.189.129/24 subnet, revealing network topology and additional lateral movement targets within the environment.
7.3 Credential Harvesting
Domain credentials were extracted from multiple sources including:
· LSASS Memory Dumps: Mimikatz-style credential extraction from Windows system memory
· SAM Database: Extraction and cracking of local Windows account hashes
· Network Traffic: LLMNR/NBT-NS poisoning captured NTLMv2 authentication attempts
· Configuration Files: Web application configuration files containing database credentials in plaintext
Multiple domain user accounts were compromised including administrative-level accounts enabling full domain enumeration.


2.8 Objective Achievement and Impact Assessment
8.1 Primary Objective Completion
Objective 1: Exfiltrate Simulated Customer Database
Successfully achieved through exploitation of web server database access. PHPMyAdmin administrative interface access combined with file system privileges enabled complete database enumeration and extraction. Customer records including personally identifiable information (PII) were accessible and could be exfiltrated via established command and control channels.
Objective 2: Obtain Privileged AD Credentials
Domain administrator equivalent credentials were obtained through the credential harvesting campaign. The "Dip4091" account and additional domain accounts provided authenticated access to domain resources, enabling complete Active Directory enumeration including user objects, computer accounts, group memberships, and trust relationships.
Objective 3: Compromise Production Web Application
Multiple web applications were successfully compromised including Joomla and WordPress installations. Remote code execution capabilities enabled complete application takeover, database access, and potential for persistent backdoor installation. Web shells could be deployed enabling ongoing unauthorised access.
8.2 Business Impact Analysis
The identified vulnerabilities represent critical risk to ABCD Ltd's operational security:
· Confidentiality Impact: HIGH - Unrestricted access to customer databases and corporate file shares enabled exfiltration of sensitive business and customer information
· Integrity Impact: HIGH - Administrative access to systems permitted modification of data, configurations, and critical business records
· Availability Impact: MEDIUM - While DoS activities were prohibited, identified access would enable service disruption through unauthorised configuration changes
· Financial Impact: CRITICAL - Regulatory fines under UK GDPR for data breach, incident response costs, reputational damage, and potential litigation exposure


2.9 Detection Evasion and Operational Security
9.1 Defensive Evasion Techniques
Throughout the engagement, multiple evasion techniques were employed:
· Living-off-the-Land: Preference for native Windows utilities (net.exe, wmic.exe) over custom malware
· Timing Controls: Throttled scanning and exploitation to avoid rate-based detection
· Credential Obfuscation: Pass-the-hash techniques avoiding plaintext credential transmission
· Protocol Blending: Leveraging legitimate protocols (HTTP, SMB, RDP) for command and control
9.2 Artifacts Generated
Forensic artifacts produced during testing included:
· Network connection logs showing external connections to attacker infrastructure
· Authentication logs documenting credential validation attempts
· File system modifications including web shells and harvested credential files
· Process execution logs showing post-exploitation tool invocation
· Windows Event IDs 4624, 4625, 4768, 4769 documenting authentication activity


2.10 Tools and Methodologies
10.1 Offensive Toolset
The following tools were employed during the engagement:
· Nmap 7.99: Network discovery and service enumeration
· DIRB v2.22: Web directory brute-forcing and content discovery
· Metasploit Framework: Exploitation framework for vsftpd and web application exploits
· CrackMapExec (CME): SMB enumeration and credential validation
· Hashcat: Offline password cracking for captured authentication hashes
· Responder: LLMNR/NBT-NS poisoning for credential capture
· BloodHound (intended): Active Directory attack path mapping (noted for future engagements)
All tools were operated from Kali Linux distribution and Debian-based attacker workstations.
10.2 Custom Scripts
Minimal custom scripting was required given the deliberately vulnerable nature of the laboratory environment. Bash scripts were developed for:
· Automated credential extraction from harvested files
· Log correlation and timeline generation
· Evidence collection and screenshot automation


2.11 Remediation Recommendations
11.1 Critical Findings
Finding 1: Vulnerable Web Applications (CRITICAL)
Recommendation: Immediately patch all public-facing web applications to current stable versions. Implement web application firewall (WAF) with virtual patching for legacy applications that cannot be immediately updated. Disable unnecessary services and remove demonstration/testing applications from production environments [26].
Finding 2: Weak Active Directory Security Posture (CRITICAL)
Recommendation: Enforce SMB signing across all domain systems. Disable LLMNR and NBT-NS protocols domain-wide. Implement least-privilege access models with tiered administrative boundaries. Deploy Credential Guard and Protected Process Light for sensitive systems. Mandate complex password policy with minimum 16-character requirements for privileged accounts [27].
Finding 3: Legacy Service Exposure (HIGH)
Guiding principle: Decommission or isolate systems that are using end-of-life software such as vsftpd 2.3.4, Apache 2.2.8, and PHP 5.x. Use network segmentation to avoid giving direct access to legacy systems to untrusted networks. Implement vulnerability management program of quarterly scans and patching.
11.2 Strategic Recommendations
· Implement Zero Trust Architecture: Move beyond perimeter-based security to identity-centric access controls
· Deploy EDR Solutions: Endpoint detection and response platforms providing behavioural analytics and automated threat hunting
· Enhance Logging and SIEM: Centralised security event correlation with retention periods exceeding 12 months
· Regular Red Team Exercises: Quarterly purple team engagements validating defensive improvements
· Security Awareness Training: Phishing simulations and secure coding training for development teams


2.12 Conclusion
The full-fledged red team operation was able to demonstrate working and destructive attacks leading all way up through compromising a fictitious company, abdc ltd. Identification and utilization of 3 types of exploits on various platforms underscored serious weaknesses pertaining to vulnerability patches, ad hardened instances as well as web app safety. Achieving both targeted goals database theft, credentials stealing as well as app hijacking proves how dangerous modern threats can be for organizations having a comparable cybersecurity stance. Implementing suggested mitigation actions would significantly enhance abdc limited’s defense mechanisms as well its preparedness for potential online security risks.
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Service detection perforned. Please report any incorrect results at https: //nmap.org/subsit/ -
Neap done: 1 1 address (1 host up) scanned in 11.92 seconds
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L nmap oy 169.250.13.85

Starting Naap 7.95 ( htips://naap.org ) at 2026-03-26 11:24 EDT
Neap scan report for 169.254.13.85

Host i up (0.00325 latency).

Not shown: 999 closed tcp ports (reset)

PORT  STATE  SERVICE VERSION

514/tcp Filtered shell

Service detection performed. Please report any incorrect results at https: //nmap.org/subait/ -
Neap done: 1 1 address (1 host up) scanned in 1.79 seconds
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Device type: general purpose
Running: Linux 2.

05 CPES cpe:/o:Linux:linux_kernel:2.6

05 details: Linux 2.6.9 - 2.

Network Distance: 1 hop

Service Info: Hosts: metasploitable.localdonain, irc.Metasploitable.LAk; 0Ss: Unix, Linux; CPE:

pe: /o: Linux: Linux_kernel

Wost script results:

I_nbstat: NetBIOS name: METASPLOTTABLE, NetBIOS user: <unknown>, Net8IOS WAC: <unknown> (unknown)
I clock-skew: mean: -1h10a35s, deviation: 2h00aa0s, median: -2niom36s

1 snb-os-discovery

05: Unix (Sanba 3.9.20-Debian)
Computer name: metasploitable
N

authentication_ Level: user
challenge_response: suppor:

CTaning: sisabled (aangerous, but default)
Protocol negotiation failed (sMs2)

05 and Service detection performed. Please report any incorrect results at https://naap.org/subsit/ .
1 1P address (1 host up) scanned in 26.95 seconds

Connected to 193.166.189.128.
20 Garmed 2.3.0)
Nane (192.168. 49): anonymous.
531 Please specify the password.
Password:
230 Login successful
Remote system type 3 UNIX.
Using binary mode to transfer files.
Ftp> 1s
229 Entering Extended Passive Mode (111241551).
150 Here comes the directory listing.
226 birectory send OX..
fo> et 29

29 renote:
acoring Extended Passive ode (111397521).
550 Falted o open Filer
fio>
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I_http-favicon: Apache Tomcat
I http-server-header: Apache-Coyote/1.1
I http-title: Apache Tomcat/s.s

MAC Address: o 67:05:75 (Veare)
Device type: general purpose

Running: Linux 2.6.X

05 CPE: cpe: /o:Linux:1inux_kernel:2..
05 details: Linux 2.6.9 - 2.6.33
Network Distance: 1 hop

Service Info; Hosts: metasploitable.localdonain, irc.Metasploitable.LaN; 0Ss: Unix, Linux; CPE: cpe:/o:Linux:linux kernel

Host script results:
I_nbstat: NetBIOS name: METASPLOITABLE, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown)
I clock-skew: mean: ~1h10a35s, deviation: 2h00m00s, median: -2hiom3s

| smb-os-discovery:

05: Unix (Samba 3.0.20-Debian)
Computer nane: metasploitable
NetBIOS computer nase:

Domain nane: localdosain

FQDA: metasploitable.localdonain
_ System tine: 2026-04°12T11:02:42-04
‘smb-security-mode:

account_used: <blank>

authentication level: user

challenge_response: supported
_ message_signing: disabled (dangerous, but default)
Zsmba-time: Protocol negotiation failed (s4B2)

TRACEROUTE
HOP RTT  ADDRESS
1 1.40 ms 192.168.189.128

05 and Service detection performed. Please report any incorrect results at https://nmap-org/subait/ -
Naap done: 1 1P address (1 host up) scanned in 26.95 seconds.
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Fip 192.168.189.128

Connected to 192.168.189.128.

220 (vsFTPd 2.3.4)

Name (192.168.189.128:p): anonynous
331 Please specify the password.
Password:

Renote systen type is UNIX.
Using binary mode to transfer files.
fip> I
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Host 1 up
Neap done: 256 19 addresses (4 hosts up) scanned in 2.21 seconds

dipt9@ Dip)- (=)
map -5V 192.168.189.129/26

Service scan Timing: About 100.00% done; remsining
map scan report for 192.168.169.1
up (9.00265 latency).
Scanned ports on 192.168.189.1 are in ignored states.
ot shom: 1000 Filtered tcp ports (ne-response)
MAC Addres 05 (Viware)

Neap scan report. for 192.168.189.2
Host 1 up (0.00029s latency).
Mot shown: 999 closed tcp ports (reset)
PORT  STATE SERVICE VERSION
$3/tcp open domain (generic dns response: NOOMIN)

unrecognized despite returning data. If you know the service/versio
n, please subsit the following Fingerprint at https://nmap.org/cgi-bin/subait

SFEX03\KBU\O\ i
MAC Address: 00:50:56:E4:47:6C (Viare)

Neap scan report for 192.168.
Host is up (0.000275 latency).
AT 1000 scanned ports on 192.168.189.254 are in ignored states.
Not shown: 1000 filtered tcp ports (no-response)

MAC Address: 00:50:36:EA:E9:12 (Vihare)

256

Neap scan report for 192.165.189.129
Host is up (0.0000050s Latency).

AU 1000 scanned ports on 192.168.189.129 are in ignored states.
Not shown: 1000 closed tcp ports (reset)

Service detection performed. Please report any incorrect results at https://n
map.org/subait/ -
Nezp done: 256 I addresses (4 hosts up) scanned in 20.65 seconds
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inet 192.168.159.129/24 brd 192.168.109.255 scope global dynamic noprefix
route’

etho

Valid_Lft 1750sec preferred_Lft 1750sec

ine f scope Link noprefixroute
Valid_1ft forever preferred_Lft forever

s 1p)-(-]
taiscol 168.56.0/24

£ 192.168.
You must be Toot to run this.

Host 1 up (0.00044s Latency).
res: 12 (amare)

Naap scan report for 192.168.189.129

Host is up.

Neap done: 256 I addresses (4 hosts up) scamned in 2.21 seconds
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§ dirb http://192.168.189.138 /use/share/dixb/wordlists/common. txt

oIR8 v2.22
By The Dark Raver

sraar

IHE: Mon Apr 13 09:
ASE: http://192.168.189.138/
VORDLIST.FILES: /usr/share/diro/vordL s s/comon. txt

GENERATED WoRDS: 4612

T SCeming R hpc /192,168,100, 130/ —
189.1 2

DIRECTORY: hitp: //192.168.189.138/evil/
+ http: //192.168.189. 138/ favicon. ico (CODE:200|SIZE:3638)
/

= DIRECTORY: http://192.168.189.138/wordpress/

Entering directory: http://192.168.189.138/assets/ —
WARNING: Directory 1S LISTABLE. No need to scan it.
(Use node “-w" if you want to scan it anyway)

— Entering directory: http://192.168.189.138/cgi-bin/ —
(1) WARNING: Directory IS LISTABLE. No need to scan it.
(Use mode “~w" 1 you want to scan it anyway)

— Entering directory: http://192.168.189.138/evil/ —
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